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O pykoBoacTBe

[JaHHOe pyKOBOACTBO ABASAETCA [AOMOJIHEHMEM K PYKOBOACTBY MO ObICTPOM
HaCTpPOWKe, B KOTOPOM pacCKa3blBaeTCA O MEPBWYHOM HACTPOMKE MOAKIYEHUSA
K MUHTEPHETY, B TO BPEMSA KaK B JAHHOM PYKOBOACTBE NOAPOOHO ONMChIBAETCA KaXKaas
GYHKUMA 1 CNOCO6bLI HACTPOWKN PYHKLIMIA.

Mpn ncnonb3oBaHUM 3TOMO0 PYKOBOACTBA HEO6XOAUMO YUYUTbIBATb, YTO HEKOTOPbLIE
PYHKUMKM poyTepa MOryT HEMHOrO OT/IM4aTbCA B 3aBUCMMOCTM OT annapaTHOW
M NpPOrpaMMHOM BEpPCUM YCTPOMCTBA, OT pPernoHa, B KOTOPOM WCMNOJSb3YyeTcA
YCTPOUCTBa, a TakXe OT WUCNOJIb3yeMOoro fA3blka W UHTepHeT-npoBangepa. Bce
ncnosib3dyemMble B JAHHOM PYKOBOACTBE CHUMKM 3KpaHa, M306parKeHWss 1 onucaHus
npmBeaeHbl UCKIYUTENBHO B AEMOHCTPALMOHHbIX LEnsX.

O603HaueHus

OGoswavewne | Omecawie

Tak BbIrNSAAT MMNEPCChIIKK, HaXKaB Ha KOTOPbIE MOXHO NepenTun

MoAYEPKHYTHIN TEKCT . .
K onpeaenéHHoMy pasgeny AaHHOro pyKkoBoACTBa WKW Ha CauT.

TeKkcT 6upto30B0Oro  Tak BbIrNAAAT 3aro/I0BKU PYKOBOACTBA, CCbI/IKM U MYHKTbl MEHHO.

uBeTa
OneMeHT CTPyKTypbl MeHw. Hanpumep, [lononHuTtesnsHble HacTpouku >
S BecnpoBogHoi pexum > CTaTucTuka O3HadvaeT, uyTo pasgen «CrtaTtucTuka»
HaxoguTCA BO BKAagke «[lonosHUTENbHbIE HACTPOMKWMY MyHKTa MEHH
«BecnpoBoOAHON peXXnM».
N MpumeyaHue UrHopupoBaHue Nnogo6HOro NpuMedaHnsa MOXeT NPUBECTU K Npo6ieMam.
@ CoBeT MonesHas nHdoOpMaLMa NO UCMOb30BaHWIO YCTPONCTBA.
. M3meHeHne napameTpa.
NKOHKM . YaaneHuwe napameTpa.

Be6-UHTEpdelnca
BrntoveHme nnm BelKIOYEHME NapaMeTpa.

* @ MNoapobHas nHbopMauus.

dononHutenbHasa nHdopmauus

CBsizaTbCA €O Cy>K601 TeXNo4aepPXKn MOXHO Ha mts.ru/personal/podderzhka
nnu no TenedoHy 8 800 250-08-90.


https://www.tp-link.com/support
https://www.tp-link.com
https://forum.tp-link.com
https://www.tp-link.com/support

naBa 1

3HaKOMCTBO C pOoyTepoM

B naHHOM rnaBe onncbIBaOTCA BOSMOXXHOCTU M BHELUHWI BUA poyTepa.

* O630p

* BHewHun BnA



naBa 1 3HaKOMCTBO C POYTEPOM

1.1. 0630p

Poytepbl TP-Link npegHasHaveHbl Ans AOMAWHUX U HEBGOMbLNX OPUCHBIX CETEN,
a TakXKe 41 nosib3oBaTesier, KOTOPbIM HY>XHa MOBbILWEHHAA NPON3BOAUTENIBHOCTb
ceTWn. MoLLHble aHTEHHbI rapaHTUPYIOT KadecTBeHHOe noakstodeHne no Wi-Fi Ha Bcex
YCTpOMCTBax BO BCEM gome, a mnopTbl Ethernet o6ecnevyaT BbICOKYHO CKOPOCTb
NOAK/IOYEHUA NO Kabento.

Bonee Toro, poytepbl TP-Link nerko HacTpouTb 6narogapa MNOHATHOMY
Beb-nHTEpdENCyY ynpasieHus.

1.2. BHewHun Bua,

1.2.1. NepeaHAA naHenb

Huke naHo onncaHme pacnosIOXKEHHbIX Ha NepeaHer NaHeM MHANKATOPOB poyTepa
(cneBa HanpaBo).

OnucaHue nHANKaTOPOB
| Wnamcatop | CoctosW.|  Onmmcamme
Foput CuncTema ycnewHo 3anyLieHa.

A&t 3anyck cucTemMbl UM 06HOBJIEHME MPOLLMBKM poyTepa.

() (Mutanue) Mwuraet .
He oTkntovaiiTe poyTep v nuTaHue.

He roput [MuTaHne oTKOYEHO.



naea 1

3HaKOMCTBO C POYTEPOM

| Muaukatop | Coctosw| ____ Onmmcawne

Foput

= (Wi-Fi2,4TTu)
He roput

Foput

= (Wi-Fi5Tw)
He roput

Foput
L1 (Ethernet) H

e roput

[oput

lFoput

G (MHTepHeT) OpaH>XeBbIM

He roput

Foput/

Hero
8 (wps) roput

Mwuraet

1.2.2. 3agHAA naHenb

Bkntouén ananasoH Wi-Fi 2,4 I'Tu,

Anana3oH Wi-Fi 2,4 [T OTKNOYEH.

Bkntouén gnanasoH Wi-Fi 5 T,

[unanasoH Wi-Fi 5 'y 0TKN04EH.

EcTb nogknoveHne nNo KpariHern mepe K ogHomy nopTy Ethernet.

HeT ycTpoicTB, NogkMto4EHHbIX K NnopTy Ethernet.

ECTb 8OCTYN B UHTEPHET.

EcTb noakntoyeHune k nopty Internet poyTepa, HO HET focTyna
B MHTEPHET.

HeT noakntouenus k nopty Internet poytepa.

3aropaeTcs Bo BpeMsi CMHXpoHu3aumum WPS n aBTomMaTnyecku
racHeT MPUMEPHO Yepes NATb MUHYT.

Naét nogkntoueHne WPS (MoXXeT AIMTbCs A0 ABYX MUHYT).

Pacnono)eHHble Ha 3agHen naHenm pasbEéMbl, MOPTbI M KHOMKN (cneBa HanpaBo).

KonkalMopr | Owecawe |

Pasbém Power O6ecneyvBaeT NOAK/IOYEHME POYTEPA K NMTaHUIO C NOMOLLbIO aganTepa.

KHonka Power On/Off Ha)kmuTe, 4TO6bI BKIKOUUTD UK BbIK/IKOYUTbL POYTEP.



naea 1

3HaKOMCTBO C pOyTEPOM

KhonkalMopr | Owcawe

KHonka Reset

KHonka
WPS/Wi-Fi On/Off

MopT Internet

MopTbl Ethernet (1/2/3/4)

AHTEHHbI

Ha)xmuTe 1 yaep>kmBanTe He MeHee NATU CEKYHA, YTO6bl BOCCTaHOBUTb
3aBO/ICKME HAaCTPOWKK poyTepa.

Ha)XMuUTe 3Ty KHOMKY U TYT XK€ Ha>XKMUTE aHasIOMMYHYI0 KHOMKY Ha ApYyrom
ycTpoincTtee. Ecnm uHgnkatop WPS nepecTtatb muratb M CTan ropethb,
3HaumT noakntoyeHne WPS ycnewHo BbINOIHEHO.

Ha)xmuTe 1 yaep>xvBanTe He MEHEee NATU CEKYHA, YTOObI BKIKOUYUTb UAN
BbIktounTb Wi-Fi Ha poyTepe.

O6ecneynBaeT NOAKIOYEHNE K MOLAEMY WK K UHTEPHET-PO3ETKE.
O6ecneunBaoT NOAKIOYEHNE YCTPONCTB K poyTepy no kabento Ethernet.

MpepHa3HaveHbl onsa nepegayn gaHHblx no Wi-Fi. MakcumanbHas
npoussoautenoHocTb Wi-Fi 06ecneunBaeTcsa B BEPTUKANIBHOM MOJIOXEHUN.



naBa 2

Pusnyeckoe NogkNOYEHUE

 PasmelleHue poyTepa

* [MoakntodeHne poyTtepa



naBa 2 ®dunsunyeckoe NoAKIYEHNE

2.1. PasmelleHune poyTepa

* He pa3meluaiiTe poyTep B YC/I0BUSAX BbICOKOW BNAXXHOCTU M TeMnepaTyp.

* Pasmellarite poyTep TakK, YHTOObl K HEMY MOXXHO MOAKNIOYNTL APYrne yCTponcTea
N YTO6bI €r0 MOXXHO MOAK/IHOUNTL K MUTAHUIO.

* CnpAYybTe Kabenn, YTo6bl HE CMOTKHYTbLCSA 06 HUX.
* PoyTep MO>KHO pasmMeLlaTth Ha NOJIKE UK Ha CToNe.

* PazmeLLanTe poyTep Kak MOXXHO gasiblue OT YCTPOWCTB C 3/IEKTPOMarHUTHbIM
N3ny4eHMeM, B TOM Yncie ycTponcTs Bluetooth, pagnotenedpoHos
N MUKPOBOJIHOBbIX MeYen.

2.2. NogknoyeHne poyTtepa

Ecnn ucnonbsyetca npaAMoe nogknoyeHuve (6e3 mogema), nogkaoumTe Kabesnb
Ethernet k nopty Internet poytepa n BbinonHUTE wWark 4 n 5 gnsa 3aBepllieHUs
dn3n4eCKOro NOAKIOYEHMS.

Anantep nuTamus

1. OTKNIOUYNTE MOAEM N U3BIEKUTE aKKYMYJIATOP (ECNN OH eCTb).
2. MNogknounte MoaeM K NopTy Internet poyTtepa ¢ nomoLubto kabens Ethernet.

3. Bk/lounTe MOAEM M MOAOXKAMTE OKOJY ABYX MUHYT, MOKa 3aBEPLUNTCS
nepesarpyska.



[haBa 2 dusnyeckoe NoaxkI04YeHne

4. MNoaknounTe aaanTep NUTaHUS K pOyTepY 1 BKIKOYMUTE PoyTep.

5. ECNn HMXKeyKa3aHHbIe MHAVKATOPbI FOPAT, 3HaYMT GU3NYECKOE NOAKIYEHME
BbIMNOJIHEHO YCMELLHO.

MutaHne 2,4TTy 5Ty NHTepHeT

A Mpumeyarme
Ecnn uHgukaTtopbl 2,4 Ty n 5 Ty He ropAT, HaxxmuTe 1 yaep>xunsaite kHonky WPS/Wi-Fi On/Off Ha 3agHel naHenn
OKOJ10 TPEX CEKYH[, 3aTeM OTNyCcTUTE KHOMKy. Ob6a nHanMKaTopa A0/IKHbI 3aropeThbCs.

6. MoaknounTe KOMMNBIOTEP K POyTeEpYy.
* Cnoco6 1: no ka6bento

OTkntoumTe Wi-Fi Ha KOMMbIOTEPE M NOAK/IOYMTE YCTPONCTBA MO CXEME HUXKE.

T Kabenb Ethernet =TH

e flelel

* Cnoco6 2: no Wi-Fi

1) Hanaute nmsa (SSID) n naponb Wi-Fi, Hane4yaTaHHble Ha 3TUKETKE Ha HUXKXHEN
naHenun poyTtepa.

2) HaxkmnTe Ha KOMMbKOTEPE MKOHKY CETU UNn nepenante B HacTporikn Wi-Fi
ragkeTta v Bolbepute SSID poyTepa, 4TOObl NOAK/IYUTLCA K CETW.

KomnbloTep lapxet

Ij =% /‘OC\\'[ Hble NoAKIKHYEeHNA

Wi-Fi ceTu Wi-Fi o

BbIBEPUTE CETb

<Hactponkn  Wi-Fi

[V] Moakn. aBTOMAaTNYECKM Moakn.

N

e Cnoco6 3: c nomMmoLyblo KHonkn WPS

JaHHbIM cnoco60M K poyTepy MOXHO nogknounte Wi-Fi ycTpoiicTBa ¢ nogaep»xkom
WPS, Bkntoyas cMapTdoHbl 1 naaHweTbl Ha Android 1 60/1bLUMHCTBO CETEBLIX KapT
USB.

R MpumeyaHue
e OyHkumsa WPS He noaaep»kmBaeTcs yctponcteamm iOS.



[naBa 2 dusnyeckoe NoaxkIYeHne

* WPS Henb3si HacTpouTb, ecan Ha poyTepe oTkto4eH Wi-Fi. Takke dyHkumsa WPS 6yaeT oTkatoueHa, ecam
ncnonbdyetca Wi-Fi wmudposaHne WEP.

1) Haxxmute nkoHky WPS Ha akpaHe yCcTpOoMcTBa (B AaHHOM npumepe
Mcnonb3yeTcs ycTponcTeo Android).

2) B TeyeHune gByxX MUHYT HaXKMUTE KHOMKY poyTepa Reset/WPS.

@ PsiioM



[(naBa 3

Bxop B uHTepdenc poyrtepa




haBa 3 Bxog B nHTEpdENC poyTepa

Beb-nHTepdenc obecnednmBaeT MPOCTYHO HACTPOWKY W yNpaB/iEHME POYTEPOM.
Be6-mHTEpPhENC MOXKHO OTKPbITh Ha Ito6om ycTporcTBe Windows, macOS mam UNIX
c nomouwbto 6paysepa, Bkntoyas Internet Explorer, Mozilla Firefox nnm Safari.

1. YcTaHOBUTE Ha KOMMbIOTEPE aBTOMaTU4YeCKoe rnonyyveHue IP-agpeca ons
npoTtokona TCP/IP.

2. BBegute B agpecHom cTpoke 6paysepa 192.168.0.1 n cosgarte naponb 418 Bxo4a,
HaxxmuTe CoxpaHnTbL M NOBTOPHO BBEANUTE NMapo/ib. 3aTeM HaxxmuTe Bontn gna
BX04a B MHTepdENC poyTepa.

A MpumevaHune

Ecnun OkHO BXoZa He NoABNAETCA, BOCHOﬂb3yI7ITer pasaenom YacTo 3agaBaemMble BOMPOCHI.
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[naBa 4

HacTpouka noaknro4veHus
K UHTEepHeTy

B paHHOM rnaBe onucbIBaeTCA NPOLECC MOAKAIYEHUA poyTepa K MWHTEPHETY.
B poyTepe ecTb MacTep 6bICTPOM HACTPOMKN. Takxke poyTep NpoBepsAeT YyCNewHOCTb
BbIMOJIHEHMA LWAroB W MNO3BOJMIAET co34aTb noaknodeHmne |[Pvbe, ecam  ero

noaaep>kMBaeT Ball MHTEPHET-NPOoBanaep.

* MacTep 6bICTPON HACTPOWKK
* Py4yHas HacTpoWnKa NHTEPHET-NOAK/IHOYEHNSA

* HacTpolika nHTepHeT-nogkntovenHus IPve



naBe 4 HacTpoWka nogKIto4eHNs K UHTEPHETY

4.1. MacTtep 6bICTPOMN HAaCTPOUKHU

MacTep 6bICTPOM HACTPOMKM NOMOXKET 6€3 TPpyAa HAaCTPOUTb POYTEP.

@ CoseTt
Ecnu Hy>XHO HacTpouTb NoakNtoYeHne IPv6, nepenanTe B pasgen Hactponka MHTepHeT-noaka4YeHus IPve.

BbinonHuTe crneaytowme waru ona HaCTpomKu poyTepa.

1. Nepengnte Ha 192.168.0.1 1 BONOUTE, UCMONL3YA YCTAHOBNEHHbI BaMu
naposb poyTtepa.

2. Haxxmute beicTpasa HacTporika B BEPXHEN YaCcTU CTPaHULbI U BbINOJTHUTE
nowlaroBble MHCTPYKUMM /11 NOAK/IKOYEHUS pOyTepa K MHTEPHETY.

4.2. Py4yHasa HacTpoOMKa NHTEPHET-NOAKIOYEHUSA

BbinonHUTE LWarn Huxe, YTo6bl MOCMOTPETL UM USMEHUTb HACTPOKM NOAKIHOYEHMSA
K MHTEPHETY.

1. Nepengute Ha 192.168.0.1 1 BONAUTE, UCMO/b3YSA YCTaHOBNEHHbIM BaMu
naponb poyTtepa.

2. MNepenaunTte B pasgen OcHOBHbIE HACTPOWKN > VIHTEPHET.

3. BoibepuTe TN MHTEPHET-NOAK/IIOYEHMA U3 BbiNadaroLwero crnvcka.

HacTtpoika nogkniodenua k MHTepHeT

VLAN ID: BEnounTe
TUn NogKMYEHWRA: AWHamMmuueckmida IP-aapec
© CoBeT

[na kaxkaoro Tmna NnoaKItYeHNs TpebyeTcs CBOM Kabesb U MHopMauma o nogxkatodeHmun. CBo TMn NoAKIOYEHNS Bbl
MOXeTe onpenennTb C NOMOLLbIO YKasaHuii B LLlare 4.

4. BbinonHUTe yKa3aHua Ha cTpaHuue. MNapamMeTpbl Ha CHUMKax 3KpaHa NpuBeAeHb!
B KayecTBe npumMepa.
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[nasa 4 HacTpowka NoAKIYEHUSA K UHTEPHETY

1) Ecnm BbibpaH Ctatuyeckuii IP-agpec, He06x0AMMO BBECTU B
COOTBETCTBYIOLUME MOAA NPefOoCTaBNEHHbIE MHTEPHET-NPOBaNAEPOM AaHHbIE.

HacTpoika nogknodedns € MHTepHeT

VLAN ID: BEMiounTE
Tun nogrnoYeHusA: CraTtvueckuid IP-agpec
|P-agpec:

Macka nofcertu:
OCHOBHOR LLUMKea:
MpeanodvTaemelil DNS-cepeep:

AMNETEpHETUEHLIN DNS-cepaep: . . . (HeoORzaTensLHaA HACTPOMKE)

2) Ecan BbibpaHo nogkntoyveHne PPPOE, BBeanTe NpeaoCcTaB/ieHHbIE
WHTEepHEeT-NpoBangepom Vivsa nons3oatena u [Napone.

HacTpofika nogknioyeda K MHTepHeT

VLAN ID: Bemiounte

Tun NOOKNKYEHKUA PPPoE
MMA nons20BaTenA:
Mapons:

BTopuyHOS NOgKNHYEHKE: OuHamuueckun IP-agpec Cratuysckwi IP-agpec

3) Ecnm BoibpaHo nogkatoveHue L2TP, Beegute Vv nosbsosatens, [apons,
IP-agpec/ims cepBepa n BblbepuTe Turn agpeca COrflacHO YyKa3aHuAM
WHTEpPHET-NpoBarjepa — AasibHeENLLME NapaMeTpbl 3aBUCAT OT BblIOPaHHOr O
TMna.
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naBa 4 HacTpoika noaKIto4YeHNs K UHTEPHETY

HacTpoiika nogrmodedua K HTepHeT

VLAN ID: [] BENWYMTE

Twn NOSENHOYEHMA: L2ZTP

|MA Nonsz0EaTens:;

Mapons:

Twun agpeca: ® [OuHamudyeckud IP-agpec CTatvyecui IP-aopec

|IP-agpecfiMma cepeepa

5. HaxkmuTe CoxpaHuTs, YTO6bI USBMEHEHMSA BCTYNUAN B CUATY.

R NpumeyaHve

Ha BcTynnieHne naMeHEHHbIX NapamMeTpoB B CUTY MOXKET NoTpe6oBaTbCA A0 ABYX MUHYT.

@ CoBeTbl

* COCTOsIHME NHTEPHET-NOAK/TIHOYEHMA MOXKHO NPOBEPUTL B pasaese KapTa ceTu B IEBOK YaCTW CTPaHULbI.

* Ecnnucnonbayetca JuHamunyeckuii IP-agpec n PPPOE, n BaM Hy>XHO BBECTU ApYrne napameTpbl, KOTOpble
He ABNAOTCA 0653aTeNbHbIMK, NepenanTe B padaen [JonoaHuTeNbHble HacTponku > CeTb > VIHTepHeT
0151 3aBEPLUEHNSI HACTPOMKMN.

e Ecnm gocTyna B MHTEPHET NO-NPEXHEMY HET, BOCMO/Ib3YyMTECh pa3aesioM HacTo 3ajaBaemMble BOMPOChI.

4.3. HacTtpouka nHTepHeT-noako4yeHus IPve

MNMogknoyeHne [Pv6 MOXXHO HacCTpOUTb BPYYHYHO, €CAM  UHTEpHET-npoBangep
npeaocTaBifeT Kakon-mbo u3 caefyrowmx TUNOB MHTEPHET-NoAKMoYeHusa IPv6:
PPPoE, anHamnyeckun IP-agpec (SLAAC/DHCPv6), ctatnyeckmin IP-agpec, TyHHeNb
6to4 nnun Passthrough (mocT).

1. Nepengnte Ha 192.168.0.1 1 BONAMTE, CNO/b3YS CO34aHHbIVM BaMn Naposib Ans

poyTepa.
2. Nepenignte B pasgen JononHnTeNbHbIE HACTPONKK > CeTb > NHTEpHeET.

WAN-uHTepdeic (
1:) OBHOBKTE 0' [oDaEnTs e YOanuTs BCe
Mmm WAN-WHTEpD e ca VLAN ID COCTORHWE LLnkoa HencTene HMameHHT:
ipoe_0_0 d 0 MogknioyeHo BriGpaH OceodoguTs E’J i
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[nasa 4 HacTpowka NoAKIYEHUSA K UHTEPHETY

2. Boibepute nms nutepdperica WAN (B ctonbéue CoctosaHne 4OHKHO 6bITb HAaNMCaHO
[MOAKIHYEHO) U HAXKMUTE UKOHKY

3. MpoKpyTuTE BHU3, BKIOUMTE IPVE 1 HacTponTe napameTpsbl IPv6.

IPvé:

IPvG-agpec

OnuHa npedwnkca: G4
IPVB-Lunios:

Twn agpecaum: AUTO

IPY6-LLNios: ipoe_0_0_d

DononHUTENEHEIE HACTROWEK

* Twunagpecaynun: yTodHuTe y nposangepa (DHCPv6 nnn SLAAC, nocnegHun
ABNAeTCA Hanbosiee pacnpoCcTpaHEHHbIM TUMOM agpecaunn).
* |Pv6-ut03: OCTaBbTE 3HAYEHME MO YMOHaHUIO (TeKyLLee NoaxIYeHne).

A MpumeyaHmne: ecnn MHTepHeT-NpoBaiiaep NpenocTasun agpec IPv6, HaxxmuTe [onofHATE NbHbIE HAaCTPOMKM.
Y6epuTtech, 4TO ncnonb3yetca agpec IPv6, npefoctaBneHHbIV NpoBaiaepoMm, U BBeAUTE OCTaslbHble NapamMeTpbl
B COOTBETCTBWM C YKa3aHUsAMU Nposaigepa.

5. Haxmute CoxpaHuTb, 4YTO6bl U3MEHEHUs BCTYyNMAM B CWNYy — HaCTpoOMKa
noaktoveHus IPv6 3aBepLueHa.
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[(naBa 5

MynbTn-SSID

MynbTn-SSID nosBonseT cosgaBatb oTAenbHbin  Wi-Fi  goctyn pna rocrten
N He pacKpbiBaTb AaHHbIE OCHOBHOM CETW.



naBa 5 MynbTn-SSID

» Kak cosgaTtb MynbTtu-SSID

1. Nepengute Ha 192.168.0.1 1 BONAUTE, UCMO/L3YSA CO3AaHHbLIVM BaMu
naposb poyTepa.

2. MNepenante B pazgen OcHoBHbIe HACTPOMKK > Multi-SSID nnn
JononHnTenbHble HAaCTPOWMKK > BecnpoBogHON pexxum > Multi-SSID.

3. Co3paaliTe rocTeBy CETb U YKaXKUTE HY>XHble NapamMeTpbl.

Multi-5SID | 51Ty
MSSIDT:

MmA cetw (SSID) TP-Link_9C01_1 CrkpbiTe SSID

3awmra: WPA/WPAZ2 Personal (pekomenayeTca)

Mapons:

Bupets apyr apyra:

[LocTyn £ MO rocTesoi cetu: Pa3pelunTs FOCTESEIM NONE3083TENAM QOCTYN K MOEA NOoKansHON CeTH

MSSID2: BrniounTe

MSSID3: BrniguuTe

1) Haxkmute 2,4 [Ty mnn 5 MU gna HacTponku roctesorn Wi-Fi cetn
Ha gnana3oHe 2,4 [Ty nan 5 I'Mu. Ha kaxxagom agnanasoHe MOXHO co34aTb
He 6onee TPEX FOCTEBbIX CETEN.

2) OTMEeTbTEe OKOLIKO BKIHOUYNTL, YTOObLI CO34aTb COOTBETCTBYHOLLYHO CETb.

3) Ucnonbsynte Umsa cetn (SSID) no ymonyaHuio nnmn sBeanTe CO6CTBEHHOE
(none 4yyBCTBUTENLHO K perucTpy). He otmevarite Ckpoite SSID, ecnm
He XOTuUTe, YTObbI Npu NogkNtoveHun K Wi-Fi rocTaM HY>KHO 6b110 KaXKabli
pa3 BBOANTb Er0 BPYUHY!HO.

4) B BbIiNagatolliem cnmcke 3alimTa Boloepute WPA/WPA2 Personal
(pekomeHayeTca) n co3ganTe Naposib 4151 TOCTEBOM CETW.

BuoeTb Apyr Apyra: OTMETbTE OKOLWKO PaspellunTs rocTeBLIM MOJIb30BaTENAM
BUOETb APYr Apyra, €C/1 Bbl XOTUTE pa3peLllnTb NOAKIOYEHHBIM K FTOCTEBON
cetn Wi-Fi knneHTam B3anMogencTeoBaTh gpyr ¢ ApyromM vyepes Pingn . 4.

JocTyn K MOelr rocTeBor ceTh: OTMETbTE OKOLLKO PaspelunTs roCTEBbLIM
NnoJsIb30BaTeNAM AOCTYI K MOEN JIOKaIbHOW CETU, €C/IN Bbl XOTUTE pa3peLumnTb
noaKkto4YE€HHbIM K rocteBon cetn Wi-Fi knneHtam B3anmoaemncteoBaTb

C NOAKNIOYEHHBIMU K NopTam LAN poyTepa UM K OCHOBHOW CETU
ycTponcTBamu Yyepes Pingu T. 4.
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naBa 5 MynbTn-SSID

4. Haxxmnte CoxpaHuTb, YTO6bl MUBMEHEHMS BCTYMNWAN B CUTY — TENEPL Y rOCTEN
OyaeT AOCTYN K BalLen rocTEBOWN CETH.

@ CoBet

[na npocmMoTpa nHbopmMaLumm 0 rocTEBON CETU NepenanTe B pa3aen [JononHnTeNbHble HaCTPONKK > COCTOAHNE 1
HaramTe naHenb Multi-SSID.
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[(naBa 6

PoaouTenbCKUm KOHTPOb

3Ta PyHKUMA NO3BONAAET 6/IOKMPOBaTb HEMPUCTOWMHbLIE N BPEAOHOCHbIE CanThl,
a TakXXe orpaHnyYnBaTb BpeEMS AOCTYMNa B UHTEPHET.

N MpumeydaHwue: ycTpoicTBa, AO06ABNEHHbBIE B POANUTENbCKUI KOHTPO/Ib, HE UMEIOT AOCTYN
Ha Be6-MHTepderic HacTpoek poyTepa.



[naBa 6

PoantenbcKkmin KOHTPOb

Xouy

Kak aTo
caenaTtb?

3anpeTuTb AOCTYN K HEKOTOPbIM CailTaM ANna AeTent U Apyrnx
Nnonb30BaTesiell CeTH, a TakKKe OrpaHuYuTb BpemMs AocTyna
B UHTEPHET.

Hanpumep, Hy»HO, 4TO6bLI No 6yaHam ¢ 18:00 gno 22:00
Ha yCTpPOMCTBax MOMX AeTeN (HanpumMep, Ha KOMMNbKTEPE UK
naaHweTe) 6b1  AOCTYNn TONbKO K canTam  tp-link.com
n wikipedia.org.

1. Mepengnte Ha 192.168.0.1 n BONANTE, NCMONBL3YA
CO3/1aHHbI BaMMX NapoJib poyTepa.

2. lepengute B pasaen JonosHUTENBHBIE HACTPOWKN >
PoanTensCKuii KOHTPO/Ib U BKAKOYNTE POANTENbCKIUN
KOHTPO/Ib.

PoguTtensckui KOHTPONE

PoaMTenbCEMit EOHTPONG:

3. Haxxmnte [JobaBnTb. 3aTeEM HaxXmuTe [TpocmoTp
CYLLECTBYHOLLMX YCTPOUCTB U BbIOEPUTE HYXKHbIE
NOAK/OYEHHbIE YCTPOKMCTBA. JInb60 Bpy4YHYyto BBEANTE VM5
YCTPOWCTBa U

KoHTponupyemMele ycTpoicTea

Pacnucanue GasupyeTcA Ha BPEMEHM, HBCTPOBHHOM Ha MApLUIPYTH3aTope. BPeMA MOMHO HACTPOUTE Ha CTPaHMUE
"[ONONHHTENEHEIE HACTPOMKA > CHCTEMHEIE MHCTPYMEHTS! = HACTPOKE EpEMERI”

O OGHOBMUTE 0 NobasuTs ° Yoanums

EpemA

pasoTL! Onucaxne Coctoaune | MamesuTs

O D WmA yeTponcTea MAC-anpec

lMA yeTpoicTsa:
MAC-agpec:
Bpema padoTl

OnucaHwe:

4. HaxkmMnTe MKOHKY ), yTObbI cOo3aaTb Bpemsa paboThl.
MepeTawmTe KypCcop Ha HY>XHble A4erikn n Haxkmute OK.
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[naBa 6

PoanTenbCcKunin KOHTPOIb

[}
Bc. MA. BT Cp. ur nr Co
0:00
1:00
2:00
300
4:00
5:00
6:00
700
8:00
9:00
10:00
11:00
12:00
1300
14:00
15:00
16:00
1700
18:00
19:00
20:00
21:00
o I I R R
- ______
.BpeMﬂ paboTul
[ o ]
5. Beeaute OnucaHuve ana npaBuia, OTMETbTE OKOLLKO
BrnounTb n Haxkmute OK.
6. Bkntoumte OrpaHunyveHmne rno HasBaHUIo carita U BolbepuTe
benbin cnucok.
BnokvpoBka no cogep:xumony seb-caiTos
OrpaHquHMe N0 HA3IBaHWID canTa: o
OrpaHideHne () YepHell CNMCOK (8 Eenslit ciucox
0 NobasnTs HOBOE CNOED
CoXpaHUTh
@ CoBeTbl
* YE&pHbIN CNNCOK pa3peLlaeT AOCTYMN KO BCEM CaliTaM, KPOME YKa3aHHbIX.
* Benbii cnncok paspeLuaeT 4OCTYN TO/IbKO K yKa3aHHbIM CanTaM.
7. Haxxmnte [JobaBnTh HOBOE COBO M BBeagnUTe tp-link.com
nwikipedia.org n HaxxmmuTe CoxpanHnTeb.
BrnokupoBka no cogep:umMomy seb-caiTos
Ol'paHl'NeHMe M0 HA3BAHWID cainTa: ()
OrpaHudeHie (O YEpHelll ciucor (@) Genwid cnvcok
0 [oGasuTs HOBOE CNOBD
tp-link.com (] wikipedia.org @
CoxpaHWTb
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[haBa 6 PoantenbcKkmin KOHTPOb

8. B YE€pHbIl nm 6enbii CNMCOK MOXXHO A06aBUTb

00 32 kn4eBbIX CN0B. Npumep:

* Benbii cnnucok: BBEAUTE aapec carta (Hanpumep, wikipedia.org),
4TO6bI 4OCTYN 6bI1 TOSIbKO K HEMY. EC/IM HY>XHO 3a6/10KMpoBaTb
[OCTYN KO BCEM calTaM, He 406aBnanTe B 6€/1bl CMMCOK HUKaKNX
canTos.

e YEpHbLIA CNMCOK: BBEAUTE agpec canTta (Hanpumep, wikipedia.org),
K/to4eBoe ¢s10BO (Hanpumep, «wikipediay) nnm pomeHHoe nmsa
(Hanpumep, .edu nnm .org), YTo6bI 3a6/I0KMPOBATL AOCTYN TOJIBKO
K COOTBETCTBYIOLUMM CalTaM.

FoTtoso! TeI'IeE)b Bbl MOXXeTe KOHTPO/IMPOBATb MHTEPHET-A0CTYN CBOUX
heten.
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[nhaBa 7

3awumTa cetum

B paHHOM rnaBe paccKkasblBaeTCA O TOM, KakK 3alWuTUTb [AOMAaLUHIOW CeTb
OT HEeCaHKUMOHMPOBAHHbLIX MOJIb30BaTeNlen C MOMOLLLID CUCTEMbI 6€30MacHOCTU
poyTtepa. Bbl MoOxeTe 3abnokumpoBatb goctyn K Wi-Fi ceTm ans KOHKPETHbIX
KJIMEHTCKNX YCTPOMUCTB C nomowbto éunbtpaumm no MAC-agpecy wan ¢ NOMOLLbHO
KOHTPO/IA AOCTYMa, a Takxke 3awntmntbca oT ARP-cnydunHra n ARP-aTak ¢ NoOMOLLbO
npuesasku IP- n MAC-agpecos.

* MexkceTeBoW aKpaH 1 3awmTta ot DoS-aTak

* QunbTpauus cepBncoB

* KoHTpO/Ib gocTYyna

* [MpuBaska IP- n MAC-agpecos



masa 7 3awmTa cetun

7.1. MexxceTeBoM aKpaH n 3awmnTta oT DoS-aTak

MexxceTeBoW akpaH SPI 1 3awmTta oT DoS-aTak 3awwmiatoT poyTep oT KnéepaTak.

Me>xxceTeBon akpaH SPI npegoTBpalwaeT kKnbepaTaku 1 NPOBEPSET BECb NPOXOAALLMI
yepes poyTep TpaduK C TMOMOLWbBK MPOTOKOMa. 3JTa O YHKUMA BKIOYEHA
No yMOYaHWI0, PEKOMEHAYETCA HE UBMEHSATb HAaCTPOWMKM MO YMOJTHAHUIO.

MexceTeBon 3KkpaH

MexceTesol 3kpad SPI IPv4:

MexceTesoi 3kpad SPI IPvE:

3awmTa ot DoS-aTak NOMOXKET 3aLUTUTb AOMALLHIO CETb OT YPE3MEPHOro Ynca
3aMnpoCcoB, HanpPaB/ieHHbIX Ha I0BEileHe CUCTEMbI A0 OTKa3a.

1. TMepengnte Ha 192.168.0.1 n BongnTe, NCNONb3YA CO34aHHbIA BaMuK
naponb 4ns poyTtepa.

2. [llepengute B pa3gen LononHuTebHble HAacTponKM > 3awuTa >
Me>xceTeBor aKpaH 1 3awmTta oT DoS-aTak.

3awmTta ot DoS-atak

BrrsounTs 3awuTy oT DoS-arak:

PuneTpaumnA ot arak ICMP-FLOOD: Bbikn.
PuneTpaumuA ot arax UDP-FLOOD: Bk,
DuneTpaumA ot arak TCP-FLOOD: BhiKn.

N Npumeyanms:
e 3awwmTta ot DoS-atak n Ctatncturka Tpaduka O/MKHbI paboTaTb OAHOBPEMEHHO,
[O/151 BKIIOYEHMA CTaTUCTUKK TpadumKa nepengute B pasaen JononHuTebHble HAaCTPOMKK > CUCTEMHbIE
WHCTPYMEHTbI > CTaTUCTUKa TpaduKa.
o BknoyeHne pyHkumm Ctatnctuka Tpadrka MOXKET CYLLECTBEHHO CHU3WUTb NPOU3BOANTENIbHOCTb
M NPOMYCKHYK CMOCOBHOCTb YCTPOMCTBA.

3. Bknrouute 3awmty ot DoS-aTak.

4. YcTaHoBUTE ypOBEHb 3awwmTbl (H13kunin, CpeaHuii nam Beicoknii) pna napameTpoBs
MNopor naketoB ICMP-Flood, lNMopor naketos UDP-Flood v lMNopor nakeToB
TCP-SYN-Flood.

* [lopor naketoB ICMP-Flood — BktounTte ans 3awutbl oT ICMP-dnyaa.
* [lopor naketosB UDP-Flood — BktouunTe ana sawmntbel ot UDP-dnyaa.

* [lopor naketo TCP-SYN-Flood — BkatounTe ans 3awmtbl oT SYN-dnyaa.

5. Haxmunte CoxpaHuTb, YTOObI UBMEHEHWSA BCTYNUAN B CUAY. 25



[naea 7 3awmTa cetun

@ CoBeTbl

1. YpoBeHb 3aLUMTbl OCHOBAH Ha KOIMYECTBE NakeToB Tpaduka. VX Yncio MOXHO ykasaTb B pasaesne
HacTpoiika ypoBHa 3awmTbl oT DoS-aTak.

HacTpoiika ypoeHa 3awmTel oT DoS-atak

Mopor naketos ICMP-Flood HW3KWA ypoBEHS: 3600 (5-3600) MNakeTos/cek.
CpenHWi ypoBeHs: 2400 (5-3600) MNakeTos/cek.
BRICOKMIA YDOEEHS: 1200 (5-3600) NakeTos/cek.
Mopor naketos UDP-Flood HW3aKkMiA ypoBeHs: 3600 (5-3600) MNakreToB/CEE.
CpeHMi ypoBeHs: 2400 (5-3600) NakeTos/cek.
BEICORMI YDOEEHS: 1200 (5-3600) NMakeTos/cek.
Mopor naketos TCP-SYN-Flood Huakmil yposeHs: 3600  (5-3600) Naketos/cex.
CpenHWi ypoBeHs: 2400 (5-3600) MNakeTos/cek.
BrICOKMIA YDOBEEHS: 1200 (5-3600) NakeTos/cek.
CoXpaHuTb

2. [pu NpeBbILLEHNM YCTaHOB/IEHHOI O MOPOroBOro 3Ha4eHUsi MTHOBEHHO CpaboTaeT 3almTa, U Y3e1-UCTOYHNK
6yaeT 3aHecéH B CnNncok 3ab/10KMPOBaHHbIX Y3/10B-UCTOYHMKOB DoS-aTak.

Cnucok 33abNoKMpoBaHHEIX Y3N0B-UcTodHWKOB DoS-arak

Homep yana:Q C_') OTHOBKTE e YOanWTs

O
=]

|P-agpec MAC-agpec

7.2. DunbTpaumsa cepBmucoB

JT1a PYHKUMA NO3BOIAET 3aNpPeTUTb AOCTYMN KOHKPETHbIX nosib3oBaTenen
K YKa3aHHbIM CEpPBUCaM, a TO 1 BOBCE NOJIHOCTbIO 3ab0/I0KMPOBaTb AOCTYMN B UHTEPHET.

1. TepenanTte Ha 192.168.0.1 n BOMAMTE, NICNOSIb3YS CO3A4aHHbIA BaMU Naposib Ans
poyTtepa.

2. [lepengute B pasgen LononHuTesibHble HacTporkn > 3awmTa > OuabTpaums
CEPBUCOB.

3. Bkounte pyHKUMIO PrnbTpaLma CEPBUCOB,

DOUNLTPaLMA CEPBUCOB

CWNLTPALMA CEPBUCOB: ()

4. Haxkmute [lobaBnTh. 26



nasa 7

3awmTa cetn

Cnucok dounsTpaymm

O ID Twn cepenca

Mopt

=1}

Oo

|P-agpec COCTORHME

0BHTE NofaenTs e YnanuTe

HMameHHTE

Twun cepenca:
MpoTokon:
HauankHeld nopt:
KoHeYHsIi nopT

TWN cepenca:

DUNETPALMA CEPENCOB ANA

Any({ALL)
TCP/UDP
1

65535
Any(ALL)

OpoHoro |P-appeca

Owanaszoxa IP-anpecos

5. Bbl6epVITe Tun cepBuc U3 OAQHOMMEHHOIO BbiNadatoLLEero cnncka — YeTblpe NnoaAa
noa 3TuM NYHKTOM 3anoJ/IHATCA aBTOMaTUYECKN. Bb|6ep|/|Te N3 CMNUCKa BapnaHT
HacTtpouTs, ecnm HY>XHOro Tuna cepBncCa HET B CNNCKe, 3aTeEM BBeANTeE BCHO

NHPOPMaLIMIO BPYYHY!O.

6. Ykaxute IP-agpeca, K KOTOpbIM 6yAeT NPUMEHATLCA MPaBuao GUabTPaLnn.

7. Haxmute OK, 4TO6bI USMEHEHUA BCTYNUAN B CUNY.

A MpvmMeyaHue: eCN HY>XKHO OTK/IOYNUTL NPABUIIO, HAXKMUTE

7.3. KoOHTpoOAnb goctyna

KoHTpo/b AOCTYyMa No3BOMAET 3anNpeTnTb AOCTYN K ceTu (no kabento n no Wi-Fi) ans
KOHKPETHbIX KNIMEHTCKUX YCTPOMUCTB C MOMOLLLIO YEPHOIO UM 6e/10ro cnmncka.

Xouy PaspelwmTtb nnn 3anpetntb 4OCTYN K CETU ANA onNpeaenéHHbIX
YCTPOWCTB.

Kak aT1o 1. MNepengnte Ha 192.168.0.1 n BONANTE, NCNONB3YA

caoenaTtb? napo/ib, CO3aHHbIV Bamu s poyTepa.

2. lNepenauTe B pasaen LononHUTeAbHbIE HACTPOWKN >
3awmTa > KoHTposib gocTyna mn Bkatoumte KoHTpOo/Ib
aocTyna.

KoHTpons gocTyna

KoHTpons gocTyna:

27



masa 7 3awmTa cetun

3. CospaliTe cnMcokK 3anpeLléHHbix (pekomeHayeTcs) nnum
paspeLléHHbIX YCTPOWCTB.

Cnuncok 3anpeLwéHHbIX YCTPONCTB

1) Boibepute HYEpPHLI CNUCOK N HaXkKMuTe CoxpaHnTb.

Pexuam foctyna

PexiM 00CTYNa N0 YMOMTUaHH:

Benslil cnucok

2 ) BblbepuTe yCcTporcTBa 411 6JJOKMPOBKUM B Tabmue
YcTponcTea oHnanH (v Haxkmute JobasuTh B pasgene
YCcTponcTBa B YEPHOM CMUCKE U BPYYHYHO BBEaUTE VM
ycTponcTtea n MAC-agpec).

3 ) Haxkmute 3a6n0kmMpoBaTh Hag Tabnuuen YctporncTea
OHJ1aliH, NOCNe 4Yero BolbpaHHbIe YCTPOMUCTBa 6yayT
Ao6aBneHbl B Tabauuy YCTporicTea B YHEPHOM CrMCKE.

YcTpOWACTBa B YEPHOM CMUCKE
@ vaanuts
D mA ycTpoiicTea MAC-agpec HzmeHnTe

1 iPhone C8:60:00:DE:C3:55

YcTpoicTBa oHNalH

D MmA ycTpoiacTsa IP-anpec MAC-anpec TN NOAKMHUEHUA

1) Beibepute EBesbivi cnncok n HaxkMmnTe CoxpaHuTh.

Pexam gocTyna

PesiM OCTyna no yMom4aHnH: YEPHLIA CIMCOK

2) Haxxmute [Jo6aBnTh B pasgene YcTponcTea B 6€/10M CrnCKe.
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YcTpoicTea B Genom crnucke
0 NobasnTs OY,'J,anmh

() D MmA ycTponcTsa MAC-agpec MameHnTs

VMR ycTpoicTea

MAC-agpec:

3) BBeante Vivia yctponctea n MAC-agpec (ecam Hy>kHoe
YCTPOWCTBO NOAK/IOYEHO K CETU, MOXHO CKOMMPOBAaTb
M BCTaBUTb AaHHble 13 TabanLpbl YCTPOCTBa OHAaMH).

4) Ha>xmute OK.

FotoBo! Tenepb BbIbpaHHLIM YCTPOWUCTBaM ByAeT pa3peLuéH
(wnun 3anpeLwén) gocTyn K cety no kabento n no Wi-Fi.

7.4. Npueaska IP- u MAC-agpecos

Mpuesska IP- 1 MAC-agpecoB (npuBsaska ARP) HyxHa gna npuBasku IP-agpeca
ceTeBoro ycrtponctea K ero MAC-agpecy, MoO3BOAAKOWEN NPeaoTBpaTUTb
ARP-cnyduHr wn npoune ARP-aTakm nyTéM 6G/IOKMPOBKM [OOCTyNna K CeTu
ana ycTtponctea ¢ HemsBecTHbiIM MAC-agpecowm, IP-agpec koToporo cosnagaet
C TaKOBbIM B CMNCKE NPUBA3KM.

A xouy 3awmtntbcs oT ARP-cnydumHra n ARP-aTak.
Kak ato 1. Mepengnte Ha 192.168.0.1 n BONgNTE, NCNONbL3YA
chenaTtb? CO3/1aHHbI BaMK Napo/ib A/151 poyTepa.

2. lNepengute B pasagen LononHUTEeNbHBIE HACTPOMKN >
3awmTa > Npueaska IP- 1 MAC-agpecoB 1 BKAKYNTE
Mpwueasky IP- n MAC-aagpecos.
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MapameTpel
MpueAzka IP- u MAC-aapecos
Tabnuua npuBAsKK
@ voanums
D MAC-anpec IP-anpec COCTORHKE BENHOUUTE KIZMEHWTE
Tabnuua ARP
[IM] WMA yCTpoKcTEa MAC-agpec IP-agpec Ceraate HameHuTE
DESKTOP-DOG C&.60:00:DE.C3:54 192.168.0.100 Brirpy:xeHo
3. MpuBAXKNTE HY>KHbIE YCTPONCTBA.
MpuBA3Ka NOAKNHOYEHHBIX YCTPONCTB
1) BoibepuTe yCTponCcTBa Ansa NpuBA3kn n3 Tabvubl ARP.
2) Haxxmute Cea3aTk, 4TO6bI 406aBUTb YCTPOMWCTBO
B Tabnuuy npmnBA3KN.
MpuBA3Ka HENOAKMOYEHHbIX YCTPOUCTB
1) Haxkmute [lobaBuThb.
Tabnuua NpuBAsku
[003aBKT OY,JanMTh
O D MAC-anpec |P-agpec CocToRHWE BENHUUTE MzmeHnTE
MAC-agpec:
|P-agpec
2) Beeante MAC-aapec n IP-agpec, KOTopble Haao
npuBsa3aTh.
3) OTMeTbTE OKOLLKO BK/1H04UMTE, YTO6bI aKTUBMPOBATb
npaBsuno, n Haxxmmnte OK.
lotoBo! Tenepb MOXeTe He nepexuneaTtb 06 ARP-cnyduHre

n 06 ARP-aTakax.
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Nepeagpecauua NAT

lMpeobpasoBaHne ceteBblx agpecoB (NAT) no3BonaAeT ycTpomMcTBaM B JIOKasIbHOM
CeTn UCnosb3oBaTb OA4MH Ny6ANYHbIN IP-agpec Ans KOMMyHUKaUMmM C yCTPOMCTBaMM
B WHTEpHETe — 3TO MNO3BOJIAET 3alUUTUTb JIOKaJIbHYKD CeTb 3a CYET CKpbITUSA
IP-agpecoB ycTponcTs. OgHaKo, 3TO TakXke cO34aéT npobaemMy, MOTOMY YTO BHELUHUI
y3eql He MOXeT noadepXuBatb CBA3b C  KOHKPETHbIM  YCTPOWCTBOM
B JIOKasIbHOM ceTu. Npo6poc NO3BONAET PELLNTL 3Ty Npobaemy.

PoyTtepbl TP-Link nogaep>uBatoT 4eTbipe npaswia npobpoca. Ecnan ncnonbsyertcsa
6o/blle [ABYX nNpaBw/, NPUOPUTET pPacCTaBNAETCA OT BbICWEro K HU3LWEMY
cnepywowmmM ob6pa3oM: BUpTyasibHble cepBepbl, Npobpoc noptos, UPNP, DMZ.

* TpaHcnauma agpecoB 1 NOPTOB ¢ NomMoLbo ALG

* IHTEpPHET-A0CTYN K JIOKa/IbHbIM PeCypCcaM C NOMOLLBIO0 BUPTYasibHbIX CEPBEPOB
* [InHaMnyecKoe OTKPbITUE MOPTOB C MOMOLLbIO 3aryCcKa nopToB

* CHATME OrpaHMYeHN NOPTOB C MPUIOXKEHUIM C NoMOoLLbo DMZ

* Nrpbl Xbox 6e3 3ageprkek 6narogapa UPnP
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8.1. TpaHcnauua agpecoB 1 NOPTOB € nomMoLubio ALG

Wno3 npuknagHoro ypoBHA (ALG) nossonsetr wucnonb3oBatb  PpUAbTPbI
npeobpasoBaHuA cetesblx agpecoB (NAT) gns TpaHCAsauMM agpecoB M NOPTOB AN
onpefenéHHbix npotokonos: FTP, TFTP u 1. 4. ®yHkumo ALG He pekomeHayeTcs
OTKtOYaTb.

Mepenaute Ha 192.168.0.1 U BONAUTE, UCMNOJIb3YA CO3LaHHbLIVM BaMu Naposib A
poyTepa. lNepenagute B pasgen [JononHutensHele HacTporikn > Mepeagpecauma NAT
> ALG.

LNz npuknagHore ypoeHa (ALG)

Mponyck Tpadwka PPPOE:
Mponyck Tpadvka PPTP.
Mponyck Tpadwea L2TF:
Mponyck Tpadwea IPSec:
FTPALG

TFTP ALG:

H323 ALG

RTSP ALG

SIPALG:

* [ponyck Tpaduka PPPOE: no3BONAET XOCTaM JIOKasIbHOM CETU CaMOCTOATESIbHO
ycTaHaBnmBaTb PPPOE-coeamHeHme ¢ BHELLHNMM CEPBEPOM HYepes poyTep.

* [Mponyck Tpaduka PPTP: TYyHHEeNbHbIA MPOTOKOJ TMNa TOYKa-To4Ka.
* [ponyck Tpaduka L2TP: npoToKoN TYHHENNPOBaHUA BTOPOrO YPOBHS.

* [ponyck Tpaduka IPSec: Habop NPOTOKONOB ANA 06ecneYeHNn 3anTbl AaHHbIX,
nepenaBaemMbIX N0 MeXCceTeBOMY NpoTokony IP.

e FTP ALG: no3BonseT kineHTam 1 cepsepamM FTP nepenasaTb AaHHble Yepe3 NAT.
* TFTP ALG: no3BonseT knneHTam u cepsepam TFTP nepenaBaTh AaHHble Yepes NAT.

* H323 ALG: nossonseT knneHTamt Microsoft NetMeeting B3anmogenctesoBaTtb
yepes NAT.

* RTSP Al ALG: no3BONIAET KNMEHTaM-Meamanieepam B3aMMOAENCTBOBATb
CO CTPUMUHIOBbIMU MeaunacepBepamm Yepes NAT.

* SIP ALG: no3BonseT K1neHTamMm B3aMMoaencTBoBaTh ¢ cepBepamm SIP yepes NAT.
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8.2. UHTepHeT-A0CTYN K 1IOKa/IbHbIM pecypcam
C NOMOLLbIO BUPTYasibHbIX CEpPBEPOB

BupTyanbHble cepBepbl MO3BOMAT MNOAENMTBCA MO  MHTEPHETY CO34aHHbIM
B JIOKaNbHOW ceTn cepBepoM. [lpy 3TOM BUpTyanbHble CeEpBEPblI TakKe
o6ecneyMBaloT 3aLlMTY SIOKasIbHOW CETW, CKPbIBasi OT MHTEPHEeTa OCTaslbHble AaHHbIE.

BupTyanbHble cepBepbl MOXXHO MCMNOAb30BaTb AN CO3[4aHUA B JIOKasIbHOW CETU
ny6an4yHbIx cepsucos, Hanpumep, HTTP, FTP, DNS, POP3/SMTP un Telnet. ¥ kaxaoro
cepsuca ceor nopT: y HTTP — nopt 80,y FTP — 21, y SMTP — 25, y POP3 — 110.
[Mepen HacTpPOWKOM yoeauTech, YTO UCMO/Ib3YETCSA BEPHbLIM HOMEpP NopTa.

Xouvy MogenutbCa C  Opy3bAMM MO WHTEPHETY CO34aHHbIM
B JIOKa/IbHOW CETWN NePCOHasIbHbIM CanTOM.

Cant cospaH Ha pomalHeM komnbioTepe (192.168.0.100),
KOTOpbIN  NOoAKM4EH K poyTtepy  (IP-agpec  WAN:
218.18.232.154).

MNepcoHanbHbIi cant PoyTtep

NHTEPHET

JlokanbHas ceTb WAN: 218.18.232.154

Jom
Kak aT1o 1. TpucBonTe KOMNBLIOTEPY CTaTudeckun IP-agpec (Hanpumep,
caenartb? 192.168.0.100).

2. MNepengnte Ha 192.168.0.1 1 BONANTE, UCNONB3YSA
CO3aHHbI BaMn Napob Ansa poyTtepa.

3. [lepenanTte B pasaen LonosiHUTeIbHbIE HACTPOMKY >
Mepeagpecauma NAT > BupTyanbHble CepBepbI.

4. Haxmute [JobaBuTb. Haxkmute [NpocMoTp NpuioXeHuni
n Bblbepute HTTP. Mona BHelwHWA nopT, BHYTPEHHWI nopT
n lNpoToKos1 3an0NHATCA aBTOMaTudeckn. Beeaute IP-agpec
KoMnbtoTepa (192.168.0.100) B none BHyTpeHHnn IP-agpec.

5. Haxmute OK, 4TO6bI USMEHEHUA BCTYNUAN B CUATY.
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FoToBo!

BupTyaneHele cepeepbl

o [obaenTs ° YaanuTe

D Tun BHeLUHuil nopT BHYTpEHHWA [P- BHYTPEHHMIH

cepenca agpec nopt

Mpotokon | CocToAHWe | MaMeHuTs

MpunedaHne: BUPTYaNsHLIN cepeep MoMeT BeITe HACTPOSH TONLKO Ha SOCTYNHOM MHTEpelice. ECNM BHELLHWA
NopT KCMONL3YETCA ANA YOANEHHOTo YNpasEneHns mnn CWMP, BMpTyankeHelil cepeep He 2apadoTaet.

MMA wHTepdelica: ipoe_0_0_d v

VIMA cepemca: HTTP MpoCMOTP NPUNOKEHHA
BHELUHWIA NopT: 80 (KX mnn XX

BHyTpexHui IP-agpec: 192 . 168 . 0 . 100

BHYTDEHHWI NopT: 80 (XX unw He 3anonHexo, 1-65535)
MpoTokon: TCP v

®
o]
]

=1
I

;

:

]

Cones T o]

@ CoBeTbl

[na nocewlenus canta Hago 6yaet BeecTtu http:// + IP-agpec

Ecnu He 3HaeTe, kakoM MOPT M NPOTOKOJ1 UICMNOJIb30BaTb, OCTaBbTe MO YMOJTHaHUIO

3HayeHusa noner BHyTpeHHW nopT u NpoToko.

Ecnv Hy>XHOro cepBuca HeT B cnvcke Tun cepsuca, BBeAUTE Hy)XKHble NapameTpbl

BPYYHYH0. YTOYHUTE HOMEP NopTa, MCMOJIb3yEMOro A1 3TOro cepBuca.

Ecnn Hy>KHO MCNONb30BaTh HECKOJIbKO CEPBUCOB, MOXHO A006aBUTb HECKO/IbKO
npaBua BUPTYasbHbIX CEPBEPOB. [1pn 3TOM 3Ha4YeHns B nose BHeLHWA nopT

He AOJKHbI MOBTOPATLCA.

WAN (B gaHHOM cnyyvae: http://218.18.232.154).
@ CoBeTbl

IP-agpec WAN pgomkeH 6biTb Ny6an4HbIM. Ecn IP-agpec anHamunyeckuii n oH
NPUCBOEH UHTEPHET-NPOBaAEPOM, PEKOMEHYEeTCs CO34aTb JOMEHHOE UMS,

PYKOBOACTBYACH pasfenioM HacTpoiika y4ETHO 3anmcu AMHaMmnyYeckoro cepuca

DNS — Torpa ans nocelleHuns canTa no UHTEPHETY MOXHO 6yAeT BBECTM agpec
http:// + JomeHHOE nms.

Ecnu 3HaveHue BHelwHero nopTa No YMO4aHUKO N3MEHANIOCb, TO A1 NoceLleHnA

caviTa Hy»HO BBecTu http:// + IP-agpec WAN: + BHelwHui nopT naum http:// +
JlomeHHOoe nms: + BHeLHWA nopT.

8.3. lInHaMnyeckoe OTKpPbITUE MOPTOB C MOMOLLbIO
3anyckKa nopTos

3anyck nopToB MO3BOJISET yKasaTb MOPT 3arnycka M COOTBETCTBYHOLUME BHELUHWE
nopTbl. Koraa y3sen B flokasibHOW CETU HauMHaEeT NOAK/IHYEHME K MOPTY 3arnycka, Bce
BHELUHMe nopTbl 6yayT OTKPbIBATbCSA A1 MOC/eayloWmMx NoakldeHnii. Poytep
MOXeT 3anucbiBaTb |IP-agpec y3na. Korga AaHHble M3 MHTEpPHETA BO3BpaLLatoTCs
Ha BHELWHVEe MOopTbl, POyTep MOXET MepecbinaTb MX Ha COOTBETCTBYHOLUMIA Y3esl.

3anycK NopToB 06bIYHO NCMOIb3YETCA ANA OHNanH-urp, VolP-cBaAsn n . 4.

YKasaHuA No HaCTPOKKeE NpaBu 3anycka NopToB:

1. Mepengnte Ha 192.168.0.1 1 BOMANTE, NICNONL3YA CO34aHHbIA BaMW Napob AN

poyTepa.
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2. MepenanTte B pasgen JononHutesibHble HacTpouky > [Nepeagpecaumsa NAT > Port
Triggering v HaxkmuTe Job6aBnTh.

3. HaxxmuTte [pocMoTp NpusioxeHuii U BolbepuTe Hy>XHOoe npunioxeHue. Nona Tpurrep
nopT, BHewHu nopT 1 MNpoToKo1 3anONHATCA aBToMaThyecKku. B kadecTse
npuMepa HMxXe paccMoTpeHo npunoxeHme MSN Gaming Zone.

4. Haxkmute OK,
Port Triggering C

0 Lo0aenTs e YOanuTe

Tpurrep o BHEeLWHMA
O 1D MpunoxeH1e Tpurrep nopT npoToKOn BHewHWi# nopT npoTOKON CocTofsHue | MameHuts
MIMA wHTepdeica: ipoe_0_0_d hd
MpUnoxeHme: MSN Gaming Zone MpoCMOTP NPUNOXEHHA
Tpurrep nopt 47624 (¥X)

TpUrrep NpoToKon:
EHeLlHmit nopt:

BHELUHKIA NpoTokon:

BCE

2300-2400,28800-29000

BCE

(3 mmm X200 e 200000

Conen | o

@ CoBeTbl

* MO>KHO f06aBUTb HECKOJIbKO NPaBwW/1 3arnycKa NopToB.

e 3HayeHuns NOPTOB 3arnycKa He A0/HKHbI MOBTOPATLCS.

e EC/IM HY>KHOIO MPUIOXKEHUA HET B CMIUCKE MNOC/1E HaXKaTuA KHOMKK [TpOCMOTP NPUIOXKEHWI, BBEAUTE
rnapameTpbl BPYYHYH0. Y3HaNTE, Kakme BHELUHNE NMOPThbl UCMOJIb3YET NPUIOXKEHWE, U BBEAUTE UX B MOJ1e
BHeLHW NopT B HY>KHOM dopmMaTe.

8.4. CHATUE orpaHM4yeHuUn NOPTOB C NPUNOXKEHUN
c nomoubio DMZ

Korga BkntoveHa oéyHkuma DMZ, KOMMblOTEP CTaHOBUTCA YA3BUMMbIM K Yrpo3am
N3 WHTEpHETa, U MeXAy BHYTPEHHVMMW U BHELHWMU y3/1amMu MOXKET COo34aBaTbCs
HeorpaHuyeHHasa rno O6LEMY OBYCTOPOHHASA KOMMYHMKauma. Ysen DMZ ctaHoBUTCA
BMPTYyasIbHbIM CEPBEPOM, Ha KOTOPOM OTKPbITbl BCe NopTbl. PyHumA DMZ npurogmtca
TeM, KTO He 3HaeT, Kakue nopTbl OTKPbIBaTb /I KOHKPETHbIX MPUIOXEHUN
W YCTPOWUCTB, HanpuMmep, ona IP-kamepebl.

Il'lpmmeanMe

Korpa Bkaw4veHa ¢yHKkumAa DMZ, k y3ny DMZ nonHOCTbIO OTKPbLIT AOCTYN U3 MHTEPHETa, YTO MOXEeT co34aTb
noTeHuManbHyt0 yrpody 6e3omacHOCTM, MO3TOMYy OTKIovanTe DMZ, Kak TO/MbKO 3Ta yHKUMA nepecTtana 6biTb
HY>KHOM.
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Xouy YTO6bI B KOMMbIOTEPHOW OHMANH-UIPE He Obl1I0 OrpaHUYeHNi
Ha nopTbl. Hanpumep, n3-3a onpeaenéHHbIX OrpaHUYeHun
NOPTOB BO BPEMS Urpbl OHAAMH B Urpy MoJayyvyaeTcs BOWTH,
HO He MoJly4yaeTca BCTYNMUTb B OAHY KOMaHAZy C ApYrumu
urpokamu. HasHadyeHve KoMnbloTEpPa B KayecTBe y3na DMZ co
BCEMW OTKPbITbIMX MOPTaMU MOMOXET PELLNTb 3Ty Npobaemy.

Kak ato 1. MNpuceonTe KOMNbIOTEPY CTaTU4eckmi IP-agpec (Hanpumep,
caenaTtb? 192.168.0.100).

2. lepengute Ha 192.168.0.1, n BONANTE, NCNOb3YA
CO34aHHbIN BaMK Naposib 418 poyTepa.

3. [llepenanTte B pasaen LonosiHUTEIbHbIE HACTPOMKY >
[Mepeagpecauma NAT > DMZ n oTMeTbTE OKOLLKO BKIHOYNTL
DMZ.

4. Beegute Bnone IP-agpec y3na DMZ 192.168.0.100.

DMZ

DMZ:

IP-anpec yzna DMZ: 192 168 0] 100

5. Haxxmute CoxpaHuTe.

HacTpovika 3aBeplieHa. Tenepb KOMMbOTEP paboTaeT
B KayecTBe y3s1a DMZ, v Bbl CMOXETe urpaTb OH/IalNH BMECTE
C APYrMMU UrpOKaMMU.

NoToBo!

8.5. Urpbl Xbox 6e3 3agepxek 6narogapa UPnP

Mpotokon UPNP (Universal Plug and Play) nosBonsetr NpUIOXKEHUAM WK
YCTPONCTBaM-y3/1aM aBTOMaTUYECKM HaxoauUTb KAMeHTcKoe YycTponctBo NAT
M OTNPaB/IATb Ha HEro 3arnpochbl Ha OTKPbLITUE COOTBETCTBYOWMX NOPTOB. bnaroaaps
UPNP npunoXeHns n yCTPOMCTBa-y3/bl B SIOKANIbHOW CETU U B UHTEPHETE MOryT
CBO6OAHO B3auMMoOAencTBOBaTb [Apyr C [pyroM, co3fgaBas TakuMm 06pa3om
6ecwoBHy0 ceTb. UPNP MOXeT noHagobuTbCsa A1 MHOronoab30BaTeNIbCKUX Urp,
noakntoveHnn P2P, obLieHus B peasibHOM BpeMeHun (Hanpumep, IP-tenedonHus) n T. a.
@ CoBeTbl

* OyHkuma UPNP BKOYEHa NO YMOHaHMIO.

e [1na paboTbl 3TOM GYHKUMN KNIMEHTCKOE YCTPOMCTBO TakXKe LO/HKHO noaaep kmeatb NpoTokon UPnP.

e OyHkums UPnP gomkHa noaaep>kmBaTbCsl onepaumoHHON CUCTEMOM KOMMboTepa. Ha HEKOTOpPbIX
OonepaunoHHbIX CUCTEMAX MOXET NoTpeboBaTbCA yCTaHOBKa KOMMOHeHTOB UPNP.
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Mpn nogknoveHnn MrpoBon npuctaBkn Xbox K poytepy, UPnP oTtnpasuTt Ha poyTep
3anpocC Ha OTKPbITUE COOTBETCTBYKOLLMX MOPTOB A/1A Nepefavn AaHHbIX, 4YTObbI
B Urpax He 66110 HY Manenwmnx 3agepxxek.

LAN WAN
NHTEPHET

Xbox PoyTtep

Mpn HeobxoanmocTn coctosHne UPNP MOXXHO U3MEHUTD.

1.Mepengute Ha 192.168.0.1 n BOMANTE, MICNOSb3YS CO34aHHbIM BaMK Naposib Ans
poyTepa.

2. MepenanTte B pasgen JononHutesibHble HacTpouky > [Nepeagpecaumsa NAT > UPnP,
YTOObI BKIHOUYNTb UMW BBIK/TIOUUTE GYHKLUMIO UPNP.

UPnP

UPnF

Cnucok UPnP

Yucno knuedTtoe: 0

EHYTPEHHMA

ID Onucanne cepenca BHELUHWH nopT MpoTokon BHYTpeHHKI IP-agpec -
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CepBep VPN

Cepeep VPN no3BoaseT NoayunTb 6€30MnacHbli 4OCTYMN K AOMALUHEN CETU BHE AOMa.
Ha paHHOM poyTepe ecTb ABa Tvna noakntodeHmsa VPN: OpenVPN n PPTP.

OpenVPN u4yTb C/0XHeEe, HO rapaHTMpyeT 60/siee BbICOKYHD 6e30MacHOCTb
N CTabWUIbHOCTb. ATOT TUM NOAKIOYEHNS NOAXOANT ANS BHYTPEHHUX CETEN Kamnyca
WA KOMNaHUK.

MogkntoveHne PPTP npowe w©n 6biCTpee, COBMECTUMO C  6OJbLUMHCTBOM
OMNepPaUMOHHBIX CUCTEM M paboTaeT Ha MOBGW/IbHbIX YCTPOWCTBAX, OAHAKO OHO
He o6ecneynBaeT BbICOKUIM YPOBEHDb 3aLUNTLI.

* [locTyn K gomMawuHen cetn yepes OpenVPN

» [locTyn K gomaluHer cetm 4yepes PPTP
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9.1. JocTyn K aomMaLuHen cetn yepes OpenVPN

Mpu noagkntoveHnn OpenVPN goMallHASA ceTb MOXET BbICTyNaTb B Ka4eCcTBe cepBepa,
npv 3TOM yAanéHHoe YCTPOMCTBO MOXET NoJly4aTb AOCTYN K CEPBEPY Yepes poyTep,
BbICTYNaLwWmi B KayecTBe Wwto3a cepsepa OpenVPN. [ns ncnonb3oBaHnsa GpyHKUMM
VPN Heobxoammo BkAounMTb cepBep OpenVPN Ha poyTepe, a TakXe yCTaHOBUTb
N 3anyctutbe KnneHtckoe O ¢ VPN Ha yganéHHoM ycTpoucTBe. Hwuxke onucaH

npouecc cosaaHma nogkntoveHns OpenVPN.

NHTEPHET

JomaluHas Poytep YnanéHHoe
CeTb YCTPOMCTBO

9.1.1. War 1. HacTpouka cepBepa OpenVPN Ha poyTepe

1.Mepengute Ha 192.168.0.1, n BONAUTE, NCMOJb3YHA CO34aHHbIN BaMu
naposb Anga poyrepa.

2. MNepenante B pasgen LononHntensHsle HacTponkm > VPN > OpenVPN un
BblbepuTe 3anycTtnts VPN cepsep.

OpenVPN

MpmeyaHre; CEpTHAMEAT Sl HE YCTEHORNEH, NowanyicTa, CozgaiTe cepTuduEaT nepen 2anyckom VPN cepeepa.

Twn cepenca: TCP
MopT cepenca: 1194
MogceTe/Macka nodcetd VPN: 10 . 8 . 0 . 0 255 . 255. 255. 0

LOCTYN KNKeHTa: VIHTEpHET 1 LOMALUHAR CETk

N Mpumeuanue

* [Nepepn co3naHnem VPN-cepBepa pekoMeHayeTca HaCcTPOUTb AnHammyecknin DNS-cepBuc nam npucBouTb
cTatnyeckuii IP-agpec nopty WAN poyTepa 1 BbINOJIHUTb UHTEPHET-CUHXPOHU3aLMI0 CUCTEMHOIO BPEMEHW.

* [pw nepBoii HacTpoiike cepeepa OpenVPN nepeg cosaaHnem VPN-cepBepa, BO3MOXKHO, MOHaA06UTCA
creHepupoBaTb cepTuduKar.

3. BoibepuTte Turn cepsuca gna cepsepa OpenVPN — UDP wan TCP.

4. BBeauTe uncno B none [opt cepeuca (ot 1024 no 65535) ans noaktoveHns
VPN-ycTponcTBa.

5. BBeaute B nonsa lNoacete/Macka noacetn VPN gnanasoH IP-agpecos, KoTopble
MOryT 6bITb apeHA0BaHbl yCTponcTBY cepBepoM OpenVPN.
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6. B nyHkTe [ocTyn knneHTa Bbl6epuTe TOsIbKO AOMAaLUHAA CETh, €CIN HYXKHO, YTOObI
Y YOANEHHOr 0 YCTPONCTBA 6bl/1 AOCTYM TOJIbKO K AOMAaLUHEN CETU; BbIGEPUTE
NHTEepHET N A0OMAaLLHASA CETb, €CIN HYXXHO, YTOObI Y yAaNEHHOro ycTpomncTaa 6bin
[ocTyn B nHTepHeT Yepe3 VPN-cepBep.

7. Haxkmute CoxpaHuThb.

8. HaxkmuTte [(eHepurpoBaTh, YTO6bLI CO34aTb HOBbI cepTudUKaT.
Ceptudpmkar

Co30ate cepTuduear

n MNpumeyanne
Ecnuy Bac y>xe ecTb creHep1MpoBaHHbI cepTUdMKAT, 3TOT LWar MOXXHO NPOMNyCTUTb.

9. Haxkmnte SKCnopTnpoBaTs, YTO6bl COXpaHUTb dann ¢ HacTponkamu OpenVPN,
KOTOPbIN 6yAET MCMONb30BaTbCA YAaNEHHLIM YCTPOUCTBOM A1 4OCTYNa K poyTepy.

Pann koHdurypaumm

BECNOPTUPORATE KOHMIYPALIAID.

9.1.2. lWar 2. HacTtpouka nogkntoyeHuss OpenVPN Ha yaanéHHOM
yCcTpoucTBe

1. MepenauTe Ha http://openvpn.net/index.php/download/community-downloads.html,
4YTO6bI CKavaTb NporpammMy OpenVPN, 3aTeM yCTaHOBUTE €€ Ha HY>XHOM YCTPOWUCTBE.

A MpumeyaHue
I'IpvlnomeHme OpenVPN HeO6XO,D,VIMO YCTaHOBUTb Ha Ka>XA0M yCTpOVICTBe, KOTOpOeE njiaHnpyeTCca NCNob30BaTb
ona VPN-nogkntoveHus. MobunbHoe npunoxeHune goctynHo Ha Google Play n B App Store.
2.Mocne ycTaHOBKM CKONUPYITE 3KCNOPTUPOBaHHLIN C poyTepa dainn B nanky
C HacTponkamu knneHTckomn ytunntel OpenVPN (Hanpumep, C:\Program Files
\OpenVPN\config).

3. 3anyctute knneHTckyto ytuanty OpenVPN n nogkntountechb K cepeepy OpenVPN.

9.2. flocTyn K agomMmawiHen cetn yepes PPTP

VPN-cepBep PPTP npegHasHa4dyeH ana cosgaHua nogkntodeHnsa VPN Ha yaanéHHoOM
ycTponcTtee. [Ana ncnonb3osaHus cepsepa VPN HyxHO co3paTb VPN-cepeep PPTP
Ha poyTepe M HacTpouTb nogknodeHne PPTP Ha yaanéHHoM ycTponcTBe. Huxe
onucaHbl Wwarun no Hactponke VPN-nogkntoueHms PPTP.
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9.2.1. War 1. Hactpounka VPN-cepBepa PPTP Ha poyTepe

1.Mepengute Ha 192.168.0.1, 1 BONAUTE, NCMOJb3YA Napo/ib, KOTOPLIM Bbl CO34anu
ana poyTtepa.

2. MepenanTte B pasgen JononHutensHele HacTporiky > VPN > PPTP VPN n oTMeTbTe
okowko 3anyctute VPN cepep.

PPTP VPN

|P-agpec knueHTa: 0. 7 . 0 . 11 -1070. 20 (oo 10 knueHTOE)
WMMA nonez0EaTens: admin

Mapons: admin

R MpumeyaHue
Mepepn cospannem VPN-cepBepa pekomMmeHayeTCs HaCTPOUTb AnHaMmmyeckmii DNS-cepBuc nam npucBovTb
cTtatudeckun IP-agpec nopty WAN poyTepa 1 BbINO/IHUTb MHTEPHET-CUHXPOHN3ALIMIO CUCTEMHOIO BPEMEHM.

3. Beegute B none |IP-agpec knneHTa gnanasoH IP-agpecos (8o gecatn), Kotopble
MOTYT 6bITb apeHaoBaHbl ycTporicTeaMm VPN-cepsepomM PPTP.

4. BeguTe Vivis nonbzoeatens un lNaposib ansa ayTeHTUdnKaumm KIMeHToB
Ha VPN-cepsep PPTP.

5. Haxkmute CoxpaHunTb, YUTO6bl USMEHEHWA BCTYNWIU B CUITY.
9.2.2. Lllar 2. Hactponka VPN-nogkntoyeHmna PPTP Ha yopanéHHom
ycTpoucTee

[ns nogknodenusn K cepsepy PPTP yganéHHoe yCTpPOMCTBO MOXET MCMNOJ1b30BaTb Kak
BCTpoeHHble cpeactBa Windows, Tak n ctopoHHee [l1O. B gaHHOM pyKOBOACTBE
paccMaTpuBaeTCAa HAaCTPOKKa Ha npuMepe BCTPOEHHbIX cpeacts Windows.
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1.Mepengute B pasgen [yck > MNapameTpbl > CeTb 1 VIHTEPHET > LleHTp ynpasneHus
CEeTAMU 1 06LLMM AOCTYMOM.

2. Bbibepute Co3gaHme 1 HacTpOMKa HOBOIO MOAK/IHOYEHMUS NN CETW.

L]
v* UenTp ynpasnenua cetamum i oBLmm ocTynom - d
L)
T e « Ceto v MutepHer » LlenTp ynpaenenua cetamm u oBLymm AocTynam w D Mowuck B NaHenW ynpasneHua

[NpocMOTp OCHOBHBIX CBEAEHWIA O CETM M HAaCTPORKa NoAKAHUEHWA
MaHene ynpasnedus —

CMILWHAR CTpaHKuUa -
A 3 u I'IpocmoTp GKTHEHBIX CETEM

MzmeHenne napameTpos

aganTepa tplinkru.local Tun goctyna: WMuTepHer
JomMEHHEA CETh Mogrnrouernn: [H] Ethernet

MzMeHNTE 4onoAHNTENBHBIE

napameTpbl obLLere 4ocTyna

Mapamerpel noTokasoi M3meHeHne ceTeBbx NapamMeTpos

NEpEiaq MyNBTUMEINE

.E.I CDS\,EI'EHHE M HECTpDﬁKE HOBOMD NOAKNRIYEHWA HAKW CETH I

HacTpoiika wnpokononocHoro, KorMuyTpyenoro wan VPN-nogenrouenua nuBo Hactpolika
MapLUIPYTHIATOPa MW TOUKK A0CTYNa,

@ YcTpaHeHne HenonagoK

,ﬂ,HEFHOCI'HKE W MCNpaeneHne I'IpOﬁJ'IEM C CETEHD WAKW NOMYHEHWE CBEAEHHﬁ ob YCTPEHEHNK
HEMDN3A 0K,

3. BoibepuTte lNogxaoueHne K pabovyemy MecTy u HaxxmuTte [anee.

BribepuTe BapMaHT NOAKAIOUEHWA

Moakntouerne k ViHTepHeTy
Hactpofika WWpoKonNoNoCHOMD MAK KOMMYTHRYEMOTS NogKNoYeHnA K HTepHeTy.

EE, CozfaHWe W HACTpoKa HOBOH CETH
<ugg. HacTpoiika HOBOro MapLUpyTH3aTOPa WK TOYKK 4OCTYNa.

MogknioveHne k pabodeny MecTy

Hacrpoika TenedonHore mnn VPN-nogeniodeHna kK pabodyery MeCTY,

I Hanee || CTmeHa
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4, BoibepuTe NcnonbzoBatb Moe nogkntoyeHue K MHTepHeTy (VPN).

Kak Bbl XOTUTE BbINOAHWUTL NOAKAKOUEHWE?

— WMcnonwsoeath moe nogkatoverme K MntepHety (VPN)
MegenroveHne yepes FIHTEpHET € NOMOLLERD BURTYANEHOR YacTHOR ceTi (VPN

N @ O

— Wcnonb3oeaTs NpaMoi Habop HoMepa
MpaAmoe nogentodedne K TenegoHHomMy Homepy Bes Boxoaa B MiHTepHer.

CTreHa

5. Beegute IP-agpec poyTtepa (Hanpumep, 218.18.1.73) B none Agpec B IHTeEpHETE
n Haxxmute [anee.

Beeante agpec B MiHTepHeTe

IToT d4pec MOMXHD NOMYHUTE Y CETEEOTD dAMWHWCTRATORA.

Aapec & MHTepHeTe: 218.18.1.73

msa oBbeKTa HAa3HAYEHWA: VPM-noaknioueHne

[] Mcnonesoeate cMapT-KapTy
[+] 3anoMHNTE yHeTHBIE gaHHbIE

$ |:| PEH-FI-ELIJHTI: MCNONB3ICEATE 3TO NOJKNHYEHHE 4% THM NONB30EITENARM

IToT napgamMeT No3B0NAET ﬂl‘ﬂﬁﬂh‘l}" NAL30BATENHD, WMEHILLIERMY JOCTYT K ITORMY
KOMNOBHITEDY, MCNCONBICEATE JAHHOE NOJKNHIHEHKWE,

Orens
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6. VPN-noakntovyeHne PPTP co3gaHo.
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HacTtpounka napameTposB
ceTu

B aToli rnaBe paccKkasblBaeTCsa O HACTPOMKaXx CETW.

* IamMeHeHune HacTpoek ceTn LAN

* HacTtpownka napameTpoB cetu LAN IPv6

* HacTpowka y4éTHOM 3an1cu aguHammyeckoro cepsmca DNS
» Co3gaHne cTaTMYeCcKOW MapLupyTU3aumm

* HacTtpownka Wi-Fi

* HacTtpownka TyHHens IPv6

* HacTtpowka EasyMesh



naea 10 HacTpoika napameTpoB CeTn

10.1 UsmeHeHne HacTpoek ceTtn LAN

10.1.1. UameHeHue IP-agpeca cetu LAN

IP-agpec cetn LAN poyTtepa no ymondanuio (192.168.0.1) MOXHO nCnonb3oBaTb A1
BX0Ja B Be6-nHTEpPeENC ynpasneHus poytepa. IP-agpec cetn LAN BMecTe ¢ MacKom
noACEeTN NPeacTaBAAlT CO60M NoACETb, B KOTOPOM HaxoOATCA MOAK/IOYEHHbIE
ycTponcTtea. Ecnun IP-agpec KOHGMKTYeT C ApYrMM YCTPONCTBOM B JIOKa/IbHOW CETU
WM ecnu gnAa Ballen CeTu TpebyeTca KOHKPETHbIN IP-agpec noaceTn, ero MOXXHO
N3MEHUT:

1. TMepenanTte Ha 192.168.0.1 n BOMANTE, NCNOJIb3YSA CO34aHHbIA BamMu Napo/ib
Ons poyTepa.

2. Mepengute B pasgen JononHuTtesibHble HacTponkn > CeTb > LAN u BbibepuTe

IPv4.
DHCP-cepeep IPv6
MAC-agpec: 68:FF:7B:D4:9C:01
IP-agpec 192 . 168 1] 1

Macka nogcera: 255.255.255.0
IGMP Snooping:

BTopuuHelt IP-agpec: BEMHOYMTE
3. BBeanTe HOBbIN IP-agpec.

4. Bbibepute Macky noaceT u3 0gHOMMEHHOIO BbiNadatowero cnmcka. IP-agpec
cetn LAN BMecTe ¢ MacKol nogceTu npeacTaBnatoT CO60M IOKaNbHYHO
IP-noaceTnb.

5. OctaBbTe IGMP Snooping BKAOYEHHBIM — 3Ta PYHKUMA MPOCAYLIMBAET CETEBOWN
Tpaduk IGMP 1 3awmaeT y3nbl B IOKaIbHOW CETU OT NOAYyYeHNA TpaduKa ans
MHOroagpecHoOM rpynrbl, K KOTOPOM OHM HE OTHOCATCS.

6. MoxkHO HacTpouTb BTopuuHein IP-agpec n Macky noacetn cetm LAN, yepes
KOTOpble TakxKe 6yaeT AOCTYN K Beb6-nHTepdency ynpabieHus.

7. OcTaBbTe OCTasibHble HACTPONKMN MO YMOYAHMIO.

8. Haxmute CoxpaHnTb, YTO6bl U3SMEHEHMS BCTYMUAN B CUANY.

10.1.2. Ucnonb3oBaHMe poyTepa B kKadecTBe cepsepa DHCP

Poytep MOXHO HacTpouTb B KayecTBe cepBepa DHCP, 4yTo6bl OH npuceauBan
IP-agppeca cBouM kKnAneHTaMm. [na MCnoAb30BaHUA 3TON PYHKUMM HEobXx0oaMMO
yKasaTb B HaCTpoMKax BCcex KoMnbtoTepoB B ceTn LAN aBToMaTnieckoe nosyvyeHue

IP-agpeca.
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Hwxe onncaH npouecc HacTponku cepsepa DHCP.

1. TMepenauTte Ha 192.168.0.1 1 BOMAUTE, UICNOJIb3YA CO34aHHbLIA BaMKU Naposib ANA
poyTepa.

2. [epengute B pasgen JononHutesibHble HacTpolkn > CeTb > LAN 1 Bolbepute IPv4.

DHCF:

PeTtpaHcnsuma DHCP-cepeepa

Myn IP-agpecoe: 192 . 168 0 100 - 192 . 168. 0 . 199
BDEMA GpeHTH: 1440 ;:TD? (1-86400. Mo ymonuaHuo:
QCHOBHOM LUMIoS: 192 . 168 [ 1 (HeofAzaTensHan HacTpoka)
[OMEH M0 YMONYEHMID: (HeoOAzaTensHan HacTpoika)
MpeanounTaemeiil DNS-cepeep: o] 0 0 0  [(HeoGAzaTensHaA HacTpoika)
ANETEpHETHEHBIN DNS-cepaep o . 0 o . 0 (HeoGAzaTeNLHaA HACTPONKE)

3. Bkmtounte DHCP n BbI6epuTe DHCP-cepeep.

4. Ykaxute [lyn IP-agpecos, Npn 3TOM HavasibHbIM U KOHEYHbI aapeca AO/TKHbI
6bITb B 0gHOM noaceTn ¢ IP-agpecom LAN. PoyTep npucBouT KAMeHTaM agpeca
B YKa3aHHOM ananasoHe. [luanasoH no ymondaHuio: ot 192.168.0.100
00 192.168.0.199.

5. BeauTte 3HadeHuWe B nose Bpems apeHabl, No4 KOTOpbIM NoApa3yMeBaeTcA
Bpems, B TedeHne KoToporo knmeHT DHCP MoXkeT apeHAoBaTb CBON TEKYLLNIA
IP-agpec, npucBOeHHbIN poyTepoMm. INMocne nctedeHunsa cpoka gernctems IP-agpeca,
nosib3oBaTesnto 6yaeT aBToOMaTUYECKN MPUCBOEH HOBbIV auHaMuveckuii IP-agpec.
3HayeHre No ymonyaHuto: 1440 MUHYT.

6. OcTaBbTe OCTasIbHbIE HACTPOWKM MO YMOAYAHUIO N HAaXKMUTE COoxXpaHnTE.

R NMpumeyarmns

1. PoyTep MOXxHO HacTpouTb B kayecTBe DHCP-peTtpaHcnaTopa. DHCP-peTpaHCcaaTop — aTO KOMMbOTEP,
nepeaatowmin DHCP-gaHHbIe Mexay KomnbioTepamu, KoTopble 3anpatvsatoT IP-agpeca, n cepsepom DHCP,
KOTOpbIN 3TV agpeca npucBanBaeT. Kaxkabii n3 HTepbencoB yCTPONCTBA MOXKET ObITb HACTPOEH
kak DHCP-peTpaHcnaTop. Ecnmn ata dyHkums BkatoveHa, DHCP-3anpochl 10KanbHbIX KOMMAbIOTEPOB 6yAyT
HanpaBnaTbCcA Ha cepep DHCP, paboTatowmii B cetnt WAN.

2. Takxke ¢ nomoLpto napameTp [yn agpecoB Ha OCHOBE NapaMeTPOB MOXKHO MPUCBOWTbL YCTPONCTBaM OJHOIO
Tuna IP-agpeca B 0603Ha4eHHOM AnanasoHe. Hanpumep, 4To6bl yNpoCTUTb YNpaBieHne CeTbo, MOXKHO
npucBOUTL BCeM kamepam IP-agpeca B avanasoHe ot 192.168.1.50 go 192.168.1.80. Bktounte DHCP
1N HaCTPOWTE HY>KHble NapamMeTpbl B pasaesne [ononHutensHble HacTporku > CeTb > LAN.

10.1.3. Pe3epBupoBaHue IP-agpeca LAN

[ns KIMeHToB MOXXHO pesepBupoBaTh IP-agpeca — 3TO 3Ha4uUT, YTO €C/n yKasaTb
KOHKpeTHbI IP-agpec ona yctponcTtea B cet LAN, aTo yCcTponcTBO 6yaeT Bcerga
nosiy4aTb OOMH M TOT Xe IP-agpec npu kaxxaom nogktodeHumn k cepsepy DHCP. Huxke
OrnucaH npouecc HaCTPOMKN Pe3epBMPOBaHMA Ha poyTepe.
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1. Nepenante Ha 192.168.0.1 1 BbINOAHUTE BXOA, UCMOJIb3YSA Napo/ib, KOTOPbIV Bbl

cosgaBanv 4ns poyTtepa.

2. MNepengute B pasgen JononHuTtesibHble HacTponkn > CeTb > LAN u BbibepuTe

IPv4.

3. TpokpyTuTe BHM3 A0 Tabamubl PesepBupoBaHme agpecoB N HaxxMmmuTe JobaBnThb,

yTO6bI O6ABUTL 3aNNCb PE3EPBUPOBaHNA agpeca.

Pe3epBUpOBaHWe alpecoB

ﬂ No0aEnTs o ¥OANWTL

3ape3epeMpoBaHHLIA IP-

O MAC-agpec ampec

Crpynnupoeats | BEMHOUKTE | M3MeEHWUTE

MAC-agpec:

3ape3epEMpoBaHHLIR IP-agpec:

Mpynna: Default

4. Beegnte MAC-agpec yCTPOMUCTBA, A1 KOTOPOro HY>XHO 3ape3epBMpoBaTh

IP-agpec.

5. YkaxuTe IP-agpec, KOTOPbIN HY>XHO 3ape3epBnUpoBaTb.

6. OtTmeTbTe BraounTb 3Ty 3arfncCb U HaXXMUTE COXpaHI/ITb , YTO6bl UBMEHEHNA

BCTYNWAN B CUJTY.

10.2. HacTpouka napameTpos IPv6 B cetn LAN

Ha poyTepe ecTb ABa cnocoba npucsoeHus agpecos IPv6 B ceTu LAN:
* Tun agpeca RADVD.
* Tun agpeca cepeepa DHCPv6.

10.2.1. HacTpowka Tuna agpeca RADVD

1. MNepenante Ha 192.168.0.1 n BONAMTE, NCMO/Ib3YA NAPOJb, KOTOPbIN BbI
cosgaBanu ana poyrepa.
2. Tllepewngute B pasgen [ononHutensHele HacTponky > CeTb > LAN.

3. T[epenanTte Ha BKnaaky IPv6.
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DHCP-cepeep IPv4 | IPvB (
Moynna: Default

Tun agpeca: e RADVD DHCPvG-cepeep MD Proxy

RDNSS: [[] BEMOYMTE

Brniounte ULA-npedinkc ] BEMHOYWTE

Tun rmoSansHoro npedukca ceTH: ® [lenerMpoBaHHbIN CTaTHYSCKMIA

[eneriposaHHbIi Npedukc NOOKNINYEHIR
VAN HeT gocTynHoro uHTEpde...

COXpaHUThb

1) Boibepute TN agpeca RADVD, 4To6bl poyTep npuceamBas y3si1am npeduKchbl
agpeca IPv6.

n Mpumevanne

He oTMeuvainTe okowkn BratounTs gna napameTtpos RDNSS n ULA-npeduKke, ecnm aToro He TpebyeT Ball
MHTEpPHEeT-NpoBanaep. B NpOTMBHOM Ciydae MOXET UCHE3HYTb AOCTYN K ceTu IPv6. [1nsa 6onee nogpo6HOM
nHoopmaummn no RDNSS n ULA-npedukce CBIXKUTECH C HaLLEl CNy>K60M TEXNOAAEPXKKM.

2) OcTaBbTe 3HayeHune [enervpoBaHHbIv gNa napameTpa Tun rnobassHoro
npedukca cetu. ECnm nHTepHeT-NnpoBanaep NpeaocTaBNsaeT KOHKPETHbIN
npedukc IPv6, Bbibepute CTatnyiecknin u BBeguTe npedukc.

3) OcTaBbTe 3Ha4YeHWEe N0 YMOIYaHUIO Ans napameTpa LenermpoBaHHbIN
npedunkc nogknatoyveHns WAN.

4. Haxkmute CoxpaHunTh, YTO6bl USMEHEHWSA BCTYMUIN B CUSTY.

10.2.2. HacTpowka Tuna agpeca cepsepa DHCPv6

1.

MNepenanTte Ha 192.168.0.71 n BONAUTE, UICNONBL3YA NAPOJIb, KOTOPbINA Bbl
co3pgaBanu ans poyrepa.

MNepenauTe B pasgen [onosHutensHblie HacTponkn > Cetb > LAN.

Mepengnte Ha BKNagky IPve.
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DHCP-cepeep Pv4
Cpynna: Default

Twn agpeca: RADVD ND Proxy

HauaneHei IPvE-agpec: 01 (1~-FFFE)

KoHeuHslli |IPvé-agpec . FFFE (1~FFFE)

BpemA apeHas!: 86400 CEKYHI

Tvn rmoDansHore npe@uica ceTk: CTatudeckuil

JenarvposadHLil npedkc NoaKMTYeHns
WAN: HeT pnocTynHoro MHTepde...

1) Boibepute DHCPv6-cepBep y napameTpa Tun agpeca.

2) BBeante HavanbHbili IPv6-agpec n KoHeuHbi IPv6-agpec. Poytep
creHepupyeT agpeca IPv6 B ykazaHHOM Auana3oHe.

3) OcTaBbTe NO YMOHYaHMIO 3HaYEHME NapaMeTpa Bpems apeHibl.

4) OcTaBbTe 3Ha4veHue [lenernpoBaHHbIi Ana napamMmeTpa Tun rnobassHoro
npedukca cetu. ECnm nHTepHeT-npoBangep NpeaocTaBnsaeT KOHKPETHbIN
npedukc IPv6, Bbibepute CTaTnyeckuii n BBeAMTE npedukc.
5) OcTtaBbTe 3HaYyeH1e N0 YMOYaHUIO AN napameTpa [eernpoBaHHbIii
npedukc nogkaoyeHna WAN.

4. Haxkmute CoxpaHuTb, YTO6bI UBMEHEHUSA BCTYNWAN B CUATY.

10.3. HacTpounka auHamuyeckoro DNS

BONbLWMHCTBO WHTEPHET-NPOBaAEPOB MPUCBaMBalOT poyTeEpPaM AMHAMUYECKUIA
IP-agpec, N0 KOTOPOMY MOXHO MNOJyuYnUTb yAanéHHbI AOCTyn K poyTtepy. OgHako
nepuoanyeckn IP-agpec MoXeT u3MeHATbCA. B TakoM  cniydae MOXHO
BOCMNOMIb30BaTbCA ¢yHKumern DDNS, koTopasa no3BO/MT BaM W BallUM OJIN3KUM
nojsiydaTb OOCTYN K POYTEPY W K JsOKanabHbiM cepBepam (FTP, HTTP n 1. Aa.)
nocpeacTBOM AOMEHHOIO MUMEHH, YTOObI HE 3anomuHaTb IP-agpec.

A Mpumeyvanue
DDNS He 6yaeT paboTaTb, eCM MHTEPHET-NPOBaAep NPUCBOWA poyTepy YacTHbil IP-agpec WAN (Hanpumep,
192.168.1.x).

1. Nepengute Ha 192.168.0.1 n BONAUTE, MCNO/L3YA NapP0/ib, KOTOPLIN Bbl CO34aM
AnsA poyTepa.

2. MNepenante B pasgen LonosiHuTtesisHble HacTponky > CeTb > uHamumndeckumin DNS.

3. Boibepute noctaBwmka ycnyr DDNS B ogHOMMEHHOM nyHkTe: NO-IP nnm DynDNS.
Ecnny Bac HeT y4éTHOM 3anncu, He06X0AMMO 3apernMcCTPMPOBaTLCA, HaXKaB
lMepenTun K perncTpaumn...

4. Beeante nMs Nonb3oBaTesIsA, Napo/ib M IOMEHHOE MMsi CBOEN YY4ETHOM 3anucn. 50
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DDNS

MOCTABLLME YCIyT: NO-IP
MMA nons20eaTenn:

Mapone:

LoMeHHOE MMA

OTKNHYEHD

5. Haxkmute Bxoa n CoxpannTe.

@ CoseTbl
Ecnu Hy>kHO BONTW € gpyrow y4éTHou 3anmucn DDNS, HaxkmuTe BbiiiTn, 3aTeM BOMAUTE C APYrov y4ETHON 3anuncu.

10.4. Co3pgaHue cTaTU4eCKOU MapLupyTu3auum

CTtaTuyeckas MapLupyTM3aums HacTpamBaeTCa BPY4YHYO NyTEM fob6aBneHus 3anmcen
B COOTBeTCTBYylOLWYO Tabnuuy. lNocpeAcTBOM 3TUX 3anucen poyTtep nepenaér
nakeTbl 4aHHbIX MO COOTBETCTBYHOLLEMY MapLUPYTY.

Xouy NMeTb 0AHOBPEMEHHbIN OCTYM K pa3HbIM CETAM U cepBepam.

JonycTum, y Bac eCTb AOCTYN B UHTEPHET 4Yepe3 AOMaLUHWM
PoyTep A, HO BaM TakXXe HE06X0AUM AOCTYN K KOPNopaTUBHOM
cetTn. 3TO MOXHO OCYyLEeCcTBUTb C nomoupto KommyTtatopa
n Poytepa b no cxeme Hmxe. Takke ana ogHOBPEMEHHOIO
AOCTyna K UHTEPHETY N K KOPNopaTUBHOM CETU HeobXxoanMOo
HaCTPOUTb CTAaTUYECKYHO MapLUpyTU3aLmio.

Poytep A PoyTtep b CepBep KoMnaHum

WAN: 172.30.30.100
NHTEPHET

LAN:192.168.0.1 LAN: 192.168.0.2
172.30.30.1

KommyTaTop

KomnbtoTep
192.168.0.100
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Kak aTto 1. Cospanite ana poytepos IP-agpeca LAN, 4To6bI 3TO 661K ABa
caoenaTtb? pa3sHbix IP-agpeca B ogHou nogceTtn. OTkatoumte DHCP Ha
PoyTepe b.

2. Mepengnte Ha 192.168.0.1 n BONANTE, UCMONBL3YSA NAPO/b,
KOTOpbI Bbl co3aanu ansa PoyTtepa A.

3. lNepenaute B pasagen CeTb > PaclumpeHHble HAaCTPONKM
MapwpyTuauum > CTaTu4eckas MapLupyTM3aums.

4. BblbepuTte Tekywmin uHtepdpenc WAN n Haxxmute CoxpaHuThb.

CTaTM4eckas MapLupyTHaauMa IPvE
Q WOAMNTE
D |IP-HazHaYeHWA Macka nogceTw LLImkoa BrniounTs MaMeHUTs

5. HaxxmuTte [lo6aBuTh 1 3aBEPLUMTE HACTPOKKY COrlacHO
npuBeAEHHbLIM HUXKE YKa3aHUAM:

CTarnyeckan mapLupyTusauma IPvé
NobaenTs e YaanuTe
O ID IP-Ha3HaueHuA Macka nofaceti LLno3 BHNHOUMTE MiaMeHUTL
IP-aapec HasHaueHus 172 30 30 1
Wacka nogcetu: 255 255 255 255
Lnioz: 192 168 0 2
WuTepdeic LAMN

IP-agpec Ha3HadyeHuA: He MOXeT 6biTb B OAHOW noaceTw
c IP-agpecom WAN wnnn LAN PoyTtepa A. B Hawem npumepe
IP-appec HasHauyeHua — 3710 IP-agpec KOpnopaTMBHOW CeTu
(172.30.30.1).

Macka noacetu: ecnu IP-agpec Ha3HavyeHWA OAuH, BBEAUTE
255.255.255.255. B npoTMBHOM Cr/y4yae BBeaMTE MacKy
cooTBeTCTBYylOWENn ceTn. B Hawem npumepe |IP-agpec
Ha3Ha4yeHusa ognH — 255.255.255.255.
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LLno3: IP-agpec wo3a, Ha KOTOpbIA OyayT OTNpaBisATbCSA
nakeTbl gaHHbIX. JaHHbIl IP-agpec [O/MKeEH ObITb B TOW Xe
nogceTu, YTo un IP-agpec poytepa, C KOTOPOro OTNpPaBNAKTCA
JaHHble. B HaweM cnyvae nakeTbl JaHHbIX 6yAyT OTNPaBasaTbCA
Ha nopT LAN Poytepa b, a 3atem Ha CepBep, NoaTomy
ncnosb3yetcs 3HadeHne 192.168.0.2.

NHTepdenc: onpeaensetca noptom (WAN/LAN), ¢ KoToporo
OTNPaBNAKTCA MakeTbl AaHHbIX. B Hawem npumepe gaHHble
oTnpasnAlTCcA Ha w3 Yepes nopT LAN PoyTtepa A, noatomy
Bbl6paHo 3HayeHue LAN.

6. Haxxmnte OK, 4TO6bI UBMEHEHWSA BCTYNUAN B CUAY.

FoToso! OTkponTe 6pay3ep Ha KoMnbtoTepe n BBeauTe IP-agpec
cepBepa KOMMaHuu, YTO6bl NOAK/IOYNTBCS K KOPropaTUBHOM
cetwn.

10.5. HacTpounka Wi-Fi

10.5.1. OCHOBHbIE HAaCTPOUKMU

Uma (SSID) n naponb Wi-Fi cetn, a Takke cnocob wudppoBaHUA ceTu poyTepa
npeaycTtaHaBnMBalOTCA npu npoussoacTse. [lpeayctaHoBneHHble SSID n naposnb
yKa3aHbl Ha 9TUKETKE poyTepa. TV AaHHblE MOXXHO U3BMEHUTD.

MNepengute Ha 192.168.0.1 U BONAMTE, UCMNOJIb3YS NAPOSb, KOTOPLIN Bbl CO34aBam
ona poyTtepa.
» BknroyeHue n otknrodeHune Wi-Fi
1. Nepengute B pasgen OCHOBHbIE HACTPOWKM > BEecrnpoBOAHON PDEXMM.
2. Mo ymonyaHuio Wi-Fi Bkto4éH. Ecniv ero Hy>KHO OTKNHOUYUTD, YOepuTe ranoyuky
B OKOLUKax BK/1ounThb.
> NameHeHue umeHu (SSID) n napona Wi-Fi cetu
1. Nepengute B pasgen OCHOBHbIE HACTPOWKM > BecrnpoBOAHON PEXMM.
2. Beegute HoBbIM SSID B none Vivia cetn (SSID), BBEAUTE HOBLIM Naposib B NoJe

Maposib. O6a nons YyBCTBUTE/IbHBI K PETUCTPY.

n MpumeyaHne
Mpn nameHeHnn napametpos Wi-Fi cetn ¢ Wi-Fi ycTponcTBa, yCTPONCTBO BYAET OTK/IKOYEHO OT CETU NOCne
BCTYM/IEHMA UBMEHEHUI B CuAy. 3anuwimTe HoBble nMsA 1 napoab Wi-Fi ceTu, 4Tobbl He 3abbITb UX.

» CkpbiTue SSID
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1.Mepengute B pasaen OCHOBHbIE HACTPOWKN > BeCcnpoBOAHON PEXKNM.

2. Bbibepute Ckpbith SSID, 4TO6bI UMA CETU HE OTOBPaXKanoCb B CMIUCKE AOCTYMHbIX
Wi-Fi ceTen Ha KIMEHTCKMX YCTPONCTBaxX. B TakoM ciydae K ceTu Hago 6yaet
NOAK/IOYATLCA BPYUHYHO.

» N3meHeHue pe>kuma unuv KaHana

Mepengute B pasaen JononHUTEeNbHbIE HACTPOWKN > BeCcrnpoBOAHOM PEXNM >

HacTpovkn 6ecnpoBoaHOro pexxuma un Bblbepute 2,4 [Munnn 5 M.

Pexxkvm: BbIGEPUTE HYXKHbIV PEXXUM Nnepeaadn; pEKOMeHAYeTCSA OCTaBUTb 3Ha4YeHNE

no YMO4aHuto.
* Tonebko 802.11n: ANA KJIMEHTCKUX YCTPOUCTB cTaHaapTa 802.11n.

* 802.11g/n cmeLlaHHbIN: g8 KIMEHTCKMX yeTponcTe cTaHgapTos 802.11gwn 802.11n.
* 802.11b/g/n cmelaHHbIN: oA KIMEHTCKUX YCTPONCTB cTaHaapToB 802.11b, 802.11g
1n802.11n.

R Mpumedanue: npu Bbibope 802.11n cMOryT NOAKAYATLCA TONLKO ycTponTea 802.11n. HacToAaTensHo
pekomeHayeTca BolopaTb 802.11b/g/n cMeLlwaHHbIi, Toraa K poyTepy CMOryT MOAKIHYUTLCA YCTPOUCTBA
ctaHgapToB 802.11b, 802.11g 1 802.11n.

* Tonbko 802.17ac: ans KNIMEHTCKNX YCTPOWCTB cTaHaapTa 802.11ac.

* 802.11ac/n cMellaHHbIV: ANA KIMEHTCKUX YCTPOMUCTB cTaHdapToB 802.11ac
1n 802.11n.

* 802.11a/n/ac cMmellaHHbIN: ANA KNIMEeHTCKUX YCTPOMUCTB cTaHdapToB 802.114a,
802.11n 1 802.11ac. PekomeHayeTcsA BblbpaTb 11a/n/ac cMeLlaHHbIN.

KaHan: BlbepuTe HY>XHbI KaHan U3 BbiNadaloLero cnucka. B gaHHoM none
yKasblBaeTcAa paboyasa YyicTtoTa. He CTOUT MBMEHATL 3TO 3HAYEHWE, EC/IN HET NMOMEX.
LLInpnHa kaHana: BblbepuTe WMPUHY KaHana U3 BbinagatoLero cnucka. Mo ymonyaHuio
yCTaHOB/IEHO 3Ha4YeHne ABTO.

MoLlHocTb nepegaTtynka: Bblbepute Hnskasn, CpeaHss nnm Boicokas. 3HadYeHne

no YMOIHYaHMIO N peKOMeHAyeMOe 3HadYeHne — Bricokas.

» NU3MmeHeHue Tuna wudppoBaHUa
1. Nepengute B pasgen [ononHuTebHbIE HACTPOWKN > BecnpoBOAHOM PEXUM >
HacTpowkn 6ecrnpoBOAHOr0 pexuma.

2. Bblbepute Bknagky 2,4 Munan 5 M.

3. BoibepuTe 3HauyeHne 13 Bbinagarowero cnnucka 3awnTa. UaMeHATb 3HaveHmne
No YMOJI4YaHMIO PEKOMEHAYETCS TOSIbKO NpU He06Xo0aUMOCTU. [Mpn nsmeHeHun
3HAYEeHUA YKaXKnTe OCTasibHble NapaMeTpbl B COOTBETCTBUM C YKa3aHUAMUN
B paszaesie nomMoLun.

» BknroyeHune Band Steering

Band Steering no3sonseT 06beanHUTL ABa ananasoHa Wi-Fi cetn poytepa
(24TTuwn5T7Tu) BoaHY CETb C OAHMM UMEHEM 1 aBTOMATUYECKM NOAK/IHOYATb
YCTPOMCTBA K TOMY AnanasoHy, Ha KOTOPOM obecnevyeHa MakcuMasibHas

CKOPOCTb U CTabunbHOCTb MNOAK/IOYEHMS. 54
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1. Mepengute B pasnen [JononHuTeIbHbIE HACTPOWKN > BecnpoBOAHOW PEXIM >
HacTtpolikn 6ecnpoBOAHOr0 pexxnuma.
2. Hangute nyHKT Band Steering, OTMETbTE OKOLLKO BKIHOUNTE M HAXMUTE COXpaHunTL.

10.5.2. NoaknoyeHune WPS

WPS — 370 ynpoLwéHHOoEe bbICTpoe co3aaHue 3awmwéHHoro Wi-Fi nogknodenus.

Cnocob6 1: pusmnyeckan kHornka WPS

Mcnonb3ynTe 3TOT CNOCco6, ECNN Ha KNTMEHTCKOM YCTPOWCTBE ecTb KHoMnmka WPS.
1. Haxxmute n ygep>xkmeante kHonky WPS poyTepa B TeueHune 1 cekyHapl.

2. Haxmunte kHonky WPS Ha KNnMeHTCKOM YCTPOWNCTBE.

3. Bo Bpewmsa HacTponku WPS nHamkatop WPS 6yaeT MuraTb OKOJI0 ABYX MUHYT.
4

Ecnuv navkaTop nepecTan Muratb U CTas ropeTb, 3HAYUT KIMEHTCKOE YCTPOWCTBO
yCMeLIHO NOAK/IHYMIOCH K poyTepy.

Cnoco6 2: kHonka WPS B Be6-uHTEepdence ynpasseHUs
Ncnonb3aynTe aTOT CNOCOo6, €C/N Ha K/IMEHTCKOM YCTPOMUCTBE eCTb KHonka WPS.

1. TMepenanTte Ha 192.168.0.1 n BOMANTE, NICNOJIB3YA NAPOJb, KOTOPLIN Bbl
co3panu gnsa poyrtepa.

2. [lepengute B pasgen LonosHuTesIbHble HAaCTPONKM > BecnpoBOAHON peXxum >

WPS, HanauTte cekumto WPS n Bolbepute ananasoH 2,4 Muwnamn 5 1w,

WPS | 51Ty

Brnrouuts WPS

BLIGepHTe METOg HACTPOMKK

HasmuTe kHonky WPS Ha yCTpORCTER MNK HaMMUTE KHONKY MogKNOUnTE HItke

3. TepeBeanTte Non3yHoK Bknounts WPS BO BKIHOYEHHOE NOJIOXKEHNE N HAaXXMUTE
Moakno4unThb.

4. Haxxmute kHonky WPS Ha KNMEHTCKOM YCTPOMCTBE.
5. Bo Bpewmsa HacTporikn WPS nngukatop WPS 6yaet muratb OKO0 ABYX MUHYT.

6. EcnvuHamkaTop nepecTtan MUratb U CTan ropeTb, 3HAYUT KIIMEHTCKOE YCTPOWCTBO
YCMELIHO NOAK/IYMIIOCH K POYTEpY.

Cnoco6 3: BBog PIN-koaa Ha KNIMEHTCKOM YCTPOUCTBE

Mcnonb3ynTe 3TOT CNOC06, ECN KIMEHTCKOE YCTPONCTBO 3anpalwumsaeT PIN-kog
poyTepa.

1. Mepengnte Ha 192.168.0.1 n BOMANTE, UICNOIb3YS NAPO/ib, KOTOPbIN Bbl
co3gaBanu gnsa poyTtepa. 55
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2. Mepengnte B pasgen JonosiHnTesbHble HACTPOUKK > BecrpoBOAHON PEXIM >
WPS, HanauTte cekumto PIN-koa mapLupyTtmaaTtopa v Bblbepute 2,4 [Tumnan 5 1w,

PIN-kog mapwpyTtusatopa | 51TL

[pyrve YCTPORCTES CMOTYT NOOKNHOYATLCA K MApLWIpYTW3aTopy, MCNonb3yA erd PIN-kog WPS.

PIN-kon maplupyTWzaTopa
Tekywmia PIN-kon
3. Y6eauntech, 4To Non3yHokK PIN-koa MapLupyTM3aTopa nepeBedéH BO BKIIOHYEHHOE

NoaoXeHne 1 3anoMHuTe Tekywmn PIN-ko poyTepa. Haxkmute 'eHepupoBaTs,
€Cnn Hy>eH HoBbI PIN-kog.

4. Bsegute PIN-kof poyTepa Ha KiMeHTCKoM ycTponcTae (PIN-koa no ymonyaHuio
TaKXKe yKasaH Ha aTUKeTKe poyTepa).

5. Bo Bpewmsa HacTporikn WPS nngukatop WPS 6yaet mvratb OKO0 ABYX MUHYT.

6. EcnumunHavkaTop nepecTtan MuraTtb 1 cTan ropeTb, 3HAYUT K/IMEHTCKOE YCTPOMUCTBO
YCMEeLIHO NOAK/IHYMUIOCH K pOyTepY.

R Mpumeyarmns

1. MNpw ycnewHoM NoAKIIOYEHNM YCTPONCTBa K ceTu nnamkatop WPS poyTepa 6yaeT ropeTb B TeHEHME NMATU MUHYT.
2. WPS Henb3sa BKIHOYUTb, €CIM Ha poyTepe oTkMIo4EH Wi-Fi.

Cnoco6 4: BBog PIN-Kkoaa KNIMEHTCKOro yCTPOMCTBA Ha poyTepe

1. Tlepengnte Ha 192.168.0.1 n BOKANTE, NCNOJb3YA NapOJib, KOTOPbIN Bbl
co3ganu gna poyrtepa.

2. Tlepengute B pasgen LonosiHuTesIbHble HAaCTPOWKM > BecnpoBOAHON peXxum >
WPS, Hangute cekumto WPS n Bbibepute 2,4 [Tumnam 5 M.

3. Y6eautecs, 4TO NON3YyHOK Brsounts WPS nepeBeiéH BO BK/IIOYEHHOE
NnonoXeHwue, 1 Bolbepute PIN-koA.

Beegute PIN-kog knveqTa

4. BeanTe kaneHTckuit PIN-KoA 1 HaXXMUTE KHONKY [MoaK 04N Tb.

5. Ha akpaHe 40/HKHO NoABUTLCA CO06LEHWEe 06 yCnewHOM NOAKIYEHNN.
10.5.3. Wi-Fi no pacnucaHuio

MO>XHO yCTaHOBUTL aBTOMaTuyeckoe oTkntoveHue Wi-Fi ceTun, Korga oHa He Hy»KHa.

1. MepenanTte Ha 192.168.0.1 n BOMANTE, NICNOJIL3YA NAPOJIb, KOTOPLIW Bbl CO34aMM
ANns poyTepa.
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2. [lepengute B pasgen LonosHnTesIbHble HAaCTPONKM > BecnpoBOAHON peXxmm >
PacnncaHne 6ecnpoBogHOro Bellanuns n Bolbepnte 2,4 Muwnamn 51w,

3. [epeBeanTte NON3yHOK PacnvcaHne 6ecrnpoBOAHONO BELLaHMA BO BKAKOYEHHOE
NOJIOXKEHME.

4. Ypep)XuBamTe KHOMKY MbILLM 1 TalmTe KypCcop No a4yerikam Tabimubl, YToObl
YCTaHOBWUTbL BPpeMS, B TedeHune koToporo Wi-Fi 6yaeT OTK/II0YEH, 3aTEM HAaXXMUTE
CoxpaHnTb, YTOBbLI UBMEHEHMA BCTYNUAN B CUAY.

Pacnucanue GecnposoaHoro BeLaHus 24Ty | 5y

Pacnucadue GecnpoeoqHoro O
ECERTER

Bc MH BT Cp T M. co
000

1:00
2:00
3:00
400
5:00
6:00
T:00
8:00
9:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00
24:00
WLAN Beikn

N Npumevanus

1. MNepepa BKAOYEHNEM pacnucaHma yoeanTech, YTO Ha POyTepPe YCTaHOBIEHO NpaBu/ibHOE BpeMs (CM. HacTpolika
CUCTEMHOrO BPEMEHM).

2. Ecnv pacnucaHue ycTaHOBNEHO NNLLb 4718 OAHOrO AvanasoHa, ApYrovi AvanasoH NpoA0/HKUT paboTaTh.
3. Mpwu otkntoveHun Wi-Fi Ha 04HOM 13 Arana3oHOB COOTBETCTBYOLMIA MHAMKATOP MOracHeT.
4. Wi-Fi ceTb 6yaeT aBTOMaTUYECKM BK/IKOYEHA MOC/E YKa3aHHOIrO BPEMEHM.

10.5.4. NpocmMmoTp uHpopmauum o Wi-Fi cetu

» MpocMoTp Nnoapo6HbIX HacTpoek Wi-Fi

1. Nepenagnte Ha 192.168.0.1 n BONAUTE, UICNONL3YA NAPOJIb, KOTOPbLIN Bbl
co3pgaBanu ans poyrepa.

2. [llepengute B pasgen [JononHutesibHble HacTponkn > CocToaHne. Hanante
naHenb becnpoBOAHOW PEXMM.

3. Boblbepute Bknagky 2,4 [Tunnm 5 M. 57
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BecnpoBogHOR pexum | 5Ty
WIMA CeTH: TP-Link_9C01
BecnpoBaHOe B
BELaHHE: B
Pesmm: 802.11b/g/n cMewaHHb
LUnpKHa Kadana: ABTO
KaHan: AeTO(3)
MAC-agpec: 68:FF:7B:D4:9C:01

@ CoseT: nHdpopmaumsa o coctoaHnm Wi-Fi ceTv Takyke OCTyrnHa Npu HaxkaTun MKOHKK poyTepa B pasaesie OCHOBHbIE
HacTpoWikn > KapTa ceTu.

> MpocMoTp noapo6HON MHPOpMaLum o noakN4YEHHbIX Wi-Fi knmeHTax

1. lMepenanTte Ha 192.168.0.1 n BOMANUTE, NICNOSIB3YA NAPOJb, KOTOPLIN Bbl
co3paBanv ans poyTepa.

2. Tlepengute B pasgen LonosHuTebHbIe HAaCTPONKM > BecnpoBOAHON peXxmm >
CratucTuka.

3. BaTom pasgene poctynHa nogpobHasa nHdopmaums o Wi-Fi knneHTax, BktoYas
VICI'IOJ'Ib3yeMbIl7I AuanasoH, WnudpoBaHue U nepegaHHble NakeTobl.
@ CogeT: idopmaums o Wi-Fi knneHTax Takxke SOCTYMHA NPU HAaXXaTUM MKOHOK K/IMEHTOB B pasaesnie OCHOBHbIE

HacTpoiiku > KapTa ceTu.

10.5.5. flononHuTenbHble HAacTPonKu Wi-Fi

JdononHnTtenbHble HacTponkn Wi-Fi npegHasHa4veHbl ana Tex, KOMy HegoCcTaTOYHO
OCHOBHbIX HacTpoeK. Ecnnm HacTpolkum 3TOro pasgen BaM  He3HaKOMbI,
peEKOMEeHAYETCA OCTaBUTb BCE 3HAYEHUSA MO YMOJIHYAHWUIO, B MPOTMBHOM C/lydae MOXET
YXYALWNTbCA NPOM3BOANTENIBHOCTb CETW.

1. TMepenante B pasgen 192.168.0.1 n BONAMTE, NCMNO/Ib3YS NAPOJib, KOTOPbIN Bbl
co3faBanv onsa poyTtepa.

2. lNepengute B pasgen LononHnTebHbIE HACTPOWKM > BecnpoBOAHON peXnm >
JdononHunTtenbHble HACTPOVKMN.

> U3MeHeHue [oNoNHUTENbHbIX HACTPOEeK
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[ononHUTENEHLIE HACTPOMKK | 5Ty
MIHTEpEaN Manka: 100 (25-1000)

Mopor RTS 2346 (1-2348)

MHTepean DTIM: 1 (1-255)

Mepwod oOHOBRNEHKWA MPYNNOBOTO KNHOYa: 3600 CEryHL,

Associations Maximum: 32 (1-32)

WM
KOpOTKMA 3aLLUWTHLIA MHTEpBaN:
M20MAUMA ENWEHTOR: BEMHOUWTE

Air Time Fairness BEMHOUMTE

NHTepBan maska: BBeanTe BpemMs oT 25 70 1000 Mc, B TedeHne KOToporo byaeT
nepegaBaTbCA UMMY/bLC, UHPOPMUPYIOLLUIA CETb O TOM, YTO POYTEP NO-NMPEXHEMY
aKTuBeH. 3HaveHne no ymonyanHuto: 100 mc.

lNopor RTS: BBeauTe 3Ha4vyeHne oT 1 o 2346, onpeaenaioLlee pasmep naktos
OaHHbIX. 3Ha4YeHNe No yMoHaHuio: 2346. Ecnv pasmMep npeBbIWaeT NOporoBoe
3Ha4YeHune, poyTep oTnpaBaseT Kaapbl RTS Ha KOHKPETHYO NPUEMHYIO CTaHLNIO

N OroBapuBaeT YC0BUA OTNPaBKM Kagpa AaHHbIX, B NMPOTMBHOM C/lydae NakeT TYT Xe
OoTnpaBnaeTcs.

NHTtepsan DTIM: BBeanTe 3HavyeHue ot 1 ao 255. 3HauyeHne 1 o3HavaerT,

41O nHTEepBan DTIM 6yaeT coBnagaTb C MHTEPBasiOM Masika.

lNeproa 06HOBIEHNA FPYMMOBOrO K/KOYa: BBEAUTE KOMYECTBO CEKYHA, Noce
KOTOPOro rpynroBoun K4 6yaeT 06HOBNATLCA. [10 yMOI4aHMIO yKa3aHO 3Ha4YeHne
O (rpynnoBoM KoY He 06HOBANAETCS).

WMM: rapaHTUpyeT NPUOPUTETHYIO Nepesady NakeToB C BbICOKUM NPUOPUTETOM.
OTOT NapaMeTp HEBO3MOXKHO OTKMHOUYMTb A1A 802.11n uam 802.11ac. HactoAaTenbHO
peKoMeHOyeTCA BK/IOYUTbL 3TOT napameTp.

* KOpOTKMI 3aLLUUTHBLIV MHTEPBA/T: YBE/IMYEHWE MPOMYCKHOM CNOCOBHOCTU 3a CYET
YMEHbLUEHWUA 3aUTHOro MHTepBaaa. ATOT NapaMeTp BKJIOYEH NO YMONYAHUIO.

* /1301715 KIIMEHTOB: OrpaHn4yeHne KOMMyHUKaunmn Apyr ¢ Apyrom Mexay BCemu
Wi-Fi yctponctBamu B ceTu. [1o0 yMON4aHMIO 3TOT NapaMeTp OTK/IHOYEH.
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* Air Time Fairness: npegocTaBieHne paBHOro adupHOro BPpEMEHU AN1A BCEX
NOAKOYEHHbIX YCTPOMCTB. ITa PYHKLMA NO3BOSIUT N36EXKaTb CUTyaumi, KOraa 0gHO
Med/IeHHOE YCTPOMNCTBO 3aMeaNaeT paboTy BCen CeTW.

10.6. HacTpouka TyHHens IPv6

TyHHenb IPv6 ob6ecneumBaeT goctyn K IPv6 no nogkntoveHnto WAN IPv4 n Hao60poT.

TyHHenb IPv6 — 3TO nepexogHbii MeXaHM3M, KOTOpbIn obecneymBaeT y3nam IPv6
[ocTyn K IPv4, a Takke NO3BOMIAET y3/1aM U ceTaMm IPv6 noaknovaTbea apyr K gpyry
no nHpactpyktype IPv4, noka IPv6 NnoAHOCTLIO HE 3aMeHuT IPv4. OTO BpEMEHHOE
pelweHne Ansa ceTen, B KOTOPbIX HET BO3MOXHOCTM ucnosb3oBaTtb IPv6 un IPv4
OOHOBPEMEHHO.

PoyTep nogaep>kmBaeT Tpu MexaHn3mMa TyHHenupoBaHus:; 6to4, 6rd n DS-Lite.
HacTtporika TyHHenen 6rd n DS-Lite o4eHb noxoxa.

10.6.1. Ucnonb3oBaHue TYHHeNA 6to4

Ecnn B Bawel ceTn ecTb cepBepa 6to4, MOXXHO MCMNONb30BaTb 3TOT MEXaHU3M ANs
poctyna K [IPv6. Ecnu Baw UWHTEpPHET-NpoBanaep npeaocTaBadAeT TOJIbKO
nogknaodenve IPv4, To gns goctyna K cantam IPv6 MOXHO MCNo/b30BaTb TYHHESb
6to4.

Xouvy Cospatb TyHHenb IPv6, gaxe HecMoTpa Ha TO, YTO MOW
WHTEPHET-NpOoBanaep He NPeaoCcTaBAsAEeT TYHHEIMPOBaHMeE.

Kak aT1o 1. MNepengnte Ha 192.168.0.1 n BoManTE, UCNOABL3YA NAPOb,
caenaTtb? KOTOpPbIV Bbl CO34anv 4ia poyTtepa.

2. MNepengute B pasagen JononHuUTeNbHbIE HAaCTPOoVKn > CeTb
> |Pv6 TyHHesb.

3. Bknouute IPv6 TyHHENL U BbIGEPUTE MEXAHU3M
TYHHeNMpoBaHuA 6to4, 3aTeM BblbepuTe NOAKIOYEHME
WAN 13 BbinagatoLLEero cnmcka n Haxxmmte CoxpaHuThb.
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IPv6 TyHHEND

MpumedaHne; Bl JOMKHE NEpeHACTPANEATE HACTPOMKN TYHHENA IPVE kawakid paz Nnocne Nepesarpyakm poyTepa.
MpoEepsTe, 4TO HeodxoarMos WAN COBANHEHNE NOKNKYEHD 00 HACTPORKA.

IPvE TyHHENS:

MexaHnam TYHHENMPOBaHKA:

WAN Connection:

FoTtoBo!

R MpumeyaHue

6to4

ipoe_0_0_d

R Npumeyanve
Ecnu B cnncke HeT gocTynHbiX nogkatoveHnt WAN, ybeamTecs, YTo y Bac eCTb
NOAK/TOYEHNE K UHTEPHETY M YTO MOAK/IOYEHME HE B PEXMME MOCTa.

Tenepb Bbl MOXKETE Nocewlatb canTbl IPv6 yepes TyHHenb 6to4.

Ecnu poctyna K IPv6 no-npexxHemy HeT, BO3MOXHO, B BalLel CeTU He Bbln HanaeH Ny6nyHbI cepBep 6to4.
CBAXNTECH C MHTEPHET-NPOoBaliaepoM, YTo6bI nognuncaTbes Ha cepsuc IPv6.

10.6.2. HacTtpowka TyHHens 6rd nyTéM ncnosib3oBaHMA NapaMeTpoB

WHTEpPHeT-NpoBanaepa

Xouy

Kak ato
caenaTtb?

Co3paaTb TyHHe b 6rd, UCMOb3YA NapamMeTpbl NpoBaiaepa.

MepenanTte Ha 192.168.0.1 n BONAUTE, NICNONL3YA NAPOJb,
KOTOPBbI Bbl CO34aBanu 4nas poytepa.

MepenguTe B pasaen JonosHuTeNbHbIE HacTPorkn > CeTb
> |[Pv6 TyHHEND.

BkatounTte IPv6 TyHHENb 1 BblbepUTE MEXaHN3M
TYHHEeNMpoBaHusa 6rd, 3aTeM BblbepuTe NOAKII0YEHNE
WAN 13 BbiNnagatoLLEero crnmcka n HaxxmmTte CoxpaHnTb.

B 3aBMCMMOCTM OT YKasaHui nposaraepa, Bolbepute ABTO
nnu BpyuHyto. MNpu Bbibope 3Ha4YeHua BpyyHyo Hago
yKasaTb A0MO/IHUTESIbHbIE NapaMeTpbl.

Haxkmute CoxpaHuTe.
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FoTtoBo!
@ CoBeT

IPvB TyHHEND C

MpunedaHne: Bel JOMKHEI NEPEHACTPANEETE HACTROIKK TYHHENA IPVE ka# el pas Nocrne Nepesarpyaki poyTepa.
MpogepsTe, UTo HeobxomMmoe WAN COBQNHEHKE NOAKNOUYEHD 10 HACTPOREX

IPVE TyHHEMs: [ BrOYUTE

MexaHanm TYHHENMDOBAHWR: &rd v
WAN Connection: ipoe_0_0_d ¥
THN HACTPOMKK: () ABTO (@ BpydHyw

OnuHa mackk [Pvd: L]

Mpedwmkc 6rd:

OnuHa npedukca 6rd:

|Pv4-afpec rpaHu4Hornn
pETDEHCNATOPE: o . 0 . 0 . 0

COXpaHWTb

n MpumeyaHue
Ecnn B cnvcke HeT foCTynHbIX nogkatoveHnin WAN, ybeamTtech, YTo y Bac ecTb
NOAK/II0YEHUNE K UHTEPHETY M YTO MOAK/TIHOYEHME HE B PEXMME MOCTa.

Tenepb Bbl MOXeTe nocewaTb canTbl IPv6 yepes TyHHenb 6rd.

HacTtpovika TyHHens DS-Lite aHanormyHa HacTporike TyHHens 6rd. Ecnvy Bac nogkntoueHne WAN Tosbko no IPv6 v Bbl
noAanucaHbl Ha cepBuUC TyHHenpoBaHua DS-Lite, co3panTe TyHHenb DS-Lite, pykoBoACTBYACH YKa3aHWUAMM BbILLE.

10.7. HacTtpovka EasyMesh

1. YT06bI BKAOUNTL PYHKUMIO EasyMesh, BBeguTe B agpecHoOm CTpoKe bpaysepa
http://192.168.0.1 n BoranTe B BE6-UHTEPPENC ynpaBaeHMs OCHOBHOIO poyTepa,
MCNONb3YyA CO34aHHbIV BaMW Naposib UM YKa3aHHbIV Ha 9TUKETKE poyTepa naposib
No YMOJIHYaHUIO, EC/IM Bbl €0 HE MEHS/IN.

2. lMNepengnte B pasgen [JonosHuTes/IbHbIe HACTPOVKK > BecnpoBOAHOW pexum >
HacTtponkn Mesh n nepeBeante NonN3yHokK EasyMesh Bo BKIHOYEHHOE NOI0XKEHME.

Hactpoiikm Mesh

-\ CocToaHue

EasyMesh: ()

. T
E Patoduit PESKIM BrntoudTe 4nA NoJKMHYeHWA BTOPOO poyTepa B Ka4ecTEe CNYTHUKA W pacluvpeHnA DecluosHol Wi-Fi ceTh.

@ CeTb

M BeCcnpoBOOHOR PEKHUM

- HacTpoiiky GecnposogHoro

PedMMa

- Hactpoitks Mesh
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3.

BbinonHuTe nyHKT 1 Ha poyTepe-cnyTHuKe (Tonbko Archer C5 Pro) n nepengurte Ha
HEM B pasgen [onosiHuTesbHbIe HACTPOMKN> Pabounii pexxum 1 BbIbepuTte pexxmm

EasyMesh-CnyTHuk. Haxkmute CoxpaHnTs.

4, TlogknounTe poyTtep-cnyTHUK K Wi-Fi ceT 0CHOBHOIO poyTepa.

A CocToaHne
S
£ PaGounii pesxum
b
@ CeTb
=
M BecnposoaHoit pexum
S
.') Mepeagpecaura NAT
=
POOMTENBCKMA
© KOHTPOMb
=
+ KoHTponb nponyckHoi
¥ cnocofhocT
| =
] 3awmra
=
& veN
S
& CHCTEMHbIE
MHCTPYMEHTEI

Paboumii pesxim

() MapwpyTuzatop

MpeAoCTaENAST SOCTYN B MHTEPHET ANR HECKOMEKWX MPOSOAHEIX M BECNPOSOLHEIX YCTPORCTE OAHOBDEMEHHD.

® -

() Touka goctyna

MpeoGpasyeT TekyLLyH0 NPOBOLHYK CETt & DECNpOE0nHY 0.

© & -

@ EasyMesh-CnyTHuk

C03038T eAKHYH0 BECLUOBHYI0 Wi-Fi CETh NP NOJKMHYEHWI K 4DYTOMY MapLUIPYTHISTOPY ¢ NoAfepkxoi EasyMesh

Mpumedanre: gnA Nogknic4YeHHA HeoOXoauMo BKNHYMTE dyHKLMo EasyMesh Ha ocHOBHOM poyTepe.

® &L -0 -0

HacTpoiika EasyMesh 3aBepLieHa!

CoxpaHuTs
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* HacTpoika CUCTEMHOIr0 BPEMEHM

* TeCTMpoBaHME CETEBOIO NMOAK/IHOYEHMS

* O6HOBNEHME MPOLUNBKM

* Co3paHne pe3epBHOWM KONK M BOCCTAHOB/IEHME HAaCTPOEK
* /IameHeHne napons onsa Bxoaa

* JlokanbHoOE yrnpaBieHne

* YaanéHHoe ynpas/sieHne

* CUCTEMHbIV XKypHan

¢ MOHUTOPUHI CTaTUCTUKN UHTEPHET-TPadUKa
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11.1. HacTponka CMCTEMHOro BpEMEHMU

Ha cucTemMHoe Bpemsi onuparoTcs HeKoTopble &YHKUMM poyTepa, Hanpumep,
POANTENIbCKUIA KOHTPO/b.

1. Nepengnte Ha 192.168.0.1 1 BONAUTE, UCMO/IL3YA NAP0JSIb, KOTOPLIN Bbl
cosfaBanu onsa poyTtepa.

2. MepenanTte B pasgen JonosHuTesibHble HAaCTPOUKK > CUCTEMHbIE UHCTPYMEHTLI >
HacTporka BpeMeHu.

HacTpoiika BpemeHn

Hacozoit NoAC: (GMT+03:00) Mockea, Bargan, KyeeiT, 3p-Pusg, CaHkT-MeTepbypr
[ara: 10/22/2021 (MMIOLTT)
Bpema: 18 : 39 : 57

MTP-cepeep 1: ru.pool.ntp.org (HeofAzaTensHaA HACTPOWKE)

MNTP-cepeep 2: 0.0.0.0 (HeoGAzaTensHaA HacTpoiika)

3. BoibepuTe oanH N3 cnocob60oB yCTaHOBKM CUCTEMHOIO BPEMEHMN.
Bpy4Hyto: BbibepuTe CBON YaCOBOW MOSAC, BBEAUTE AATY U BPEMS.

[TonyunTh ¢ KOMMNBLKOTEPA: HAXKMUTE 3TY KHOMKY, YTOObI NCMOb30BaTb BpeMA,
YCTaHOBJIEHHOE Ha KOMIMbIOTEpPE.

Monyunts cpegHee Bpems Mo [PUHBMYY: HaXMUTE 3Ty KHOMKY, 4TO6bI
CYHXPOHU3MPOBaTb BpeMsA C MHTepHeToM. [epen BbIGOPOM 3TOro crocoba
y6eauTech, YTO poyTep NOAKMOYEH K UHTEPHETY.

4. Haxkxmnte CoxpaHuTb, YTOObI UBMEHEHWSA BCTYNUAN B CUAY.

11.2. NMpoBepka ceTeBOro NnoAK/AYEHUA
MHCprMeHTbI ANarHOCTUKN HY>XHbl AN1A TECTUPOBaHMA NOAKTIIOHYEHUA K UHTEPHETY.

1. Nepengnte Ha 192.168.0.1 1 BORAUTE, UCMO/b3YS NAP0JSib, KOTOPbLIN Bbl
co3faBanv onsa poyTtepa.

2. Nepeniante B pasgen LononHnTeNbHbIe HACTPOWKM > CUCTEMHbBIE MHCTPYMEHTbI >
[unarHocTtuka.
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WHCTp}fI".-'IEHTbI OWarHoCTHEN:

HaxmuTe kHonky HauaTe ANA 38Nycka TecTa MHTEpHET-CORNUHEHMA.

3. Haxkmute Havatb, 4To6bI NPOTECTUPOBAaTL NOAKIOYEHNE K UHTEPHETY. Pe3ynbTaThl
TECTUPOBaAHUA MOABATCA B CEPOM OKHE.

11.3. O6HOBIEHNE NMPOLUNBKMU

R Mpumeyarmns

Mepen 06HOBIEHWEM NPOLLMBKIN Ha BCAKWUIA Cy4ali CO3[alnTe pe3epBHYH0 KOMMUIO HACTPOEK.
HE OTKJ/IFOYAWTE poyTep BO BpeMs 06HOBNEHMNSA MPOLLMBKM.

Balu poyTep HacTpoeH Ha aBTOMaTUYECKOE MOJTyHeHNE HOBbIX BEPCUIA MPOLLUMBKI. Y3HaTb TEKYLLYHO BEPCUIO
MO>HO BHU3Y CTPaHWLbl HACTPOEK

NHCTpYyKUMA N0 06HOBNEHMIO MPOLUMBKM BPYYHYHO:

1.

Mepengnte Ha 192.168.0.1 1 BONAMTE, NCMO/b3YS NapP0J/ib, KOTOPbLIN Bbl
co3gaBanv ans poyTtepa.

.Nepengute B pasagen JononHUTENBHBIE HACTPOVKN > CUCTEMHBIE MHCTPYMEHTHI >

O6HoBneHue BcTpoeHHoro MO.

.Hangute cekumo Vindopmaums 06 ycTponcTee. YoeanTech, YTo Bepcus

3arpy>XeHHOM NPOLUMBKM COOTBETCTBYET annapaTHOM BEPCUN YCTPOMCTBA.

. Hangute cekumto JlokansHoe o6HoBneHne. Haxmute O630p, 4TO6bI HaWTH

3arpy>XeHHbili daria ¢ NPOLLMBKON, U HaXxXMuTe OGHOBUTE.
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NokanbHoe obHoBNeHKe

@anN HOBOH BEPCHKM BCTROSHHOMD MO

6. Jo>xxanTtechb 3aBepLueHns 06HOBIEHUA MPOLUUBKY U Nepesarpy3km poytepa — 370
3aUMET HECKOJIbKO MUHYT.

11.4. Co3aaHue pe3epBHON KOMUU U BOCCTAHOBJIEHUE
HacTpoOeK

HacTpowikn poyTepa xpaHATCA B danne Ha poytepe. dPaiin ¢ HaCTPOMKaMm MOXHO
cKonuMpoBaTb Ha KOMMbIOTEP, YTOObI MOTOM MPU HEOBXOAUMOCTU MOXHO 6bls10
BOCCTaHOBUTb HACTPOMKM poyTepa. Kpome TOro, npu HeO6XOAUMOCTU MOXXHO
CTepeTb TEKyLUMEe HACTPOMKN M BOCCTaHOBUTb 3aBOACKME HACTPONKM.

1. Nepengnte Ha 192.168.0.1 n BONOUTE, UCMONL3YA Nap0Jsib, KOTOPLIN Bbl
cosfaBanu 4nsa poyrepa.

2. MepenanTe B pasgen [JonosHuTeNbHbIE HACTPOMKK > CUCTEMHbIE MHCTPYMEHThLI >
Pe3epBHas Konus 1 BOCCTaHOB/IEHME.

» Co3paaHue pe3epBHOM KOnuu

HaxkmuTe PezepBHas Kornus, 4To6bl CO34aTb KOMUIO TEKYLLMX HACTPOEK
Ha KOMMNbIOTEpP B BUAE darina ¢ paclumpeHmnem .bin.

PEEE‘DBHEH KOnKWA

CoxpaHeHue KonWH BaLUM: TEKYLLMX HACTPOEK.

» BoccTaHoBNEeHUe HacTpoeK

1. Haxkmute O630p, 4TO6LI HANTK Ha KOMMbIOTEPE dala ¢ pe3epBHON KOMUEN
HaCTpOEK, N HaXkKMuTe BoccTaHOBUTE.

BoccTaHoBUTE

BoccTaHoenesue COXPaHEHHELX HACTPORK N3 ¢'6I:1]'IEI.

Taun:

2. MoAo»KaMTe HECKOJIbKO MUHYT, NMOKa 3aBepLUaTCA BOCCTAHOB/IEHWE HACTPOEK
1 nepesarpyska poyTepa.

R MpumMeyanme: He oTK/lOYaliTE POyTEP BO BPEMS BOCCTAHOBNEHMSA HACTPOEK.
» BoccTaHoBJ/ieHWe 3aBOACKUX HAacTPOeEK

1. Haxkmnte BoccTaHOBUTL 3aBOACKNE HACTPOMKNA, 67
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BoccraHoBneHMe 3aBoOCKMX HACTpROEK

BOCCTaHOENEHWE HACTPORK NO YMONYAHWED.

2. MoaoxanTe HECKO/IbKO MUHYT, MOKa 3aBepLlaTcs BOCCTaHOB/IEHME 3aBOACKMX
HaCTPOEK 1 Nnepesarpyska poyTepa.

A MpumevaHus

* He oTK/IIOYaiiTE poyTep BO BPeMsi BOCCTAHOB/IEHUSA 3aBOACKMX HACTPOEK.

* [epen BOCCTAHOB/IEHMEM 3aBOACKMX HACTPOEK HACTOATE/IbHO PEKOMEH/IYETCA CO34aTh PE3EPBHYHO KOMUID
TEKYLLMX HACTPOEK poyTepa.

11.5. U3MeHeHMe naponsa gna exona

Maponb aNns Bxoda B BE6-UHTEpdENC yrnpaBieHUs MOXXHO W3MEHUTb C MOMOLLbHO
bYHKUMM yNpaBieHns YY4ETHBIMU 3anmncsaMm.

1. Nepengnte Ha 192.168.0.1 1 BORAUTE, UCMO/L3YS NAPO0JSib, KOTOPbLIN Bbl
co3faBanv onsa poyTtepa.

2. MepengnTte B pasgen [JonoaHnTesibHble HAaCTPOUKK > CUCTEMHbIE UHCTPYMEHTLI >
AOMVHUCTPATOP M HAKAUTE CEKUMIO YTipaB/ieHne YY4ETHLIMU 3arnncamu.

anaaneme YYETHBIMKM 3aNUCAMK

CTapsiil napons:

Hogklil napons:

MOATEEPANTE HOBKIA NApoNs:

3. BBeauTe cTapbili Napo/ib, 3aTEM ABaX<Abl BBEANTE HOBbIN (BCE MO/ YyBCTBUTESbHbI
K perncTpy). Haxxmure CoxpaHnTe.

4, C 3TOro MOMeHTa UCnosib3ynTe A1 BXo4a HOBbIN Napob.

11.6. JlokanbHOe ynpaBneHune

JlokanbHOE ynpaBfeHWe MO3BOAAET paspewaTtb WM  3anpewatb JI0KalbHbIM
YCTPOMCTBaM ynpaBnAaTb poyTepom. o ymMon4aHmo poyTepomM MOryT ynpaB/saTb BCe
MOAKMNOYEHHbIE NIOKaNbHbIE YCTPOWCTBA. TakKe MOXHO BblopaTb 0AHO YCTPOWCTBO
ANA ynpaBneHua poyTepoM n 6esonacHoe siokanbHoe ynpasneHne no HTTPS.

CnepynTte ykasaHuWsAM HWXKe, YTOObl paspelmnTb JI0OKasbHO YMpaBAATb POYTEPOM
no HTTPS ToNbKO BbIGpaHHOMY YCTPONCTBY.

1. TlMepengnte Ha 192.168.0.1 n BOMANTE, NCNOJIB3YA NAPOJIb, KOTOPLIN Bbl
cosfaBanu onsa poytepa.

2. [lepengute B pasgen LononHuTesibHble HacTPOWKN > CUCTEMHBIE UHCTPYMEHTHI >

AomuHucTpaTtop. Hangute cekumto JlokanbHoe yrnpas/eHue, 68
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3. OcTaBbTe Mo YMON4YaHMO 3HaYeHus oaa napameTpos. [NopT ana HTTP u MopT and
HTTPS. BknounTe JlokansHoe ynpaesneHune yepes HTTPS. Beegute IP- n MAC-agpec
JNIOKaNIbHOro YCTPOMUCTBA, C KOTOPOro 6yAeT BbiMOAHATLCA YNpaB/ieHNe POyTEPOM.

NokanbHoe ynpaenexue

NokansHoe ynpasnedwe yepes HTTF:

Mopt ana HTTP: 80
TNokaneHoe ynpaenedye yepes HTTPS:

Mopt ana HTTPS: 443

IP-/MAC-agpec: 192.168.0.100

4. Haxkmute CoxpaHnTb, YTO6bl USMEHEHWUsI BCTYNWUIN B CUAY.

Tenepb poyTepPOM MOXHO ynpaBasaTb Kak no HTTP, Tak nno HTTPS.

R MpumeyaHme: ecnm Hy>HO pas3peLLnTb YNpaBaaTb POYyTEPOM BCEM YCTPOCTBaM, 0OCTaBbTe NycThiM none IP-/MAC-
afpec.

11.7. YoanéHHoe ynpaBneHue

Mo ymon4yaHuio yaanéHHble YCTPOMCTBA HE MOryT YMpaBiAaTb POYTEPOM 4epes
NHTEepPHET. Npn HEOBXOAMMOCTN MOXKHO BK/IOUYNTL yaanéHHoe ynpasnaeHue no HTTP
n (nnn) HTTPS (BTOpPOW BapmaHT 6e3onacHee).

MNpumeyarHve
Ecnn Baw WHTepHeT-npoBaiaep npuceavBaeT 4acTHble IP-agpeca WAN (Hanpumep, 192.168.x.x wanm 10.X.X.X),
yaanéHHoe ynpasnieHne 6yaeT HeAOCTYMHO, MOTOMY YTO YacTHble ajpeca He MPOXOAAT YePe3 UHTEPHET.

BbInonHUTE yKasaHWA HUXKe, YTO6bI pa3peLllnTb yaanéHHbIM YCTPONCTBaM yrpaBisaTh
poytepom no HTTPS.

1. MNepenante Ha 192.168.0.1 n BONAUTE, NICNONL3YA NAPOJIb, KOTOPbLIN Bbl
co3pgaBanu ans poyrepa.

2. [lepengute B pasnen LononHuTesibHble HacTPOWKM > CUCTEMHBbIE UHCTPYMEHTHI >
AomMuHMcTpaTop. Hangute cekumio YaanéHHoe ynpasieHme,
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YaanéHHoe ynpasneHue

YOaneHHoe yNpaEneHue:
YaaneHHoe ynpaeneHue yepes HTTPS:
MopT: 443

YNpaENATE POYTEPOM Yepes anpec:

PaspelusHHsle KNMEHTCHUE YCTPORCTEE ANA YOANEHHOTD YNDEENEHHR"

Tensko cnegyowne IPMAC agpeca

3. Bknounte YoanéHHoe ynpaneHue n YganéHHoe ynpasnenve no HTTPS.
OcTaBbTe N0 YyMOYaHUIO 3Ha4YeHne napameTpa [oprT.

4. YKaxKuTe KIMEeHTCKOE YCTPONCTBO, KOTOPOMY HY>KHO paspeLunTb yaanéHHoe
ynpasneHue. Boibepute Bee, 4To6bl pa3peLlunTb BCEM YAaNEHHbIM YCTPOUCTBaM
ynpasasTb poyTepoM. Ecam Hy>XHO BbI6paTb 0AHO KOHKPETHOE YCTPOMUCTBO,
BblbepuTe Tosibko a1oT IP- n MAC-agpec n Beegute IP- n MAC-agpec ycTponcTaa.

5. Haxmunte CoxpanHuTs.

Yepes nwb6o0e YCTPOMCTBO MOXHO BbINOSHUTL BXO4 B WHTepdenc poyrtepa
No MHTEPHETY C MOMOLBIO agpeca, 0TobparkaeMoro B nosne YrpaensaTb poyTepom
yepes agpec.

@ MpumMmeyaHus

1. Ecnv npun yaanéHHOM BXOAE B BEG-MHTEPENC ynpaBIeHna NOSBUIOCH NPeaynpexXaeHne o ceptudumkare,
Haxkmute [loBepATh (MM ApYror aHanornyHbI BapuaHT). YTo6bl 3TO NnpeaynpexxaeHne 60/bLue He NOSABAANOCH,
CKayvaWite n yctaHoBuUTe cepTudmKaT B BEG-MHTEPdENice poyTepa B padaene [JononHUTeIbHbIE HACTPONKN >
CucTeMHble MHCTPYMEHTbI > AOMUHMCTPATOP.

CepTudmkar

2. 06bI4HO y poyTepoB anHamudeckuii IP-agpec WAN. MNepengute B pasgen HacTtpoika guHamuyeckoro DNS, ecnm
HY>XHO BOWUTU B BEG-UHTEPdENC poyTepa Yepe3 AOMEHHOE UMS.

11.8. CnCcTEMHDbIN XXYypHan

CuUCTEMHBIN »XypHan NoMoraeT Niyyle MOHATb, YTO MPOUCXOAMUT C POYTEPOM U rae
npousowén cobon. Hanpumep, nNpu BO3HUKHOBEHMM MpPobaeM ¢ paboTon poyTtepa
MO>XHO COXPaHUTb CUCTEMHbIA >XypHan WU OTNpaBuUTb €ro COTPYAHWKaM Cy>K6bl
TEXNoAAEPXKKN ANS1 yCTPaAHEHUsI HEMONaAoK.

1. TlMepenanTte Ha 192.168.0.1 n BOMANTE, NICNOJIB3YA NAPOb, KOTOPLIN Bbl
co3paBasnv ass poyTepa.

2. [lepengute B pasgen LononHuTesibHble HacTPOWKN > CUCTEMHBIE UHCTRYMEHTHI >
CnCTMEHBIN XKypHan. 70



naBa 11 YnpaBneHue poyTepom

CHCTEMHBIA XKypHan

Tun: BCE

YpOEEHE. Cboi

@ vnanums Bcé

D Bpema Tun YDOEEHL CooepsMmoe ¥ypHana

» MMpOCMOTP CUCTEMHOrO >XypHana
MO>XHO OTOUNLTPOBATL 3aNNCU XKypHasa No TMNy 1 ypoBH0. Haxkmute O6HOBUTE,

YTOObI 06HOBUTb CUCTEMHBIN XXYpPHa.

» CoxpaHeHue CUCTEMHOro XXypHana
CVCTEMHBIV XXypHaa MOXHO COXPaHUTb Ha KOMMNbIOTEP AW yAanéHHbI cepBep.
HaxkmuTte CoxpaHnTb >KypHas, YTO6bl COXPaHUTL XKYpPHan Ha KOMMboTepe B dpopmare

txt. Haxxmute HacTpoiku xxypHasia 4To6bl yKasaTb MyTb COXPaHEHUs.

HacTpo#ku xypHana

MWHUMATEHEIR YPOBEHE Cnpaexa

MMHAMANEHEIR YPOBEHE: BHumaHwe
IP-agpec cepeepa 192.168.1.100
MopT cepeepa 514

¥poBeHE MOHWTOPKHHTA: User

* CoxpaHnTb NIOKaNLEHO: BbIGEPUTE 3TOT MYHKT, YTOObI COXPaHUTb CUCTEMHBIN XXypHan
B JIOKa/IbHOM NaMATK poyTepa, BblbepuTe M3 BbiNagatoLero cnmcka MMHUMasbHbIN
YPOBEHb 3anucer CUCTEMHOrO >XypHasna, KOTOpble HaAo COXpaHuUTb. 3anucu
YXypHana 6yayT oTobpa)katbCsa B Tabauue no ybbiBaHMO B pasgene CucTeMHbI
YKypHarn.

» CoxpaHuTb yaasrEHHO: BbIGEPUTE 3TOT NYHKT, YTOObLI OTMPaBUTb CUCTEMHbIN XXypPHas
Ha ydanéHHbIN cepBep, BblbepuTe 13 BbiNajarowero Cnmcka MMH1UMasbHbIM YPOBEHb
3anncen CUCTEMHOrO >XypHasa, KOTOopble HaZ0 COXpaHUTb, U BBeAUTE JdaHHble
yAanéHHoro cepsepa. Ecnn Ha ypanéHHOM cepBepe eCcTb WHCTPYMEHTbl AN

MPOCMOTPA >XXYPHAN0B, TO CUCTEMHbIN XYPHa/I MOXXHO 6YyaeT OTKPbITb U U3Y4YNTb B

peabHOM BpeEMEHMN. 1



Mnasa 11 YnpaBneHue poyTepom

11.9. MOHUTOPUHI CTaTUCTUKN UHTEPHET-TPpadunKa

B pasgene ctatnctukm Tpaduka otobparkaeTca MHbopmauma 06 M3pacxogoBaHHOM
yCTpoKcTBamn Tpaduke 3a nocnegHue 10 MuHyT, 24 Yyaca wam Hegento.

J MPyMeyaHue: BKOYeHNe GyHKLMM CTaTVCTUKa Tpadrka MOXKET CYLECTBEHHO CHU3WUTL NMPOU3BOANTE/NILHOCTL
1 MPOMYCKHYI CMOCOB6HOCTb YCTPOWCTBA.

1. Mepengnte Ha 192.168.0.1 n BOMANTE, UICNOb3YS NApPO/ib, KOTOPbIN Bbl CO34aBamn
ansa poyrtepa.

2.MepenguTte B pasgen JononHnTensHble HacTponky > CUCTEMHBIE MHCTPYMEHTHI >
Cratuctuka.

3. [MepeBeanTe NON3YHOK BK/IHOYMTE CTAaTUCTUKY TpadrKa BO BKIKOYEHHOE
MONIOXKEHWNE, YTOObI NONYYUTb BO3MOXHOCTb MPOCMaTpPUBaTb 06L1ee YACIO NaKETOB U
6anTOoB, NOJIYYEHHbIX U NEpeaaHHbIX POYTEPOM 3a YKa3aHHbIN VIHTepBas CTaTUCTUKN.
Mo ymon4aHuio ata pyHKLUMA OTK/IOYEHA.

CTatucTvka Tpadmka

BEMHOYHTL CTATHCTHEY TpadHEa:

MHTepEaN CTAaTHCTHEM: 20 CEKYHL

4. MNoapobHas nHpopmauma 06 n3pacxogoBaHHOM TpaduKe AOCTyMNHa B Tabive
CTaTUCTUKKN TpaduKa.

Tabnuua cTaTUCTUEX TpadMKa

O YO8NWTk BCE

Tekywee = Texyulee
KOM-B0 KOM-EO
NaKeTos Gaur

WToro MToro
nakeTos GaiT

CropocTe | CropocTs | CKOpPOCTB

ICMP UDP Syn | YiameHnTs

IP-agpec MAC-aopec
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YacTo 3apaBaeMblie BONpPOCHI

B1. 410 penatb, ecnu A 3a6bin naponb ot Wi-Fi ceTn?
Maponb Wi-Fi ceTn No ymMOn4yaHUIO yKasaH Ha 3TUKeTKe poyTepa. Ecnum e naponb
No YMOJIHaHUIO U3MEHANCSH, TO:
1. MoakntounTe poyTep K KOMNbOTeEPY No Kabento Ethernet.
2. Mepenante Ha 192.168.0.1 n BOMANTE, NCNOSB3YA NAPOJb, KOTOPLIN Bbl
cosfaBanu 4nsa poyTepa.

3. MepenanTte B pasgen OCHOBHbIE HACTPOWVKN > BECNPOBOAHON PEXKNM, YTOObI
c6pocutb naposb Wi-Fi cetw.

B2. Yt0 genatb, ecnum s 3a6bin1 NAposib OT Be6-nHTEpPenca?
e Haxkmute n yp,ep>|<|/|Bal71Te KHOMKY Reset He MeHee NaTn CeKyHA, NOoKa BCe

WHAWKaTOpPbI pOyTepa Ha MrHOBEHWE He 3aropATCcH, YTO6bl BOCCTaHOBUTL 3aBOACKME
HacTPOWKN, 3aTeM nepengute Ha 192.168.0.1 n cosaanTe HOBbI Napo/ib.

A Mpumevanue
® He 3abyabTe 3anucaTb HOBbIW Napo/ib, YTOObI He 3a6bITb ero. 18 4OCTyna B UHTEPHET NOC/ie BOCCTaHOBNEHUSA
3aBOACKNX HACTPOEK poyTep Hago 6yaeT HaCTPOUTb 3aHOBO.

B3. YTto penatb, ecnu He ynaétca BouTu B Be6-nHTepdpenc?

* Y6eamnTech, 4TO poyTep NpaBu/ibHO NOAKIKOYEH K KOMMNBIOTEPY M YTO rOpAT
COOTBETCTBYHOLUME UHANKATOPSI.

* Y6eanTech, 4TO KOMMbIOTEP aBTOMaTMyecku nonyyaet IP-agpec v agpec
DNS-cepBepa.

* Y6eanTecsb, 4TO Bbl BepHO BBeNM 192.168.0.1.

* MNpoBepbTe HACTPOMNKN KOMMbIOTEPA:

1) MepenanTte B pasgen [yck > [MNaHens ynpasniedna > CeTb U VIHTepHET
N HaXkmuTte [pocMOTp COCTOSAAHME CEeTU M 3a4au.

2) Haxkmute CoiicTBa 6pay3epa B HKHEM JIEBOM YIy.

3) NepenanTe Ha BKNagky MoaxnioyeHus.
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Ofwme besonacHoCTE K oH(MAEHUMANEHOCTE

CoaepsaHue MoaknoqeHA MporpamMmel

HdononHUTensHo

1
Ana yCTaHOEKKM NOAKMKYEHHA KOMNBKOTEpa Y¥CTaHoBMTE

K MHTEPHETY LWENKHWTE 3TY KHOMKY.

HacTpolika KOMMYTHPYEMOrD COEAMHEHMA M BHPTYaNEHEIX

YACTHEIX CETEN

£3h VPN-noakmoverne
£ VPN-noakmoqeHue 2

LLlenkHMTe KHoNKY "HacTpoika”™ ana napamMeTpel
MPOKCM-CEPBEPS ANA 3TOMO NOAKMKOYEHMA,

HacTpolika NapaMeTpos NOKANEHOMA CETH

MapaMeTpbl NOKANEHONA CETKH HE MPUMEHAKDTCA
ANA NOAKIKIHEHAA YOaNeHHoro gocTyna. Ana
NEpaMETPbI KOMMYTHPYEMOr0 COEAMHEHMA
WENKHMTE KHOMKY "HacTpolika”,
PECNONOKEHHYHD BhILE,

OobaeuTe. ..
Oofaents VPM...
YaanuTe...

HacTpolika

HacTpoiika ceti

QK OTMeHa MpHUMEHKTE

4) Ha>kmute HacTtporika cetun, yéepuTe rasiodku n3 BCex oKoLwek n Haxkmute OK.

B - "
‘; HECTPDMKE napameToE NOKaNeHOW CETKH

ABTOMaTHYECKSA HEL‘l’DDIﬁKE

X

YTobbl MCNONE30BaTE YCTEHOBNEHHEIE BRYYHYHD NapaMeTpbl,

OTHNOYMTE aETOMaTHHECKYHD HEI__I'I:IDI-TH'Z}' .

[ ] ABTOMaTH4ECKDE ONPEQEnEH1E NAPEMETPOE

[ ] Mnone308aTE CLUEHaPHI BTOMATHHECKDNH HACTPONKH

MpoKcH-CEpBEp

] ANoNE30BaTE NPOKOM-CEPEED ANA NOKANEHEIX NOAKAKIYEHMA (He
MPMMEHAETCA ANA KOMMYTHPYEMBX MK VPN -NoaKkoYeHHi).

g0

AdononHMTensHo

He mmonesoEaTE NpoKCM-CEPEED ANA NoOKaneHBIX aapecoB

Ommeria
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5) NepenguTe Ha BKNagky JonosHUTENBLHO > BOCCTaHOBUTL AOMNOJHUTEbHbIE
napamMmeTpbl, HaxkMnTe OK, YTO6bI COXPAHUTL UBMEHEHMS.

& Cooiictsa: MHTepHer 7 >

Ofwme BesonacHocTb KoHdMoeHUMaNEHOCTE
CopepsaH1e MNogknrYeHua MporpaMMbl JononHurensHo

MapaMeTpbl

% BezonacHocTe A
] ssL3.0
TLS 1.0
(] BnokvposaTe HefEIONaCHEIE PUCYHIG M APYIOM CMEWEHE
|:| BrntoueHue duneTpa SmartScreen 3awnTHars Windows
|:| BrniounTe 64-paspagHeie Npoueccsl ANA pacuMpeHHoro
BrAto4MTE BHYTREHHIOK noadepsky XMLHTTP
] BratoumTh paCUMpeHHENt SELLMLIEHHEI pEHuM™
BrvounTE xpadunuwe DOM
Woonbsosate TLS 1.1
Waonezoeate TLS 1.2
|:| WMcnonesosaTe TLS 1.3 (3KonepMMeHTansHaA Bepoia)
] He coxpanaTe sawmdpoBaHHEIE CTPEHWLET Ha AWK

[ OTNpaERATE Ha Nocellaempe uepes Internet Explorer e ¥
< >

* MzMeHEHMA BYAYT NMPUMEHEHEI NOCNE NEPEIENYCKE KOMMBIOTEDS
BOCCTEHOBMTE AONONHMTENEHEIE NApaMETPEI
Chpoc napareTpos napaMeTpel Internet Explorer

BozEpawaeT napameTpel Internet Explorer k sHa4eHKAM

Chpoc...
Mo YMON4aHKKD, po

WMcnonezyiiTe cipoc ToNeKD ecnM ofo3peBaTens HepaboTonocobeH.,

OTMeHa MpHUMEHHTD

* [lonpobynTe BbINOAHUTL BXOA, MCMOMb3YA APYron 6pay3ep UM KOMMboTep.
* BoccTaHOBWTE 3aBOACKME HACTPOMKK poyTepa U NOBTOPUTE NOMbITKY. Ecan BONTH

Mo-NpPeXXHeEMY He NOoJ1y4aeTCH, CBIXKMUTECH C HALLEN CY>XO60M TEXNOAAEPXKKU.
| MpumMeyaHue: oA 4oCTyna B UHTEPHET NOC/1e BOCCTAHOB/IEHUA 3aBOACKNX HACTPOEK POyTep Haao 6yaeT HaCTPOUTb

3aHOBO.

B4. YTo genatb, ecnv nocne 3aBepLleHna HaCTPOUKM HET JocTyna
B UHTEPHET?

1. TMepenanTte Ha 192.168.0.1 n BOKAMUTE, NICNOJIB3YA NAPOb, KOTOPbIN Bbl
co3fasasiv onsa poyTrepa.

2. [lepengute B pasgen LononHuTtesbHble HacTponkm > CocTosHME, YTOODI
NPOBEPUTb COCTOAHME NOAK/TIIOYEHUS K UHTEPHETY.

Ecnv IP-agpec pencTtBuTenbHbI (KaK Ha CHUMKE 3KpaHa HWXe), BbINOJIHUTE
yKasaHus Huxe.
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WHTEPHET | IPvE

MAC-agpec: 7C:8B:CA-83:BE:46
IP-appec 58.61.172.101
Macka nogceTH: 295.255.255.255
JCHOBHOM Wk 58.61.172.1

MpeanoduTaemsIi e i
DNS-cepeep 202.96.134.33

AncTepHaTHBHLIA DNS- s -
cepeep: 202.96.128.86

TWn NoJKMIOYEHNER PPFoE

CropocTe coeguHenna: OMouT/c

* BO3MOXHO, KOMMbIOTEP HE pacno3HaéT agpeca cepsepa DNS. MNonpobyinte
HacTpouTb cepeep DNS BpyuyHyto.

1) NepenguTe B pasgen [ononHutensHele HacTtpokn > Cets > DHCP-cepeep.

2) Beegnte 8.8.8.8 B none lNpeanovntaemeit DNS-cepBep 1 HaxkMuTe CoxpaHuTe.

@ CoBer: 8.8.8.8 — 310 6€30nacHbI Ny6nmyHbIin DNS-cepsep oT Google.

HacTpoiku

DHCP-cepeep:

Myn IP-agpecos: 192.168.0.100 - 192.168.0.199

Cpox OeACTBMA adpeca: 120 MMHYT (2-2880. Mo yMonuaxui: 120)
OCHOBHOM WNKZ: 192.168.0.2 (HeobAzaTeNsHan HacTporKa)
MpeanoynTaemeii DNS- 8.8.8.8 (HeobAzaTensHaA HacTporka)
cepeep:

ANTEPHATUEHLIR DNS- (HeobAzaTeNsHan HacTporKa)
cepeep:

* [lepesarpysnte MOAeM (ECN OH ECTb) N poyTep.

1) OTKkNOUMTE Ha OAHY MUHYTY MOAEM (€C/IM OH €CTb) 1 poyTep.

2) BknrounTe MOAEM U AOXKANTECH, KOrAa 3aropuTca MHAMKATOP NOAK/IYEHMUSA
K UHTEPHETY.

3) BkawounTe poyTep 1 nogoxauTte napy MMHyT.

4) MpoBepbTe MHTEPHET-NOAK/OYEHNE.

* BoccTtaHOBUTE 3aBOACKME HACTPOWKN poyTepa U HaCTPOMTE ero 3aHOBO.
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* O6HOBUTE NPOLUMBKY poyTepa.

* [poBepbTe HacTponkm TCP/IP yCTponcTBa, Ha KOTOPOM He paboTaeT MHTEPHET,
€C/N BCe OCTasIbHble YCTPOMUCTBA MOy T NOAK/IOYMTLCA K MUHTEPHETY Yepes poyTep.

Ecnny Bac IP-agpec 0.0.0.0 kak Ha n3o6pa>keHnun Huxe, NoNpPo6yinTe BbINONAHUTL
cnepyrowme yKasaHus:

HuTepHeT | 1Puss
MAC-agpec: TC:8B:CA-83:BE:46
IP-anpec 0.0.0.0
Macka nogceTi: 0.0.0.0
OCHOBHOM LLINKDE: 0.0.0.0
MpeanoYuTasmMsli 0.0.0.0

DMS-cepeep

ANLTEPHATHEHLIA DNS- & 6 1
cepeep: T

* Y6eamTech B NPaBUIbHOCTU PU3NYECKOTO NOAKIAYEHNA MEXAY MOAEMOM
N pOyTEPOM.

@ CoBeTbl

* HekoTopble MHTEpPHET-NpoBanaepbl perncTpupytoT MAC-agpeca KOMMNbIOTEPOB CBOMX MOJIb30BaTENEN
npv NEPBOM MHTEPHET-NOAK/IHOYEHUN Yepes KabesbHbI MoaeMm. MNpu AobaBneHnn K ceTn poyTepa
MAC-aapec namenHnTcs, noatTomy Tekywmin MAC-agpec Heo6xoaMMO CKONMpoBaTh A4/19 poyTepa.

*  [pwu nogkntoveHnn no Wi-Fi n no kabento MAC-agpeca komnbioTepa 6yayT pasHbIMA.
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* iameHeHme IP-agpeca LAN poyTepa

A Npumeyarve

B 6onbwKnHCTBE poyTepoB B KadecTse IP-agpeca LAN no ymondaHuto ncnonbsyetcs 192.168.0.1/192.168.1.1,
4YTO MOXXEeT co3AaBaTb KOHGJIMKT € Avana3oHoM IP-agpecoB TeKyLero Mogema unm poytepa. B Takux criyyasx
poyTep He MOXeT B3aMMOAENCTBOBaTb C MOAEMOM W, COOTBETCTBEHHO, HET AOCTYNa B UHTEPHET. [1nA pelueHus
3TOM Npob6aembl He06x0aAMMO n3mMeHuTb IP-agpec LAN poyTepa, Hanpumep, Ha 192.168.2.1.

1) Nepengute Ha 192.168.0.1, n BOKANTE, NCNOJIb3YSA NMapOsib, KOTOPbIM Bbl
co3pgaBanu ans poyrepa.

2) MNepenguTe B pasgen [ononHutensHele HacTponky > CeTb > LAN.

3) UameHunTte IP-agpec LAN B COOTBETCTBUM C NPUBEAEHHBIM HUXKE
n3obpaxkeHnem. B gaHHOM npumepe ncnosb3lyeTtca agpec 192.168.2.1.

4) Haxkmute CoxpaHuTh.

DHCP-cepeep

BepcuA IP-npoTokona IPvE
MAC-appec: 00-00-0F-01-25-11
|P-agpec 192 . 168 2 1

Macka nogceti: 255255 255 0

* [epesarpyante MoaeM (ECN OH ECTb) N pOyTEP.
1) OTKNOUYMTE Ha OAHY MUHYTY MOAEM (eCnn OH eCTb) U poyTep.
2) BknwounTte MOAEM M JOXKANTECH, KOrAa 3aropuTtca MHANKaToOp NOAKIHOYEHNS
K UHTEPHETY.
3) BkarounTe poyTep v NO40XKANTE Napy MUHYT.

4) MNMpoBepbTe MHTEPHET-NOAK/OYEHNE.
* [lpoBepbTe TMMN MHTEPHET-NOAK/OYEHUA.

1) YTOYHUTE Y MHTEPHET-NMpOBanaepa CBOM TUM MHTEPHET-MOAK/IIOYEHMS.

2) Mepengnte Ha 192.168.0.1 n BOMAMTE, NCNOJIb3YA NApO0/b, KOTOPbIN Bbl
cosfasasnu ana poyrepa.

3) Nepengute B pasgen OCHOBHbLIE HACTPOMKM > VIHTEPHET.

4) BbibepuTe CBOM TUM NOAKIYEHNA K VIHTEPHET U YKaXkuUTe gpyrue
napameTpebl.

5) Haxkmute CoxpaHuThb.
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HacTtpoiika nogknmiodenna Kk MHTepHeT

Brneoyuts VLAN BrNiOMWTE
T HHTEPHET-NOOENHMEHWA" OuHamuyeckwd IP-agpec
FFFoE/FPFPPoE PoccuA

Cratuuecknn IP-agpec

L2TP/L2TP PoccuA

PPTP/PPTP PoccuA

6) CHoBa nepesarpy3nte Moaem (ecnum oH ecTb) U poyTep.

* O6HOBUTE NPOLUMBKY poyTepa.

Ecnun HMYTO 13 yKa3aHHOr O BbILLe HE NMOMOT/10, CBAXKUTECH C HaLlen Cy>XK60m
TEXNOAAEPKKMN.

B5. Kak ucnonbsosatb Mmoct WDS ansa pacwmperHusa Wi-Fi cetu?

Ecnun 30HbI Wi-Fi NOKpbITMA OCHOBHOIO poyTepa HegocTtaTouyHo, MocT WDS nomoxeTt

PELNTb 3TY NPOBIEMY.
R MpumeyaHus

e @OyHkumst MocT WDS HacTpamnBaeTCcs Ha poyTepe, KoTopblili 6yaeT pacwumpate Wi-Fi ceTb.

e O®OyHkuma moct WDS MoxkeT paboTaTb Ha gnanasoHax 2,4 'Mun 5 I'u. B npumepe ncnonbayeTtcs agnanasoH 2,4 Mu.

1. TMepenanTte Ha 192.168.0.1 n BOMANTE, NICNOJIB3YA NAPOJb, KOTOPLIN Bbl
cosfaBanu ansa poyrepa.

2. IP-agpec LAN gonosHnTeNnbHOro poyTtepa A0/KeH 6bITb B 0AHOM NOACETU C
KOPHEBbIM poyTepoM (255.255.255.0). Hanpumep, ecnn IP-agpec KOpHEBOro
poyTtepa— 192.168.0.1, To IP-agpec 4ONONAHUTENBHOrO poyTepa MOXeT 6bITb
B AnanasoHe oT 192.168.0.2 0o 192.168.0.254.

3. Nepengute B pasgen LononHUTeNbHbIE HACTPOMKN > BecnpoBOAHOM PEXNM >
LononHnTtensHble HacTporku. Hanante cekunio WDS M OTMETbTE OKOLLKO
Bkntountb mocT WDS.

WDS

MocT WDS:

Name(SSID):

MAC-anpec (¢ KOTODOMY Bl XOTHUTE
NOAKNKYUTECR)

3awmra: WPAMIPAZ Personal WEP
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4. Haxxmnte CkaHMpoBaTb, YTOObI HANTK BCE AOCTYMHbIE YCTPOWCTBA U BblbpaTb CETb.

CnuUCoK Touek aocTtyna

MowWHOCTE

D MAC-agpec 551D peininly

00-00-0F-01-25-

Kanan | Wngpoeadwe MogQEMHYKTE

1 TP-Link_2511 2 LlndposaHne @G

"

5. Haxkmute MKoHKy noakntodeHmsa — nona SSID, MAC-agpec 1 3awumTa 3anonHATCA
aBTOMaTUYEeCKM.

WDS

Moct WDS: [¥] BemoumTs mocT WDS

Name(SSI0): TP-Link

MAC-afpec (K KOTODOMY Bkl XOTHUTE
MO TECA): 7C-8B-DB- F3- 36 - B6
JawmTa: ® Hetzawwrsl (O WPA/WPA2 Personal () WEP

6. HaxmuTe CoxpaHnThb, YTOObl UBMEHEHUSI BCTYMNWN B CUITY.

COXpaHWTL

7. TMepengute B pasgen JononHutensHole HacTporky > CeTb > LAN 1 oTKAoumTe

napameTp DHCP.

loToBo! Wi-Fi ceTb KOpHEBOro poyTtepa pacwumpeHa. [AnAa
K pacwmpeHHon ceTn mcnonbdymte umsa (SSID) n naponb Wi-Fi cetn KoOpHeBOro
poyTepa.

R MpumevaHus
Wwms (SSID) n naponb Wi-Fi ceT 4onoHMTEIbHOrO poyTepa MOryT OT/IM4aTbCs OT TAaKOBbIX KOPHEBOIO poyTepa.

M3mennTb SSID 1 naponb MOXHO B pa3aene OCHOBHbIE HACTPOWKM > BeCnpOBOAHOM PEXUM.

NOoAKMHOYEeHNA

MocT TakKe MOXHO cOo3aTb BPYYHYLO: BBeauTe nums cetu (SSID) n MAC-agpec ceTu, ansi KOTopor CO34aéTCs MOCT.
BbibepuTe TN 3awmThl M BBEAWUTE COMYTCTBYHOLLME NapaMeTpbl, KOTOPbIE JO/HKHbI COBMaAaThb C TaKOBbIMU CETH, AN

KOTOPOW cO34aéTCA MOCT.
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B6. Yto nenatb, ecnu He yaaétcsa Hautu Wi-Fi ceTb unm nogkniountbea
K HEn?

Ecnu He yaaéTtcsa HanTu Hukakyto Wi-Fi ceTb

Y6eamntecb, 4TO Ha K/IMEHTCKOM ycTpoucTBe BKMOYEH Wi-Fi, n yTtOo ycnewHo
yCTaHOB/IEHbl COOTBETCTBYIOLLME AparBepa. Hanpumep, ecnn Ha Windows 7 n 6onee
HOoBbIX Bepcusax Windows nosBnsaeTca CoO6LEHME O TOM, UYTO HET AOCTYMHbIX
NOAK/IIOYEHUIN, OB6bIYHO 3TO CBA3aHO C TeM, YyTo Wi-Fi OTK/IIOYEH nnn 4TOo-TO MeLlaeT
ero pa6borte. Haxmute YcTpaHuTe Henonagky (Man gpyroe aHanormyHoe MeHH0),
1 BnosiHe BO3MOXHO, Windows caMOCTOATE/IbHO HAaWAET U YCTPaHUT HENOAKY.

Ecnu ypaétca Hantm nobyro Wi-Fi ceTb, KpoMe cBoen

* Y6eauTtecn, Uto roput nHankatop WLAN poyTtepa n mogema (ecnm oH ecTb).

* Y6eanTecsh, YTO KIIMEHTCKOE YCTPONCTBO HaX0AMTCA B paavyce AeUCTBUA poyTepa,
N pa3MecTuTe ero 6imxe K poyTepy, eC/ii OHO C/IMLLIKOM Janeko.

* Nepengute B pasaen LononHnTebHbIe HACTPOVKM > BeCcnpoBOAHON PEXKUM >
HacTtponkn 6ecnpoBoaHOro pexknumMa n npoeepbTe NnapameTpbl Wi-Fi. Yoeantecs,
410 MM (SSID) n naponb Wi-Fi ceTn He CKPbIThI.

HacTpolku GecnpoBoaHOM pexumMa

WMmA cetw (SSID): TP-Link_2511 CephiTs S51D
3awmTa: WPAWPAZ Personal (pekomeHayeTca)

Bepcus: AETO

LWndpoeanne:

Maponk: 12345670

Pesm: 802.11bfg/n crmelwanHEN

Kanan: ApTo

LUMpyHa kaHana: AgTo

MOWHOCTE NepenaTumEa Huzkan CpeaHaa

Ecnn ypaérca Hantn Wi-Fi ceTb, HO He yAaéTcsa NOOKIOUYNTLCS K HEN
* Mpo6nema c ayteHTUMKaUMEN

1) WUHorga npu nepeoM nogkaodeHnmn Kk Wi-Fi cetm 3anpawwmsaetcs PIN-kog
(He nyTaTb c naponem Wi-Fi n kntouom 6e3onacHocTtun ceTtn). O6bi4HO PIN-KOL
MOXHO HalTW TONBKO Ha 3TUKETKE poyTepa.
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2) Ecnv He yaaéTtcsa HanTh PIN-kKoa nnm ecnv npm ero BBOAE NOABASETCA OLIMOKA,
MO>HO Bbl6paTh OMNLMi0 NOAKIYEHNA C MOMOLLBIO K/Tto4a 6€30MNCHOCTU CETU UK
naponsa Wi-Fi.

3) Ecnm no-npexkHeMy NOsBAETCSA OLUMOKA O HEBEPHOM NapoJie, NepenpoBepbTe
napoJib poyTtepa.

R Mpumeuanue: naposnb Wi-Fi 1 ko4 6€30MacHOCTY CETU YYBCTBUTE IbHbI K PEFUCTPY.

¢ Windows He Mo>KeT noaKno4unTbes K cetn / NoakntoveHne K CeTy BbINOJIHAETCA
[oblUe 06bIYHOIO:

* [lpoBepbTe KadecTBO Wi-Fi curHana — ecsm MOLWHOCTb CUrHana H1U3Kas,
pasMecTuTe poyTep 6amKe N MOBTOPUTE MOMbITKY.

*  WameHunTe Wi-Fi kanan poyTtepa Ha 1-i, 6-1 unn 11-in, YTO6bl YMEHbLUUTD
NOMEXM OT APYruX CETEN.

* [lepeyctaHoBUTE UM 0O6HOBUTE Ha KOMMbloTepe apaneep Wi-Fi agantepa.
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ABTOPCKUE NPABA U TOBAPHbIE 3HAKH

.ptp-link ABNSAETCSA 3aperncTpupoBaHHbIM ToBapHbIM 3HakoM TP-Link Technologies
Co., Ltd. lNpoume 6peHabl M HaMMEHOBaHUA MPOAYKTOB ABAAKOTCA TOBapPHbIMU
3HaKamu nnu 3aperncTpmpoBaHHbLIMU 3Hakamu COOTBETCTBYHOLLMX
npasoob6nagatenen.

XapaKkTepUCTMKN 1 0BYI0 MX YacTb 3anpeLLeHo KakuM-Inb60o 06pasomM B KaKOM-1M60
BMAe BOCCO34aBaTb WM UCMNO/Ib30BaTb A1 CO34aHWNA NPOU3BOAHbLIX TEKCTOB, TaKMX
Kak nepeBod, TpaHchdopmauma wam agantaumsa 6e3  paspeweHusa TP-Link
Technologies Co., Ltd © 2018 TP-Link Technologies Co., Ltd. Bce npaBa 3awumiieHsb..
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3asaBneHne 0 COOTBETCTBUM TPE6OBaAHUAM
®epepanbHoro areHTcTBa CLLUA no ceasu (FCC)

MpoaykT: AC1350 AByxamanasoHHbir rurabutHoii Wi-Fi poyTtep

Mopenb: Archer C5 Pro F©
HasBaHue Mogaenb

AOAMTEP NMUTAHUA AMS159A-1201000FU

OTBETCTBEHHAA CTOPOHA

Komnanua TP-Link USA Corporation, ocywecTBasiowasa 4eaTeNbHOCTb
noj HaumeHoBaHneM TP-Link North America, Inc.

Appec: 145 South State College Blvd. Suite 400, Brea, CA 92821
CauT: http://www.tp-link.com/us/

TenedpoH: +1 626 333 0234

®akc: +1 909 527 6803

OneKTpOoHHas noyTa: sales.usa@tp-link.com

B pesynbTaTte NpoBEpPKM [AaHHOrO 060pyAOBaHWMA MOKa3aHO €ro COOTBETCTBME
orpaHnyeHnsaM ans umdepoBOro ycTpomcTBa Knacca B cornacHo cneundukaumsam
yactm 15 npaBun ®PepepanbHoro areHtctBa CLUA no cBasu (FCC). [AdaHHble
orpaHnyeHuns npeaHasHayeHbl 418 obecrneyeHns Hagnexallen 3awmnTbl OT BpeaHbIX
MOMEX B XW/bIX nNomelleHusax. JaHHoe 060pyaoBaHME FEeHepUpYeT, UCMNOIb3YET U
MOXET U3Ny4yaTb pPaguoyvacTOTHYK JHepruo. HenpaBwibHaa YCTaHOBKa wWan
HapyLleHue NHCTPYKLUNIA no NCMoJIb30BaHMO MOXET npuBecTH K
BO3HWKHOBEHMIO MOMEX Mpu npuéme paavocurHana. OgHako HeT rapaHTun, 4To
NMOMEXM He BO3HWKHYT B OnpeaenéHHoM MecTe YCcTaHoBKW. Ecnn  pgaHHoe
ob6opyaoBaHne NpPoM3BOAUT MOMEXWM ONA Npuéma Tene- wan pagnocurHana (4Tobbl
TOYHO oOnpefaennTb 3TO, BLIKAKYMTE U BKIOYUTE [aHHOE 060pyaoBaHue), TO
Nnosib3oBaTeNlb AO/PKEH MOMbITaTbCA YCTPaHUTb MOMEXM OOHUM WUAN HECKOJBbKUMM
OMNMCaHHBLIMK HUXKE METOAAMM.

* [lepeHanpaBUTb AN NEPEMECTUTL MPUHMMAIOLLYIO aHTEHHY

* YBENUUNTb pacCToAHUE MeXAay NMPUEMHNKOM N JaHHbIM 060pYyA0BaHNEM.

* [Mogkno4nTb AaHHOEe 060pYyAOBaHNE K PO3ETKE UM KOHTYPY 3/1IEKTPOCETH,
K KOTOPbIM He MOAKH0YEH NPUEMHMUK.

* O6paTUTbCA 3a NOMOLLLIO K MPOU3BOAMTEIO NPUEMHMKA WK K CeLnannucTy
no TenepagnoTexHuKe.

JaHHOe yCTPOMCTBO COOTBETCTBYET TpeboBaHnsAM YacTu 15 npasun OegepanbHOro
areHtctea CLUA no cesasu (FCC). Ucnonb3oBaHue ycTpOWCTBa onpeaensercs
cnepyowmMmn aBymMa ycnosuamu: (1) 3To yCTPOWCTBO He fABNSETCA MCTOYHUMKOM
BPeHbIX paanornomMex u (2) aTo yCTPOMCTBO AO/TKHO BblAEPXKMBaTb BCE NOJIyYEHHbIE

paanonomMmexu, B TOM Hncne 1e, KotTopblie MOTryT NPUBECTU K cbosm B ero pa60Te. 84



N3meHerna unm Moandukaumm AaHHOrO NPOAyKTa, He 0A06peHHbIE OTBETCTBEHHOM
CTOPOHOW, MOryT MPMBECTM K HaApYLEHWO NpaBuil  3/1EKTPOMAarHUTHOM
COBMECTUMOCTM 1 COBMECTUMOCTU C 6€CMNPOBOAHBbIMU CETAMM, U3-3a YErO BaM MOXKET
6bITb 3aNpPeLLEHO N0J1b30BaTbCA JaHHbIM MPOAYKTOM.

Bo3aencTeune paano4acToOTHOM aHeprum

N3nyyaemas BbIxogHas MOLWHOCTb YCTPOWCTBA HE MpEeBbLIWAET OrpaHUyYeHun
®epnepanbHoro areHTcTBa CLUA no cBsAsun (FCC) u MuHucTEpCTBa NPOMBILLIJIEHHOCTH
KaHnagpl (IC) no pagmovacTOoTHOMY BO3gencTeuio. lMpu akcnayaTaumMm YCTPOMCTBO
AO/HKHO HaX0AMUTbCA Ha PacCTosAHUM He MeHee 20 CM OT Tela YesioBeKa.

YCTpOMNCTBO paspeLleHo NCMob30BaThb TONLKO B MOMELLEHUN.
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MapkupoBka CE

C€

370 unMdpoBOE YCTPOWCTBO Kaacca B. B AOMALLHUX YCNOBUAX AaHHOE YCTPOWCTBO
MOXeT C€034aBaTb pPaAvMorNoMexM — B 3TOM Cjlydyae Mo/b30BaTeslo  MOXKeT
NMOHag06UTLCA NPUHATL COOTBETCTBYHOLLIME MEPbI.

AONATMA3O0OH PABOYUX HACTOT
2400-2483,5 MI'y (20 ABMm)

5150-5250 MI'y (23 aBbm)

deknapauusa o cooTBeTcTBUM EC

Hactoawmm komnanma TP-Link 3aaBnseT, 4YTO YCTPOMCTBO COOTBETCTBYET
ob6sA3aTeNbHbIM TPeboBaHMAM U MPOYUM COOTBETCTBYIOLUMM MOSIOXKEHUAM AUPEKTUB
2014/53/EU, 2009/125/EC n 2011/65/EU.

OpwvrmnHan geknapauum o cootBeTcTBUM EC MOXXHO HaiTh Ha http://tp-link.com/ru/ce

BosgencTBmne paano4acToTHOM aHEPrum

JaHHoe ycTponcTBO cooTBeTcTBYyeT TpeboaHuaMm EC (2014/53/EU Cratba 3.1a)
NO OrpaHMYeHUI0 BO3OEUCTBUA 3/IEKTPOMArHUTHbLIX MOJSIEN Ha HaceneHue B Uensx
3aWwmTbl 340POBbA.

MNpu akcnayaTaumm yCTPOMUCTBO AO/TKHO HAXOANTLCA Ha PacCTOAHUN He MeHee 20 CM
OT Tefla YenoBekKa.

YCTpOMNCTBO paspeLeHo NCNONb30BaTb TOIbKO B MOMELLLEHMN.

deknapauma o cooTBeTCcTBUMU TpeboBaHMAM (KaHaaa)

HaHHoe YCTPOWCTBO COOTBETCTBYET CTaHpapTam cneundurkaumm
paanoobopynoBaHua KaHagbl, He TpeobylLlMM JIMUEH3UPOBaHWA. JKCryaTaums
BO3MOXXHa Npu cobNt0AEHNN CNeayoLWmx ABYX YCI0BUIA:

1. YCTPOWNCTBO He A0/HKHO CO34aBaTb BPEAHbIX MOMEX.

2. YCTPOMCTBO A0/IKHO NPUHMMATDL JII0ObIe MOMEXM, BKKOYAsA MOMEXW, KOTOPble MOTYT
NPMBOAUTL K C60AM B paboTe YCTPOUCTBA.

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils

radio exempts de licence. L'exploitation est autorisée aux deux conditions suivantes :

1. I'appareil ne doit pas produire de brouillage;

2. l'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, meme sile
brouillage est susceptible d'en compromettre le fonctionnement

BHumMaHuKe!

1. YcTtporcTtea gnanasoHa 5150-5350 MI'y cnegyeT MCNonb30BaTh TOJILKO
B MOMeELLEHUAX, YTOObI CHU3NTb BO3MOXXHbIA YPOBEHb BPEAHbLIX MOMEX
B MOBUNBbHBLIX CIYTHUKOBBLIX CUCTEMAX, paboTaloLWmMxX Ha TOM XKe KaHase.
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2. Ana ycTponcTB CO CbEMHbIMU aHTEHHAMK: MaKCMMaslIbHO AONYCTUMOE YCUeHne
aHTEHH B gnana3oHe 5725-5850 MI'y 4O/MKHO 6bITb B paMKax orpaHnieHnin SUNM.

BoicokoMmowHble  pagapbl  ABAAOTCA  OCHOBHbIMW  MOAb30BaTeNAMU  (MMetT

npuoputeT) gnana3oHoB 5250-5350 MIy n 5650-5850 MIU; aTn pagapbl MOryT

CTaHOBUTLCA NPUYMHON NOMEX U (nnu) nospexxaeHuin yctponcTs LE-LAN.

Avertissement:

1. Le dispositif fonctionnant dans la bande 5150-5250 MHz est réservé uniquement
pour une utilisation a l'intérieur afin de réduire les risques de brouillage préjudiciable
aux systemes de satellites mobiles utilisant les mémes canaux;

2. Le gain maximal d'antenne permis pour les dispositifs avec antenne(s) amovible(s)
utilisant la bande 5725-5850 MHz doit se conformer a la limitation P.I.R.E spécifiée
pour l'exploitation point a point et non point a point, selon le cas.

En outre, les utilisateurs devraient aussi étre avisés que les utilisateurs de radars de
haute puissance sont désignés utilisateurs principaux (c.-a-d., qu'ils ont la priorité) pour
les bandes 5250-5350 MHz et 5650-5850 MHz et que ces radars pourraient causer du
brouillage et/ou des dommages aux dispositifs LAN-EL.

BospgencTerne paguo4acToTHOM SHEpPrum

N3nyyaemas BbIxogHass MOLWHOCTb YCTPOWCTBA HE MPEBbLIWAET OrpaHUYeHui
MuHuncTepcTBa NpomblwneHHocT KaHagpl (IC) no paamoyacToTHOMY BO3AENCTBMIO.
Mpwn aKkcnayaTaumMm yCTPONCTBO AO/MKHO HAaXOAMTbCA Ha PpacCTosAHUN He MeHee 20 cMm
OT Tena YesioBeka.

Déclaration d'exposition aux radiations:

Cet équipement est conforme aux limites d'exposition aux rayonnements IC
établies pour un environnement non contrélé. Cet équipement doit étre installé et
utilisé avec un minimum de 20 cm de distance entre la source de rayonnement et
votre corps.

3assneHne gnsa MnHucTepcTBa NpoMblIWeHHOCTH KaHagpl
CAN ICES-3 (B)/NMB-3(B)

3aasneHue ana KO>kHo Kopeu
el A= &8 AL 7 o =
YsBegomnenmne NCC
AR
A (R IPREE R R B M B B e
Bk KRB AR ARTRETRER > R - A F] - EaREEAE A EE
BEE AR ~ TIRYIR B S R Es T 2 R BIIRE -
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MNpoayKT cepTmndikoBaHO 3rigHo ¢ npasunamm cnctemu YKpCENPO
Ha BIiANOBIAHICTb BUMOraM HOPMaTUBHUX LOKYMEHTIB Ta BUMOram,
Lo NnepeabayvyeHi YAHHUMKM 3aKOHOAABYMMM aKTaMm YKpaiHu.
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EAL

PykoBoACTBO No 6€30nacHOMY UCMNOJ/Ib30BaHMIO

* N3beranTe KOHTaKTa yCTPONCTBA C BOAOW N OFHEM, a TaKXXe UCMN0/1b30BaHus
YCTPOWCTBA B YCJ/IOBUAX BbICOKOW B/Ia)KHOCTU U BbICOKMX TEMMNEPATYP.

* He nbiTanTecb CaMOCTOATENBHO pa3bupaTtb, PEMOHTMPOBAaTL WM MOaNPULMPOBaTb
YCTPOWNCTBO.

* He ncnonb3symte noepexanéHHoli USB-kabesb Ana 3apaakm ycTponcTea.
* /icnonb3ynTe TObKO PEKOMEHAYEMbIE 3apsaHble YCTPOUCTBA.

* He ncnonb3ynte yCTPOUCTBO TaMm, rae 3arnpeLleHo ucronbsosaHne Wi-Fi
YCTPOUCTB.

e AganTtep AO0/HKEH ObITb YCTaHOBEH B JIEFKOAOCTYMHOM MECTE HeAaieKo OT
060pyaoBaHuA.

J EE] Ncnonb3ynTe TONbKO aganTepbl NIMTaHMA OT NPON3BOANTENA B OPUTMHASIbHOM
ynakoBke. Ecnny Bac ecTb BONPOCHI, 06A3aTeNbHO CBAXXUTECH C HAMW.

O3HakOMbTECb C  PYKOBOACTBOM MO 6€30nacHOCTM W clegywte  emy
npu MCNOSb30BaHWM YCTPOWCTBA. Mbl HE MOXEM rapaHTUMpoBaTb OTCYTCTBUE
HecyacTHbIX C/ly4aeB Wan yuwepba npu HeNpaBubHOM UCMNOIb30BaHUM YCTPOWCTBA.
BepexxHo obpalwantech C 4aHHBbIM MPOAYKTOM U UCMOJIb3YWTE ero Ha CBOM PUCK.

YCTPONCTBO MOXKHO MCMNOb30BaTh B CIEAYOLWMNX €BPOMNENCKUX CTPaHax:

AT BE BG CH CY (074 DE DK
EE EL ES Fl FR HR HU IE

IS T LI LT LU LV MT NL
NO PL PT RO SE Sl SK UK

PacwumdpoBka CMMBOJI0B Ha TOBApPHOW 3TUKETKE

CumBon PacwmdpoBka

—_— [MOCTOSAHHbIV TOK

% Vicnonb3oBaHme TO/bKO B MOMELLEHNM

NMEPEPABOTKA

JaHHbI NpOAYKT COAEP>KUT CUMBOJ1 pa3aesibHOro c6opa 0TXOL40B 3/IEKTPUYECKOTO U
3N1eKTPOHHOro o6opyaoBaHusa (WEEE). 3To 03HavaeT, 4To AaHHbIA NPOAYKT AO/HKEH 6blTb
nepepaboTaH Umn pasobpaH corsiacHo eeponerickon aupexktuse 2012/19/EU st MUHMMM3aLmm
BO34ENCTBUS Ha OKpY»KatoLLyto cpeay. Mpu MoKyrnke HOBOIro 3/1EKTPUYECKOrO UIn
3/1EeKTPOHHOIr0 060pyA0BaHUA NOb30BaTe b BNpaBe 0TAATb AaHHbIN NPOAYKT
COOTBETCTBYHOLLEN NepepabaThiBatoLLEl OpraHu3aunm Uav putennepy.

89



	Содержание 20211206.pdf
	Archer C5 Pro MTS User Guide RU 20211206.pdf
	Содержание Updated Ohne SNMP CWMPx.pdf
	Archer C5 Pro MTS User Guide RU 20211202 Ohne SNMP CWMPx.pdf
	Archer C5 Pro MTS User Guide RU 20211202 Ohne SNMP - Copy.pdf
	Archer C5 Pro MTS User Guide RU 20211202 Ohne SNMP.pdf
	Archer C5 Pro MTS User Guide RU 20211130.pdf
	EC230-G1 User Guide RU.pdf
	About This Guide
	Get to Know Your Router
	1. 1.	Product Overview
	1. 2.	Appearance
	1. 2. 1.	The Front Panel
	1. 2. 2.	The Back Panel


	Connect the Hardware
	2. 1.	Position Your Router
	2. 2.	Connect Your Router

	Log In to Your Router
	Set Up Internet Connection
	4. 1.	Use Quick Setup Wizard
	4. 2.	Manually Set up Your Internet Connection 
	4. 3.	Set Up an IPv6 Internet Connection

	Multi-SSID
	Parental Controls
	Network Security
	7. 1.	Firewall & DoS Protection
	7. 2.	Service Filtering
	7. 3.	Access Control
	7. 4.	IP & MAC Binding

	NAT Forwarding
	8. 1.	Translate Address and Port by ALG
	8. 2.	Share Local Resources on the Internet by Virtual Servers
	8. 3.	Open Ports Dynamically by Port Triggering
	8. 4.	Make Applications Free from Port Restriction by DMZ
	8. 5.	Make Xbox Online Games Run Smoothly by UPnP

	VPN Server
	9. 1.	Use OpenVPN to Access Your Home Network
	9. 1. 1.	Step1. Set Up OpenVPN Server on Your Router
	9. 1. 2.	Step 2. Configure OpenVPN Connection on Your Remote Device

	9. 2.	Use PPTP VPN to Access Your Home Network
	9. 2. 1.	Step 1. Set Up PPTP VPN Server on Your Router
	9. 2. 2.	Step 2. Configure PPTP VPN Connection on Your Remote Device


	Customize Your Network Settings
	10. 1.	Change the LAN Settings
	10. 1. 1.	Change the LAN IP Address
	10. 1. 2.	Use the Router as a DHCP Server
	10. 1. 3.	Reserve LAN IP Addresses

	10. 2.	Configure IPv6 LAN Settings
	10. 2. 1.	Configure the RADVD Address Type
	10. 2. 2.	Configure the DHCPv6 Server Address Type

	10. 3.	Set Up a Dynamic DNS Service Account
	10. 4.	Create Static Routes
	10. 5.	Specify Wireless Settings
	10. 5. 1.	Specify Basic Wireless Settings
	10. 5. 2.	Use WPS for Wireless Connection
	10. 5. 3.	Schedule Your Wireless Function
	10. 5. 4.	View Wireless Information
	10. 5. 5.	Advanced Wireless Settings

	10. 6.	Set Up the IPv6 Tunnel
	10. 6. 1.	Use the Public IPv6 Tunnel Service-6to4
	10. 6. 2.	Specify the 6rd Tunnel with Parameters Provided by Your ISP


	Manage the Router 
	11. 1.	Set System Time
	11. 2.	Test the Network Connectivity
	11. 3.	Upgrade the Firmware
	11. 4.	Backup and Restore Configuration Settings
	11. 5.	Change the Login Password
	11. 6.	Local Management
	11. 7.	Remote Management
	11. 8.	System Log
	11. 9.	CWMP Settings
	11. 10.	SNMP Settings
	11. 11.	Monitor the Internet Traffic Statistics

	FAQ

	Пустая страница








