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rMABA 1. BBEAEHME

AyauTtopunsi u cogepirkaHune

B nanHOM pyKOBOACTBE MPUBOAUTCA onucaHue Mapiipytusaropa DIR-842, nopsaok HaCTpOMKH U peKOMEHIaH
10 €T0 UCIIOJIb30BaHHUIO.

Hacrosmiee PYKOBOACTBO NMPEAHA3ZHAYCHO JIA HOHLBOB&TGJ’IGI‘/‘I, 3HAKOMbBIX C OCHOBHBIMHY NIPpUHIHUIIAMU OpTraHU3aIun
CeTefI, KOTOPBIC CO3Jal0T JAOMANIHIOIO JIOKAJIbHYIO CE€Th, a TaKiKE CHUCTEMHLIX aIMUHUCTPATOPOB, KOTOPBIC
YCTaHaBJIMBAKOT U HACTPAUBAIOT CETHU B 0(1)I/IC3X KOMITaHUH.

YcrnoBHbIEe 0603HauYeHns

Mpumep OnucaHue ‘

TCKCT OCHOBHO# TEKCT JOKYMCHTA.

Ilpeoeapumensnasn

CcpulKa Ha IIaBy WU pasziell JaHHOTO PYKOBOJICTBA ITOJIb30BaTEIIs.
n0020mogKa

«Kpamkoe pyxoeoocmeo no
i Py Ccbulka Ha JOKYMEHT.

ycmanoeske»
A3MEHUTE Ha3Banue pasnena MeHIO, IIYHKTa MEHIO, KakKOro-JIMOO siieMeHTa web-
unTepdeiica (moje, Guiaxok, MepeKITIoYaTeNb, KHOMKA U TIp.).
192.168.0.1 TekcT, KOTOPBII HEOOXOAMMO BBECTH B YKAa3aHHOE MOJIE.
&
! Hudopmarus Baxxnast uH(popmarus, Ha KOTOPYI0 HEOOXOIUMO 00paTHTh BHUMAaHHE.

CTpyKTYypa AOKYMEHTa

Tnhasa 1 COACPIKUT CBEACHUS O HA3HAYCHUN U OpraHnu3alvi JOKYMCHTA.

Tnaea 2 conep Xt onmcaHNe TEXHUYECKUX XapakTepucTuk Mapuipytuzaropa DIR-842 u ero BHemHero Buja, a
TaKKe TIePEUHCICHIE COIEPKIMOTO KOMIUIEKTa ITOCTAaBKH.

I'naea 3 onmceiBaeT mpolecc ycranoBkU Mapuipytusatopa DIR-842 u HacTpolku KOMIIBIOTEPA TSI TIOAKITIOUEHUS
K web-unTepdeiicy ycrpoiicTaa.

Inasa 4 conepxut MoApoOHOE ONMUCAHKE BCEX PA3IeiioB MEHIO web-uHTepderica.

I1aea 5 conepuUT peKOMEHAANNU 10 OE30MacHOMY HCIONb30BaHMI0 Mapiipytuzatopa DIR-842 u comeThl mo
MIOCTPOCHHUIO OECTIPOBOHOM CETH.

I'naga 6 conep>XuT CIMCOK COKPAIICHUH, UCIIOIB3yEMBIX B HACTOSIIEM PYKOBOJICTBE MOIb30BATENS.



FMABA 2. Ob3OP MAPLUPYTU3ATOPA

O6bLwyee onucaHmne

VYerpoticteo DIR-842 mpencrasmsier coboii OecipoBOAHON ABYXAHUANA30HHBIA THTA0OUTHBIA MapIIpyTH3aTOp CO
BCTPOEHHBIM 4-X TIOPTOBBIM KOMMYTAaTOPOM, KOTOPHIi TO3BOJISIET OBICTPO M MIPOCTO OPTAaHU30BATH OECIIPOBOAHYTO
¥ TIPOBOAHYIO CETh JJ0Ma U B oduce.

Hcnons3yst OecpoBogHoil Mapmpytusatop DIR-842, BEI cMokeTe OBICTPO OpPTaHH30BaTh BBICOKOCKOPOCTHYIO
0ecIpoBOIHYIO CeTh JIoMa W B oduce, NPEIOCTaBUB JOCTYN K CEeTH MHTepHET KOMIbIOTEpaM U MOOMIBHBIM
yYCTpOMCTBAM TPAKTHYECKH B IIFO0O0H ToUKe (B 30HE NeHcTBHs OecrmpoBomHO# cetn). OmHOBpeMeHHas paboTa B
quanazoHax 2,4 I'Tu u 5 I'T'n mo3BojsieT KCHONIb30BaTh OECHPOBOAHYIO CETh Ui LIMPOKOTO Kpyra 3ajad.
MapmpyTuzaTtop MOXET BBHIIIONHATH (DYHKIUH 0a30BOM CTaHIMK Ui MOAKIIOUCHHS K OECHpOBOOHOI ceTn
yCTpoiicTB, paboraromux 1o cranmapram 802.11a, 802.11b, 802.11g, 802.11n u 802.11ac (co CKOpPOCTBHIO
OecrpoBoIHOTO coearHeHus 10 1167 M6I/IT/C)1.

B wMapmpyTusatope peann3oBaHO MHOXECTBO (yHKuuil 1ma  OecrmpoBomHOoro wuHTepdeiica. YcTpoHcTBO
MOAJEeP)KUBACT HECKONBKO cTaHmaproB OesomacHoctn (WEP, WPA/WPA2), dunbrpanuio MOIKIIO9aeMBIX
ycrpoiictB o MAC-anpecy, a Takoke I03BOJIET UCIIONB30BaTh TexHonoruu WPS u WMM.

Kpome TOrO, ycCTpoiicTBO 0O0OpYIOBaHO KHOINKOW Ui BBHIKIIOYCHHS/BKIIOYeHUs Wi-Fi-cetn. B ciyuae
HEOOXOAMMOCTH, HANpHMEp, ye3kKas W3 JIOMa, BBl MOXETE BBIKIIOYHTH OCCIPOBOIHYIO CETh MapIIpyTH3aTopa
OJHUM Ha)KaTHEM Ha KHOIIKY, IIpU 3TOM YCTPOMCTBa, IoAKItoueHHbIe K LAN-1opTaM MapuipyTu3aropa, OCTaHyTCs
B CETH.

Texnomorust Multi-user MIMO mo3BOJIsSIeT paclpeneNuTh Pecypchl MapuipyTtuszaropa st S(PQPEKTHUBHOTO
ucnonb3oBanuss Wi-Fi-ceTH HECKOJIBKUMH O€CIpPOBOMHBIMU KIIMEHTAMH, COXPaHss BBICOKYIO CKOPOCThb st
[OTOKOBOW Mepefayd MyJIbTUMEANA B BBICOKOM KadecTBe, Urp 0e3 3aJepikek W ObICTpOM mepenaud OOJNBIINX
(haiinos.

HcnonezoBanue TexHoimoruum Transmit Beamforming mo3BomseT AMHAMMYECKH MEHSATh JUArpaMmy
HANpaBJICHHOCTH AHTEHH M TepepaclupefcisTh CHUIHAI TOYHO B CTOPOHY OECHpPOBOIHBIX YCTPOUCTB,
HOAKIIIOUEHHBIX K MapIIPyTH3aTODYy.

OYHKINSA WHTEIUIEKTyallbHOTO pactpeneneHuss Wi-Fi-kimeHToB Oyler mMmojie3Ha JUIs ceTel, COCTOAIIMX U3
HECKOJIBKUX TOYEK JOCTyHa Win MapmpyTtusaropoB D-Link: HacTpouB paboTy QyHKINK Ha KaXKIOM M3 HUX, BBI
o0ecreunTe NOAKIIOYCHNE KIMEHTA K TOUKE T0CTyIa (MapImIpyTH3aTopy) ¢ MaKCHMAaJIbHBIM YPOBHEM CHTHANIA.

BosMoxkHOCTh HacTpoiiku rocteBoid Wi-Fi-ceT mo3BOJMT BaM coO3laTh OTACIbHYIO OECHPOBOAHYIO CETh C
WHAMBUIYAJIbHBIMH HAacTpOHKaMH O€30MacCHOCTM M OrPaHMYEHHWEM MAaKCHUMaJbHOH CKOPOCTH. YCTpoiicTBa
TOCTEBOM CETH CMOTYT HOAKIIIOUUTECS K IHTEepHETY, HO OYyyT H30JUpPOBaHbI OT YCTPOMCTB U PECYPCOB JIOKAIBbHOM
CeTH MapLIpyTHU3aTopa.

BecnposomHoit mapmpytuzarop DIR-842 ocHamieH BCTpOSHHBIM MEXCETEBBIM 3KpaHOM. PacmmpenHsie pyHKINN
0€30MacHOCTH MO3BOJISIOT MHUHUMM3HUPOBATh MOCIEACTBUS AEHCTBUII XakepoB U MPEAOTBPAIIAIOT BTOPKCHHUS B
Ballly CETh U IOCTYII K HEXEIaTeJIbHbIM caliTaM [yl [0JIb30BaTeIIed Balllell IOKAIbHOU CETH.

Kpome Toro, mapurpytusarop Hoafep:xkuBaeT nporokon IPsec u mo3BomsieT opraHu3oBbiBaTh Oe3onacHele VPN-
TYHHEJH.

Berpoennsiii cepeuc Anmekc.DNS obecrieunBaeT 3aliuTy OT BPEIOHOCHBIX W MOIICHHUYECKHUX CAWTOB, a TaKKe
MIO3BOJISIET OTPAHUYHTH TOCTYII ACTEH K «B3POCIBIM» MaTepHaaM.

[ nactpoiiku 6ecipoBogHoro Mapipytuzatopa DIR-842 ncnomns3yeTcs mpocToii u ynoOHBIH BCTpOeHHBIH web-
uHTepdeic (I0CTyIeH Ha PyCCKOM U aHTJIMICKOM S3bIKaxX).

Tlo 300 M6urt/c B quanasone 2,4 I'T u 1o 867 M6ut/c B quanasone 5 I'T'w.



TexHnyeckmne xapaKrepucTukmn’

AnnapatHoe ob6ecneyeHue
Mpoueccop RTL8197FS (1 ')
OnepaTnBHas namMsATb 64 Mb, DDR2, BcTpoeHHasi B npoLeccop
Flash-namaTtb 8 Mb, SPI
UHTepdperichl Mopt WAN 10/100/1000BASE-T
4 nopta LAN 10/100/1000BASE-T
UHaukaTopbl MuTtanue
NHTepHeT
4 vnankatopa JlokanbHasi ceTb
BecnpoBsogHas cetb 2.4G
BecnpoBogHas ceTb 5G
WPS
KHonku KHonka POWER pgns BKIHOYEHUS/BbIKMIOYEHUS MUTAHNUS
Krnonka WIFI gnsi BknoveHUs/BbIkNoveHUst 6ecnpoBoaHoi cetu
Krnonka WPS ans yctaHoBkM 6eCnpOBOAHOMO COEANHEHUS
KHonka RESET gns Bo3Bpara k 3aBOACKMM HACTpokam
AHTeHHa YeTblpe BHELLHNE HECbEMHbIE aHTEeHHbI C KO3 dULMEHTOM ycuneHuns 5 abu
Cxema MIMO 2 x 2, MU-MIMO
Pasbem nutaHus Pa3sbem ans nogknoveHns nuTaHus (MOCTOSIHHBIN TOK)

“XapaKTepUCTHKH YCTPOMCTBA MOTYT U3MEHSATHCS 0€3 YBEIOMIIEHHS.




MNporpammMHoe o6ecnevyeHune

Tunbl nogkniovyeHns WAN

PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratuyeckun IPv4 /| OuHamnyecknii IPv4
Cratuyeckuit IPv6 / AuHamunyeckuii IPv6

PPPoE + Ctatuueckuin IP (PPPoE Dual Access)
PPPoE + [uHamnyeckun IP (PPPoE Dual Access)
PPTP/L2TP + Ctatnyeckun IP

PPTP/L2TP + OuHamuyeckuin IP

CeteBble (pyHKLMM

Moppepxka ctaHpapTa IEEE 802.1X gnsa nogknioveHns K cetn VIHTepHeT
DHCP-cepgep/relay

HasnaueHuve IPv6-agpecoB B pexume Stateful/Stateless, nenermposanue
npecukca IPv6

AsTomaTtunyeckoe nonyyexune LAN IP-agpeca (B pexumax To4ka gocTyna,
NOBTOPUTENb, KITMEHT)

DNS relay

Dynamic DNS

Cratunyeckas |IP-mapLupyTumsauums

Cratunyeckas IPv6-mapLupytusaums

IGMP Proxy

MLD Proxy

RIP

Moppepxka UPNP IGD

Mopnepxka VLAN

Mopaepxka dyHKUMK ping co cTopoHbl BHeLwHeln cetn (WAN ping respond)
Mopaepxka mexaHuama SIP ALG

Moppepxka RTSP

PesepsuposaHne WAN

HacTtpolika ckopocTu, pexnma gynnekca v yHKLUMM ynpaBneHnst NOTOKOM
(flow control) B pexxume aBTomaTnyeckoro cornacosaHuns/PyyHas HacTpolika
CKOpOCTU 1 pexuma gynnekca ans kaxgoro Ethernet-nopra

HacTtpolika makcumanbHOM CKOPOCTU UCXOAALLEro Tpaduka Ans Kaxaoro
nopTta mMapLupyTm3aTtopa

BcTtpoeHHoe npunoxernne UDPXY

CermeHTaums Tpacduka mexay LAN-noptamum

®DYHKLMMN MeXceTeBOro akpaHa

MpeobpaszoBaHue ceTeBbix agpecos (NAT)

KoHTponb coctosHuns coeamHennn (SPI)

IP-connbTp

IPv6-cpunetp

MAC-unbTp

URL-dpunetp

DMZ-30Ha

®dyHkuma 3awmTel ot ARP- 1 DDoS-atak

BupTyanbHble cepsepbl

BcTpoeHHbI cepBUC KOHTEHTHOM dunbTpaumnm AHgekc.DNS

VPN IPsec/PPTP/L2TP/PPPoE pass-through
IPsec-TyHHEnn
YnpaBneHue JlokanbHbIA 1 yaaneHHbI 4ocTyn k HacTporikam no TELNET/WEB

(HTTP/HTTPS)

Web-uHTepdeinc HacTpovikn 1 ynpaBneHns Ha PyCCKOM U aHITIMNCKOM A3blKax
YBegomneHue o npobnemax ¢ NOAKMIYEHNEM 1 aBTOMaTUYeCKoe
nepeHanpasneHne K HacTpoikam

O6HoeneHue MO mapLupyTusaTopa Yepes web-nHtepdeic
ABTOMaTM4eCKoe yBegoMIeHue 0 Hanmumm Hoson Bepcuu MO

CoxpaHeHue 1 3arpy3ka KoHdurypaumm

Bo3amoxHOCTb Nepefaym xxypHana cobblTWin Ha yaaneHHbl cepep
ABTOMaTUYecKasi CUHXPOHM3aLUus cucteMHoro Bpemenmn ¢ NTP-cepeepom 1
pyyHast HacTpoika AaTbl 1 BpeMeHU

YTunura ping

YTtunura traceroute

Knunent TR-069




MapameTpbl 6ecnpoBogHOro Moayns

CraHpapThbl

IEEE 802.11a/n/ac
IEEE 802.11b/g/n

[Ownana3oH yactot

2400 ~ 2483,5 MI'y
5150 ~ 5350 MI'y
5650 ~ 5725 MI'y

BesonacHocTb GecnpoBogHOro
coeauHeHus

WEP

WPA/WPA2 (Personal/Enterprise)
MAC-dunetp

WPS (PBC/PIN)

[OononHutenbHble hyHKUUN

Pexum «knueHT»

WMM (Wi-Fi QoS)

WHdopmaums o nogknodeHHbix Wi-Fi-knneHTax

PacLumpeHHble HacTpomnku

MHTennektyansHoe pacnpegeneHune Wi-Fi-knueHToB

locteas Wi-Fi-ceTb / nopaepxxka MBSSID

OrpaHunueHune ckopocTtu ans 6ecnposopHon cetn/ otaensHoro MAC-agpeca
Mepuogunyeckoe ckaHMpoBaHWeE kKaHanoB, aBTOMaTUYECKUIA Nepexon Ha Gonee
cBOGOAHBIN KaHan

Mopaepxka TX Beamforming ans craHgaptos 802.11ac (5 M)

1 802.11n (2,4 Iu)

ABTOMaTM4YECKOE COrnacoBaHWe LUMPYHBI KaHana ¢ yCrIoBUSIMU OKpY>KatoLLemn
cpeabl (20/40 Coexistence)

CKopocTb 6ecnpoBOAHOro coeauHeHUst

IEEE 802.11a: 6, 9, 12, 18, 24, 36, 48 1 54 M6uT/c

IEEE 802.11b: 1, 2, 5,5 n 11 M6ut/c

IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 1 54 M6uT/c

IEEE 802.11n (2,4 I'Tu): ot 6,5 no 300 M6ut/c (MCS0-MCS15)
IEEE 802.11n (5 'Tu): oT 6,5 go 300 M6ut/c (ot MCS0 go MCS15)
IEEE 802.11ac (5 'Tu): ot 6,5 go 867 Mowut/c (or MCSO go MSC9)

BbixogHas MOLWHOCTb nepegatyunka

MakcumanbHoe  3HadyeHue
nepedamyuka 6ydem U3BMEHSIMbCA 8
coomeemcmeuu c npasunamu
paduoyacmomHo2o  peaynuposaHusi 8
saweli cmpaHe

MouwHocmu

. 802.11a (Tynu4yHasi Nnpu KoMHaTHou Temnepatype 25 °C)
14 nbm npu 6, 9, 12, 18, 24 M6ut/c

13 abm npu 36 M6ut/c

12,5 npbm npu 48 M6uTt/c

12 pbm npu 54 M6ut/c

802.11b (TyinuyHasi npu koMHaTHo Temnepartype 25 °C)
15 gbm npun 1, 2, 5,5, 11 M6urt/c

802.11g (Tyinu4yHasi Nnpu KoOMHaTHou Temnepatype 25 °C)
15 abm npu 6, 9, 12, 18, 24, 36, 48, 54 MouT/c

802.11n (Tyinu4Has Npu KOMHaTHou Temnepatype 25 °C)
2,4 TTu, HT20
15 gbm npn MCS0~7
2,4 Ty, HT40
15 gbm npn MCS0~7
5TTu, HT20
14 nbm npu MCS0~4
13 abm npn MCS5
12,5 npbm npu MCS6
12 obm npn MCS7
5Ty, HT40
14 obm npn MCS0~2
13 ogbm npn MCS3~4
12,5 npbm npu MCS5~6
12 gbm npn MCS7

802.11ac (Tunu4yHasi Nnpu koMHaTHoun Temneparype 25 °C)

VHT20

14 opbm npn MCS0~4

13 abm npn MCS5

12 gbm npn MCS6

11 obm npu MCS7/8

VHT40

14 nbm npn MCS0~2

13 abm npn MCS3~4

12 nbm npn MCS5~6




MapameTpbl 6ecnpoBogHOro Moayns

11 obm npn MCS7/8/9
VHT80

14 pbm npn MCS0~4
13 gbm npn MCS5~6
12 pbm npn MCS7

11 abm npn MCS8/9

quCTBMTeﬂbHOCTb npuemMHuKa

802.11a (tTvnuyHas npu PER < 10% ana naketa pasvepom 1000 6awTt npwu
KOMHaTHoW TemnepaTtype 25 °C)

-82 obm npu 6 Méut/c

-81 abm npu 9 Méut/c

-79 obm npn 12 Méut/c

-77 pbm npu 18 Méut/c

-74 pbm npn 24 Méut/c

-70 gbm npu 36 Méut/c

-66 nbm npu 48 Méut/c

-65 nbm npu 54 Méut/c

802.11b (TunuyHas npu PER = 8% pans naketa pasmepom 1000 6ant npwu
KOMHaTHoW Temnepatype 25 °C)

-80 gbm npu 1 Méut/c

-80 abm npu 2 Méut/c

-76 obm npu 5,5 M6ut/c

-76 obm npu 11 Méut/c

802.11g (TunuyHaa npu PER < 10% pans naketa pa3mepom 1000 Gawt npwu
KOoMHaTHow TemnepaTtype 25 °C)

-82 nbm npu 6 Méut/c

-81 abm npu 9 Méut/c

-79 abm npn 12 Méut/c

-77 pbm npu 18 Méut/c

-74 pbm npn 24 M6éut/c

-70 obm npn 36 M6éut/c

-66 obm npn 48 M6éut/c

-65 nbm npu 54 Méut/c

802.11n (TvnnyHas npy PER = 10% ana naketa pasvepom 1000 6avt npu
KOMHaTHoW Temnepatype 25 °C)

2,4T1Tu, HT20

-82 pbm npu MCSO
-79 pbm npu MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 abm npn MCS4
-66 abm npn MCS5
-65 pbm npu MCS6
-64 obm npn MCS7
2,4 Tu, HT40

-79 pbm npu MCSO0
-76 pbm npun MCS1
-74 pbm npn MCS2
-71 abm npn MCS3
-67 obm npu MCS4
-63 obm npu MCS5
-62 gpbm npn MCS6
-61 abm npn MCS7
5Ty, HT20

-82 npbm npn MCS0
-79 pbm npu MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 pbm npu MCS4
-66 gbm npn MCS5
-65 nbm npn MCS6
-64 nbm npu MCS7
5Tu, HT40

-79 abm npu MCSO
-76 obm npn MCS1
-74 pbm npn MCS2




MapameTpbl 6ecnpoBogHOro Moayns

-71 obm npn MCS3
-67 abm npn MCS4
-63 obm npu MCS5
-62 obm npu MCS6
-61 abm npu MCS7

802.11ac (tunuuHasa npu PER = 10% Ans naketa pasmepom 1000 6ant npwu
KOMHaTHoW TemnepaTtype 25 °C)

HT20

-82 npbm npn MCS0
-79 obm npn MCS1
-77 obm npn MCS2
-74 pbm npn MCS3
-70 pbm npn MCS4
-66 obm npu MCS5
-65 gbm npu MCS6
-64 obm npu MCS7
-56 gbm npu MCS8
HT40

-79 abm npn MCS0
-76 abm npn MCS1
-74 pbm npn MCS2
-71 obm npn MCS3
-67 obm npn MCS4
-63 obm npu MCS5
-62 pbm npn MCS6
-61 obm npu MCS7
-56 pbm npn MCS8
-54 pbm npn MCS9

HT80

-76 abm npn MCS0
-73 abm npn MCS1
-71 abm npn MCS2
-68 nbm npn MCS3
-64 opbm npn MCS4
-60 obm npu MCS5
-59 pbm npu MCS6
-58 pbm npn MCS7
-53 pbm npn MCS8
-51 gbm npu MCS9

Cxembl Moaynsiumm : 802.11a: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11b: DQPSK, DBPSK, DSSS, CCK

802.11g: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11ac: BPSK, QPSK, 16QAM, 64QAM, no 256QAM ¢ OFDM

®dusunyeckme napameTpbl

Paameps! (A x LU x B) - 205x 136 x 44 MM

YcnoBus JKCcnnyaTtauuu

MutaHue . Bbixoa: 12 B noctosiHHOro Toka, 1 A

Temnepartypa . Pa6ouasi: ot 0 go 40 °C
XpaHeHusi: ot -20 go 65 °C

BnaxHocTb : Mpw akcnnyatauumn: ot 10% £o 90% (6e3 koHaeHcarta)
Mpwu xpaHeHun: ot 5% Ao 95% (6e3 koHaeHcaTa)




BHeLwHn Bug yCTPONCTBaA

BepxHsaa naHesnb

PucyHok 1. Bud eepxHel naHernu DIR-842.

CBeToamoaHbIN

3Ha4yeHue
MHAOUKaTOpP
Fopum nocmosiHHO (3enerbili) | IIuTaHue BKIIOUEHO.
MutaHue
He eopum [IuTanue OTKIIFOUYEHO.
lopum nocmosHHO (3enexbit) | Kabeab MOIKITIOUEH K MTOPTY.
UHTepHeT Muzaem (3eneHbiti) [Tepenaua nannbix yepe3 WAN-1opr.

He 20pum Kabenpb He mOIKITIOUEH.
VYeTpoicTBO (KOMIBIOTEP) TOAKIIOUEHO K

l'opum nocmosiHHO (3e/1eHbIt) | COOTBETCTBYIOIIEMY  IIOPTY, COCIMHEHHUE
YCTaHOBJICHO.
ITepenaya naHHBIX Yepe3 COOTBETCTBYIOIIMI
LAN-mopr.
IIpu 3arpyske MapuIpyTu3aTopa

LAN 1-4 .

Muzaem (3eneHbiti) WHJUKATOPbl MUTAIOT OOYEPEIHO.
I[Ipu  o6HOBneHuum  BHyTpeHHero [IO
MapuipyTH3aTopa HMHJIUKATOPbl ~ MHIalOT
MOMapHO.
Kabens HE [TOIKJTIOUEH K

He eopum
COOTBETCTBYIOIIEMY TIOPTY.




CBeTOoANOAHLIN

MHOUKaTOp

3HauyeHue

BecnpoBogHas ceTb

lopum nocmosiHHO (3eneHbil)

BGCHPOBOJIHEUI CCTb COOTBCTCTBYIOLICTO

JHalla30Ha BKIIIOYCHA.

2.4G Muzaem Ilepenaua nmanabIx uepe3  Wi-Fi-cetp
BecnpoBogHas ceTb COOTBETCTBYIOILIETO AUalla30Ha.
5G
becnpoBogHas ceThb COOTBETCTBYIOIIEIO
He eopum POBOI VIO
JMara30Ha BBIKJIFOUCHA.
. [TonbiTka yctanoBku Wi-Fi-coenuaeHus ¢
Muzaem (3eneHbit)
WPS noMomsio pyHkuuu WPS.

He eopum

®yukuust WPS He ucnonb3yercs.




3aAHAS U HWKHAA NaHenun

[

PucyHok 2. Bud 3adHel naHenu DIR-842.

MopT OnucaHue
Knormka 111 BKITFOUCHVISI/BBIKJTFOUEHUS O CIIPOBOTHOMN CETH.

WIFI Jlisg BBIKIIIOYEHHS OECHpPOBOJHOM CETH: MpPH BKJIOUYEHHOM YCTPOMNCTBE
HaOXKMUTE KHOTIKY M oTIycTuTe. CBETOMMOAHbIE MHANKaTophl becnpoBoanas
ceThb 2.4G u bBecnpoBogHas ceTb SG 10IKHBI IOTaCHY Th.

Knomnka /i ycraHOBKH GecripoBojiHOTO coeaunenus (¢pynkuus WPS).

WPS Jns ucrionb3oBanus GyHKIUKM WPS: pH BKIIIOUEHHOM yCTPONWCTBE HAXKMUTE
KHOTIKY, YJIep>KuBaiTe 2 ceKyHabl U OTIycTuTe. CBETONMOAHBIN MHIUKATOP
WPS nomxeH HayaTh MUTaTh.

LAN 1-4 4 Ethernet-nopTta A1 NOAKIIIOYEHUS! KOMITBIOTEPOB MIIU CETEBBIX YCTPOMCTB.
[Topt ms moxgkmroueHUs K BhIeAeHHON Ethernet-nuHuuM wim moaxrOYeHUs

WAN kabenpHOro uiaum DSL-mozmema (pekoMeHIyeTcs HCHOJIb30BaTh Kalelb,
BXOJISIIIUNA B KOMIIEKT MIOCTaBKH).

POWER KHomnka /U1 BKITIOUEHUsI/BBIKIIIOUEHHS MapIIpyTU3aTOpa.

Takoke Ha 3a7HEW TAHETM MapIIPyTU3aTOPa PACIIONOKEH PA3beM IMUTAHHUSL.

Ha Hwxkneli manenu mapuipytuszaropa pacnonoxena kHonka RESET, npennaznadennas ajis copoca
HACTpOeK K 3aBOJICKMM YyCTaHOBKaM. /[is BoccTaHOBJIEHMsI 3aBOJCKHUX YCTAHOBOK HEOOXOAMMO
HaXkaTh U yaepxkuBath 10 cexyHT (MIPU BKIIOUEHHOM YCTPOICTBE).

Taxoke MapLIpyTH3aTOp 000PYIOBaH YEThIPbMS BHEIIHUMU HeCheMHbIMU Wi-Fi-aHTeHHaMH.




KoMnieKT nocraBKun

[epen ucnonp30BaHWEM YCTPOMCTBA YOSIUTECH, YTO B KOMIUICKT IIOCTABKH BKITFOUYEHO CIIEIYIOIIEE:
*  Mapumpytusarop DIR-842;
*  ajanTep NUTAHHS MOCTOSHHOTO Toka 12B/1A;
*  Ethernet-xabenn;
*  nokyMeHT «Kpamkoe pyxoeoocmeo no ycmanogke» (OyKier).

Joxymentsl «PykoBoncTBo mosb3oBareis» U «KpaTrkoe pyKoBOACTBO IO YCTAHOBKE» JOCTYIHBI Ha CaiTe
kommanun MTC (cm. www.mts.ru B paszgene «Tapudsr n ycnyru — Jlomammuit MaTepHer u TB —
O6opynoBaHue»).

' Hcnonp30BaHME MCTOYHHMKA NMUTAHUS C HAOPSOKECHUEM, OTIIMYHBIM OT MOCTABISIEMOTO C YCTPOWCTBOM,

u MOXKET IIPUBCCTH K MOBPEKACHUIO VCTDOIZCTBEI U IMOTEPE rapaHTHH Ha HETO.



http://www.mts.ru/

FNMABA 3. YCTAHOBKA 7 NOAK/THFOHYEHMUE
MAPLWPYTU3ATOPA

lNpeaBapuTtenbHasa NnogroToBKa

[Tepes MOAKIIOYEHHEM YCTPOWCTBA MPOYTUTE AaHHOE PYKOBOJCTBO TOJIb30BATENs. YOSIUTECh, YTO Y BAC UMEETCS
BCE HEOOXOMUMOE 000PYIOBAHHUE, a TAK)KE HHPOPMAITUS TI0 BCEM HCIIOIh3YEMBIM YCTPOHCTBAM.

OnepannoHHas cucTemMa

Hacrpoiika u ynpapieHie OeCpOBOIHBIM JBYXIHAIa30HHBIM TUTaOUTHBIM MapIIPyTH3ATOPOM CO BCTPOCHHBIM 4-
X TOPTOBbIM KoMMyTaropom DIR-842 (manee — MapiipyTH3aTOpOM) BBIMOIHSETCS C MOMOIIBI BCTPOCHHOTO
web-unTepdetica. Web-unTepdeiic mocTyneH B Jqr000il omeparioHHONW crcTeMe, KoTopas TMoIiepKuBaeT web-

Opaysep.
Web-opayzep
Jns mocrymna x web-uaTEepdeiicy HACTPOWKH U YIpaBIeHHUS MapIIpyTH3aTOpa PEKOMEHAYETCS HCIONb30BaTh Web-
Opayzepsr:
»  Apple Safari Bepcuu 8 u BoIIIIE,
*  Google Chrome Bepcuu 48 u BoIIIE,
*  Microsoft Internet Explorer Bepcuu 10 u Beimte,
*  Microsoft Edge Bepcuu 20.10240 u BbImIE,
*  Mozilla Firefox Bepcuu 44 u Beime,
*  Opera Bepcuu 35 u BhIIIIE.

Jns ycnemrHo# paboTel ¢ web-unTepdeiicoM HaCTPOHKHU U yIpaBieHHs B web-0pay3epe T0oJDKHA ObITh BKIIOYCHA
noxanepkka JavaScript. Yoemurecs, 4To JaHHAs OMIKSI HE ObLIA OTKITIOYCHA IPYTUM MPOTPaMMHBIM 00CCIICUCHHEM
(HampuMep, aHTUBUPYCHOM mporpammon wim apyrum [10, obecrieunBaronmmM 0e30mMacHy0 padoTy B TIO0ATBHON
CeTH), 3alyIIEHHBIM Ha BallleM KOMIbIOTEpE.

IIpoBoanas uiau 6ecnpopoaHas cereas kapra (Ethernet- unn Wi-Fi-aganrep)

JI1060#1 KOMIBIOTEP, UCTIONB3YIOIIMKA MapIIPyTH3aTOp, AOJKEeH ObITh ocHamieH Ethernet- unum Wi-Fi-agantepom
(cereBoil kaproif). Ecnu Bam nopraTUMBHBIN WIM HACTOJIBHBIA KOMIIBIOTEP HE OCHAIIEH MOAOOHBIM YCTPOMCTBOM,
ycranoBute Ethernet- mmu Wi-Fi-amanrep nmepen tem, kak MPHCTYIHUTh K HCIIOTB30BAHUIO MapIIPyTH3ATOPA.
BecnpoBonnasi cBsI3b

Uto0b1 ycTpOHCTBa, 00pa3yrolire 0eCIIPOBOAHYIO CETh, MOTIIM UCTIONIB30BaTh MapIIPYTU3aTOP, B HUX J0JIKHA ObITH
ycTaHOBJIeHa OecripoBomHas ceteBas kapra (Wi-Fi-amantep) cranmapra 802.11a, 802.11b, 802.11g, 802.11n wim

802.11ac. Kpome Toro, s JaHHBIX yCTPOWCTB HEOOXOAMMO 3ajaTh 3HaueHus uaeHtudukaropa SSID, HoMmepa
KaHaJia U ImapaMeTpoB 0E30IacHOCTH, KOTOPBIE ONpeNesieHbl B Web-IHTepdeiice MapmpyTu3aropa.



MoaknroYyeHne K KOMNbIOTEPY U €ero HaCcTPoMKa

MoaxnroueHme k komnbrotepy ¢ Ethernet-agantepom

1. Tonpknrounte Ethernet-kabenp & omHomy u3 LAN-moproB, pacmojOXEHHBIX Ha 3agHell MaHeIn
MapipyTusatopa, u k Ethernet-aganrepy Baiiero KOMIbroTepa.

2. TloakmouuTe ajanTep MUTaHUS K COOTBETCTBYIOIIEMY PasbeMy Ha 3a/Hel MaHelu MapuIpyTH3aropa, a
3aTeM K 3JIEKTPUUYECKOH PO3ETKE.
3. Bwiounte mapupytusarop, Haxas kHonky POWER Ha 3ajiHei naHenu ycTpoiicTsa.

Hanee neoOxommmo yOemutbesi, uto Ethernet-amanmrep Bamero KOMIBIOTEpa HACTPOCH HAa aBTOMATHYECKOE
nonyuyenue [P-anpeca (B kauectee DHCP-knmenra).



ABTOMaTHuyeckoe nonyyeHme IP-agpeca (OC Windows 7)

1. Haxwmure xnonky Myck u nepeiigure B pasnen MaHenb ynpasneHus.

2. Bnibepute nynkr LleHTp ynpaBneHus ceTsimm u o6wmm goctynoM. (Ecnu manens ynpapieHus
HUMECT BUI «IIO0 KaTCropusm» (B BCPXHEM IIpaBOM YNNIy OKHa B CIIMCKE I'IpOCMOTp BLIGpaH IMYHKT
Kateropwms), soibepure crpoxy MpOCMOTp cocTOAHMSA ceTu M 3apad nox nyHktom CeTb U

UHTepHeT).
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PucyHok 3. OkHo MaHenb ynpaeneHus.




3. B MCHIO, pacCIiOJIO’(KECHHOM B JICBOM YacTU OKHa, BI)I6epI/IT€ IIYHKT N3meHeHune napamMeTpoB aganTtepa.

@U' :‘: €« Cete M MiHTEpHET b LLeHTp yNpaeneHua ceTamm i cBLium JocTynom - | ‘?l | Mouck & naxsenu ynpasneHus O I
[é]
MaHenk ynpaeneHna - n . ) - . - -
LOMELLHAA CTP2HMLA POCMOTD OCHOBHBIX CEEAEHWMK O CETHM M HACTPOWKa NOAKAKUEHKMM
) ﬂ_. % &b MpocmoTp noaHoi KapTel
¥npaeneHue GecnpoECHBIMK s S
EETAMM 1 WMHTepHeT
MzmeHere napameTpoe (3707 KEMAEIOTER)
aganTepa .
MpocMoTp BKTHEHBIX CETEN MogkntoueHne K ceTi
VIZMEHUTE AONSAHUTENEHEIE B 42HHEIA MOMEHT BBl HE NOGKNHIYEHE! HI K KBKON CETK,

napameTpel cBLEre gocTyna
MzmeEHEHKME CETEERIX NapaMETROE

':Ei He-.'T[‘JCLUIF.E HOBOIM® NOAKNHNEHHA MW CETH
=

Hactpeiika BecnpoecAHOro, LUMPOKONOACCHOTS, MOAEMHCTS, MEPAMOTT WK
VPM-NCAKAKYEHNA MKW KE HACTRCHKE MAPLURYTUZAToRa MAM TOYKH 4CCTyNa.

'-5. MoAKNKUUTECA K CETH
MoaknoYeHne WA NCBTOPHCE NCAKARYEHNE K BECNPOECAHOMY, NPCECAHOMY, MOZEMHOMY

CETEBCMY COEAMHEHWAS MW Nograrzderme k VPR,

BeiBop AomMaluHed rpynnel v NapaMeTpos oBLLErD 4cCTyNa

&

,.':LCCT:."I'I K ¢IEI:'1'_"IEI'-.I W NPUHTEREM, PACNOA0HEHHBIM HE A IWX CETEEBIXN KOMMNBHITEDEX, KAK

- M3IMEHEHMWE N3RaMETROE CEI.I.I,EFC AocTyna.
LM, TAECKE

I 1T p -
Epanamayzp Windows ¥cTpaHeHne Henonagok

.-'j.Cl".lﬂLlJHﬂﬂ rpynna ,':LHEFHCCTHICE W MCNP3aenNEHWE CETEBRIX I'IpCE."IEI‘-.I WAK N2AYHEHKWE CEE,EI,EHHﬁ oB MCOEasneHnK,

CeoiicTea oBospesaTtena

PucyHok 4. OkHo LjeHmp ynpaeneHusi cemsiMmu u o6uwium ocmyrnom.

4. B OTKPBIBIIEMCS OKHE IIEJKHHUTE MTPaBO KHOIKOW MBIIIH M0 COOTBeTCTBYyMomeMy [MoaKntovyeHuto no
NoKarnbHOW ceTU u BeibepuTe cTpoKy CBOMCTBA B MOSBHBIIIEMCS KOHTEKCTHOM MEHIO.
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'E‘;' CeoiicTea

PucyHok 5. OkHo Cemeeble MoOKIt04eHUsl.



5. B okue MopknioyeHne no nokanbHow cetu — CBOWCTBA Ha Bkiaake CeTb BbLIETHTE CTPOKY
MpoTtokon UHTepHeTa Bepcun 4 (TCP/IPv4). Haxxmure kxnonky CBOMCTBA.
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PucyHok 6. OkHo ceolicme noOK/4YeHUs o sioKkanbHoU cemu.



6. VYb6emurech, 4To MepekiIIOUATENN YCTaHOBIEHHI B Tonoxkenus Monyunts IP-agpec aBToMaTUYeCKU 1
Monyuutb agpec DNS-cepBepa aBToMaTnyeckn. Haxxmure xkHonky OK.

¥

Ceodictea: MNpotokon MuTtepHera seponn 4 (TCP/IPw) @

OBwme | ANETEPHATHEHAA KOHPHM Y PaLHA |

MapameTpel IP MOrYT Ha3HAYATECA SETOMATHYECKH, BCAM CETE
NOAASPHHEIET 3TY BOSMONHOCTE, B NPOTHEHOM CNYYaE NapaMETokE
IP MOMHG NONYYHTE ¥ CETEEOMD AAMMHHCTRATORA.
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PucyHok 7. OkHo ceolicme nnpomokosna TCP/IPv4.

7. Haxwmure kHonky OK B OKHe CBOMCTB MOIKIIOYEHHS.



MoaxknroueHune k komnbrotepy ¢ Wi-Fi-apantepom

1. TloxmkmrouuTe ajanTep MUTaHUS K COOTBETCTBYIOLIEMY pa3beMy Ha 3aJHEH MaHelu MapuipyTu3aropa, a
3aTeM K JIEKTPUUECKOM pO3eTKe.

BxnrounTe mapuipytuzatop, HaxxaB knonky POWER na 3annelt nanenu ycTpoiicTsa.

Yo6enurecs, uyro Wi-Fi-amantep Bamero kommbloTepa BKJIIOYEH. Ha MOPTAaTHBHBIX KOMITBIOTEPAX,
OCHAIIIEHHBIX BCTPOCHHBIM OECHpPOBOJHBIM CETEBBIM aJalTepoM, Kak IPaBUIO, €CTh KHONKA WU
HepeKIIodaTesb, AKTUBUPYIOIIUM OeCpoBOAHOM ceTeBoil afantep (cM. JOKyMeHTaluo o Bamemy 11K).
Ecnu Bam koMmbloTep OCHAIIEH IMOAKIIOYaeMbIM OECHpPOBOAHBIM CETEBBIM aJallTepoM, YCTAHOBHUTE
IporpaMMHOE 00ecIedeHre, TOCTABIAEMOE BMECTE C a/IallTePOM.

[Hanee Heobxoaumo yoeauthes, uto Wi-Fi-ananTep Baiero KOMIbOTepa HACTPOSH HA aBTOMATUYECKOE MOTyuYeHHUE
IP-anpeca (B xauectBe DHCP-kimenTa).



ABTOMaTHueckoe nony4vyeHme IP-agpeca m nogkstoueHue Kk 6ecnpoBogHoOn ceTu
(OC Windows 7)

1. Haxwmure xkHonky Myck u nepeiinute B pasaen MNaHenb ynpaBneHus.

2. Bsi0epute nyukr LleHTp ynpaBneHusi cetamm n obwum goctynoM. (Eciu maHesnb yrnpaBieHUs
UMEeT BHJ IO Kareropusim» (B BEpXHEM MNpaBOM yIIy OKHa B crucke [POCMOTP BbIOpaH MyHKT
Kateropus), soibepute crpoky lMpocmoTp coctosiHusi ceTu u 3apad nox nynktom CeTb WM
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PucyHok 8. OkHo lMaHernb ynpaesieHusi.
3. B MeHI0, pactonoxeHHOM B JICBOI YaCTH OKHA, BEIOepuTe MyHKT UI3MeHeHMe napameTpoB aganTepa.

4. B OTKpBIBIIEMCS OKHE IICIKHUTE IPABOM KHOMKON MBIIIK IO COOTBETCTByIomeMy BecrnpoBogHomy
ceTeBOMY coeAMHeHUro. Yoeautech, uro Bam Wi-Fi-amantep BKIIIOUEH, a 3aTeM BBIOEPHTE CTPOKY

CBOMCTBA B NosBUBIIEMCS KOHTEKCTHOM MEHIO.

5. Boxune BecnpoBogHoe ceTeBoe coeAMHEeHUEe — CBOMUCTBA Ha kiajake Ce€Tb Brienute
crpoxy MpoTokon UHTepHeTa Bepcumn 4 (TCP/IPv4). Haxmure knonky CBOMCTBA.



6. VYb6emurech, 4TO MEPEKIIOYATENH YCTaHOBICHBI B onoxeHus MonyunTtb IP-agpec aBToMaTU4eCKU u
Monyuutb appec DNS-cepBepa aBTOMaTuyecku. Haxxmure kuonky OK.

¥
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DB HE | ANETEPHATHEHSA KOHDM Y paLKa |

MapameTpel IP MoryT HaSHAYATECA SETOMATHHECKH, BCAK CETE
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PucyHok 9. OkHo ceolicme nipomokorna TCP/IPv4.
Haxwvmure kaonky OK B okxne cBoiicTs mogxmodenus.

UTOOBI OTKPBITH CIIUCOK JOCTYIMHBIX OSCIPOBOAHBIX CETEU, BBIACIUTE 3HAYOK OECIPOBOAHOTO CETEBOTO
HOJKITIOUeHNS] U HakMHUTe KHOINKY lMOoAKMioYeHue K win B o0siacTi yBEIOMIICHHUI, paCIIONIOKEHHOH B
MPaBOH YacTH MaHeN! 3a/1a4, HAKMHUTE JIEBOM KHOIMKOW MBIIIM Ha 3HAYOK CETH.

Her NoAKNHYEHNA - EcTe ACCTYNHEBIE NOAKAHIYEHWA

AU . | __| o 1697
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PucyHok 10. Obniacmb ygedomneHul naHesnu 3adau.



9. B orkpeiBemcs okne BecnpoBoagHoe ceTeBoe MOAKIHYEHMUE BhieuTe GeCpOBOIHYIO
cetb MTSRouter-XXXXXX (ast pabotsl B auanaszone 2,4 I'T) win MTSRouter-5G-XXXXXX

(mst pabotel B quanazone 5 I'T), a 3arem Hakmute KHONKY NMogknoyeHue.

Het nogramyenns *s
[Ij l | EcTe gocTymHBIE NeglaroyeHia
BecnpoeogHoe ceTeBoE COBMHEHNE ~
wireless router 1.1_“_
;:l MogknwodaTteca OoaknrodeHne I

i dETOMBTHHECKH

LLEHTF YNPFaeneHWA CETAMK K C'ELLI,I-IF'.I ACCTyYNomM

Pucyrok 11. Cniucok docmyrHbix cemed.
10. B otkpeiBImieMcs okHe BBeauTe Kirod ceTd (cM. WPS PIN Ha Hakielike co MTPUXKOIOM Ha
HIDKHEH TmaHenu ycrpoiictsa) B osie Knoy 6e3onacHocTu u naxxmute kHonky OK.
11. Tlomoxxaute 20-30 cexynn. [locne Toro kak coenuHeHue OyAeT YCTAaHOBIEHO, 3HAYOK CETU
MPUMET BUJI IIKAJBI, 0OTOOpakarolield ypoBEeHb CUTHAA.

Ecnu nmepBuyHas HacTpoiiKa MapIIpyTH3aropa BeImonHsgercs yepe3 Wi-Fi-coequnenne, To cpaszy mocie
! A3MEHEHUs] HACTPOEK OECIPOBOIHON CETH MAapIIPYTH3aTOPa, 3aJaHHBIX 10 YMOJIYAHUIO, HEOOXOIMMO
OyIIET 3aHOBO YCTAHOBUTH OECIIPOBOIHOE COEMMHEHNE, HCIIOJIB3YS TOJBKO UTO 3aJaHHbBIE IaPaMETPHL.




MogknrwyeHmne k web-nHrepgericy

[Tocre HACTPOWKHU COCTUHEHHUS ¢ MapIIPyTH3aTOPOM BbI MOXKETe 00paTuThcs K web-uHTepdelicy HacTpOHKd H
YIpaBICHUS U 33JaHUsI HCOOXOIMMBIX MapaMeTpoB (co3mannss WAN-cOemMHEHUS Ui IMOJKITIOUCHUS K CeTH
WHTepHeT, 3MEeHEeHMsI MapaMeTpoB OeCIIPOBOTHOTO COSAUHEHUS, HACTPOMKH MEXCETEBOTO IKpaHa  Jp.)

Mapmpytusarop DIR-842 ¢ HacTpolKaMH 10 YMOTYAHHUIO HE MOXKET HNOAKIIOYATLCSA K ceTd MHTEpHET.

' Jna Hagasna paboThl 3ajaiiTe cOOCTBEHHBINM Iapoib Juls AOCTYIa K web-uHrepdeiicy M HM3MEeHHTe
u HasBanne OecmpoBomuoii cerr (SSID), a Takke, e€CiId HeOOXOAMMO, 3ajaiiTe APYrue HACTPOHKH

PESKOMEHIOBAHHBIE BAIIUM IIPOBAKIEPOM.

3amyctute web-0paysep (cM. pazzaen [pensaputensHas noaroroska, CTp. 16). B agpecHoii ctpoke web-
Opay3epa BBeaute [P-anpec ycrpoiictpa (1o ymonmuanuio —192.168.1.1).

Marn Mpaera Bra  3aknagkW  Bra¥eTel  MHCTPYMEHTEI CNpaeka
« € S » (9 Gy 7 B 192s v

PucyHok 12. Beod IP-adpeca DIR-842 e adpecHol cmpoke web-bpay3epa.

Ecnu nipy momnbITKe MOAKIIIOUEHNs K web-uarepdeiicy Mapmpyrusaropa Opay3ep BELIAET OIMIMOKY THIIA

«Hesozmooicto 0m06pa3umb cmparuyyy., V6GJII/IT€CI>, YTO YCTPONCTBO NPABHIILHO TIOAKIIOYECHO K
KOMIIBLIOTEPY.

Ecmu ycrpoiicTBo emie He OBUIO HACTPOSHO WIIM paHee ObUIM BOCCTAHOBIICHBI HACTPOWKH I10
YMOITYaHHUIO, TIPU 0OpaIieHuu K web-unTepeiicy oTkpbiBacTcs Mactep HaualbHOW HACTPOMKH (CM.
paznen Mactep HadabHOM HacTpoiiku, CTP. 33).

VBawaeMbll aboHeHT! Bel B NepBbli pa3 BKIHYANK YCTPOMCTEBO U ANA Toro, Ytobbl Bel MOrNMK HauyaTk NONB30BATLCA
ycnyramu goctyna k cetv MHTepHeT, Bam HeoBxoaumo ero HacTpouTb.
[na sanycka macTepa HaxMUTe KHoNKy "Hauatk"

HAHATb

PucyHok 13. CmpaHruua 3anycka Macmepa Ha4aribHOU HacmpoUKuU.



Ecnu panee Bl HacTpomim ycTpoicTBO, pu oOpamieHun K web-uHTepdeiicy OTKpOeTCsl CTpaHuIla
BXO/1a B cucTeMy. BBenure ums mosb3oBarens (admin) B mone MMA nonb3oBaTens u 3a1aHHbIH
BaMu nmaposb B nose Maponb, 3arem Haxxmute kHonky BXO[.

||

Mmsa nons3osarens

Maponk ©

HQHDEBMJ’\ EHOE 1MA I'IOJ'II:BOEIETEJ'IﬂfI'IapOJ'Ib wan
CpoK AEI:'ICTEWH Ceccn ucrek

OcTanock NONLITOK:

BXoq OYUCTHUTE

PucyHok 14. CmpaHuuya exoda e cucmemy.

Ecnu mpu BBOzAE mapossi Bbl HECKOJBKO pa3 BBOJIWTE HEMPABWIBHOE 3HAa4YCHHE, web-umHTepdeiic
HeHaonro omokupyercs. [logokaute oqHy MUHYTY U CHOBA BBEJIUTE 3aJIaHHBIN BaMHU M1apOJIb.



CTpyKkTypa web-nHrepgpeiica

CrpaHuua mHgpopMmaumm o cucreme

Ha crpanuue MHdpopmaLma o cuctemMe npeacrasieHa noapodHas HHGOPMALHS O COCTOSHUH YCTPOKCTBA.

WNHdbopmaymsa o cucteme

NHpopmayns o cucteme WAN no IPv4
Mopens: DIR-842 Twn coeguHEeHUN: OuHaMuueckuin IPvd
AnnapaTHas peBU3Ks: R1 CraTyc: CoeauHero @
Bepcua NO: 1.0.1 IP-appec: 192.168.88.253
Bpema c60pKM: fH 16 ceHT. 2019 r. 17:08:34 MSK
Bepcua Ul 1.5.0.410fe30-embedded
MpousBoAnTENDb: D-Link Russia nOKaanaﬂ CeTb
CepUHHbIA HOMEp: TK061)3005341

LAN IPv4: 192.168.1.1
TeneoH Tex. NOAAEPHKKM: 8-800-250-08-90

LAN IPv6: fdo1::1/64
Onucanue: Root filesystem image for DIR-842

MAC-agpec: f4:8c:eb:3fecief
Bpem#a paboThl: 1 peHs 01:48:05

BecnpoBofHble NOAKIIOYEHHUS: 1
BKNIOYNTE CBETOAMOJHBIE MHAMKATOPbI: .

MpoBoAHblE NOAKNIOYEHNA: 1
Wi-Fi 2.4 Tu

MopTel LAN
CTaTyc: BrnwoueHo @

LANI: OTKOHEHD
BelaHme: BrnioueHo @

LANZ: 1000M-Full ®
NoNoNHUTENbHbIE CETH: 0

LAN3: OTKOHEHD
Wmsa ceTh (SSID): MTSRouter-3FECEF

LAN4: OTK/Mo4eHo
besonacHoCThb: WPA2-PSK

AHpexkc.DNS

Wi-Fi 5Ty ﬂHAEKC J0 BrJIOuNTB
craTyc: BknioveHo @
BeluaHme: Brnioweno @ EBe3sonacHbIA 2 ycTponcTea %)
[onoNHUTebHbIE CETK: 0 NeTcKuit 0 yCTPORCTE ‘E‘

Wma ceTu (SSID): MTSRouter-5G-3FECEF

be3 3aWwuTol 0 yCTPORCTB @

Be3onacHoCTk: WPAZ2-PSK @

PucyHok 15. CmpaHuya uHghopmayuu o cucmeme.



B paznene UHbopmaLma o cucTeme ykaszana MOJIeNTb U arliiapaTHas BEpCUs yCTPONCTBA, BEPCHS TPOrPaMMHOTO
obecrieueHus u Ipyrue JaHHbIC.

Eciu HeoOXomnMo, BBl MOXKETE OTKIIOYUTH CBETOAMOAHBIE WHIUKATOPHI YCTPOMCTBa (Kpome
unaukaropa I[lurTanume). s 3Toro ciasuHbTe mepekiodaresb BKMAOUYMTL cBeTOAUOAHbLIE
MHAMKaATOPbI BiieBO. UTOOBI BKIIOYUTH CBETOIUOAHBIC WHIUKATOPHI, CABUHBTE MEPEKIIOYATEIh
BIIPABO U MEPE3Arpy3UTe YCTPOUCTBO.

B paznenax Wi-Fi 2.4 I'Tuu Wi-Fi 5 'y otoOpaskarorcst JaHHBIE 0 COCTOSIHUH OECIIPOBOAHOM CETH
yCTpoOiicTBa, €¢ Ha3BaHHE W THUIl CETEBOI ayTCHTH(HKALMH, a TAK)Ke HAJIUYUE JONOTHUTEIHHOM
0ecrpoBOIHOI CETH B COOTBETCTBYIOIIEM JHAITa30HE.

B paznene WAN nipencraBiieHsl JaHHbIC O THIIE U cTaryce cyniectBytoniero WAN-coemHeHu S

B pasnene JlokanbHaa ceTb otobpaxaercs IPv4- u [Pv6-ampec mapuipyTtuszatopa, a Takke
KOJINYECTBO IPOBOJHBIX M OECIIPOBOIHBIX KJIMEHTOB YCTPOHCTBA.

B paznene MopTbl LAN otobOpaxkaercst coctosinne LAN-opToB ycTpoiCTBa M PEKUM Nepenadn
JTAHHBIX aKTHUBHBIX IOPTOB.

B paznene AHaekc.DNS npencrasiens! nanHbie 0 cocTosiHuM cepBuca Snaekc. DNS u pexume ero
pabotsl. UtoObI BKiIOUHTE cepBuc SHaekc.DNS, caBunbre nepexiodarens BKMHOUYMTL Brpago.
Ecnu HeoOxoauMo, n3MeHHUTe pexuM padoThl CEpBUCA.



Crpanuua Havano

Ha crpanune Hawyano mpejacraBieHbl CCBUIKM Ha CTPAHHUIIBI HACTPOEK, K KOTOPBHIM YacTO OOpamarTcs
IIOJIb30BATENH MPH PaboTe ¢ web-uaTepdeiicom.

£ VHdopmauus o cucteme Hauano

[obpo noxanoBatk B MHTEPdENC HAacTpoiku ycTpoicTea D-Link!

Ha aroit CTpaHuue npefcTaBneHel Pa3aenbl, K KOTOPbIM NOMNb3I0BATENW HYacTo oﬁpau.lamcn nocne I'IepBHHHOﬁ Hacrpoﬂm. MonHbiA cnncok pasnenos
AOCTYNEH B MEHH0.

ﬁ URL-puneTp @ Anerc.DNS = OrpaHu4eHue AocTyna
o -V GecnpoBOOHbLIX KITMEHTOB
Bl MoxeTe 5nOKHp?BaTb nocelueHue BoicTpbiit DNS-cepeuc ot AHaekca ¢ B! MoXeTe 3a6MoKMpOBaTL AOCTYN K
HewenaTenbHbix canTos no URL-anpecam. LONONHUTENBHBIMK (DYHKLMAMK yeTpoiicTBY No Wi-Fi Ans HekoTopbix
BesonacHoCTU KITMEHTCB.
Moaxniouenne o WNHdropmauma o cucteme “=~" Hactpoiika Wi-Fi
L MyNbTUMEAUa-YCTPORCTB .

CaonHan uHopmMaumrs of yeTpoitcTee Hacrtpoika 0cHOBHbIX napameTpos Wi-Fi.
3neck Bbl MOXETE UIMEHUTD UMA CETH,
napameTpsl GesonacHocTH 1 gp.

BeiGop NopTos AN NOSKNIOHMEHNA
MYNETUME/Wa-YCTPONCTB.

PucyHok 16. Cmpa+uuya Ha4ano.

Jpyrue HacTpoiKy MaplIpyTHU3aTOpa JOCTYIIHBI B MEHIO B JIEBOM YaCTU CTPAHHULIBI.



Pazpenbl MeHIO

1 HacTpoMKK MapIIpyTU3aTOpa UCIOIB3YHTE MEHIO B JIEBOM YacTH CTpaHHILIBL.

B pasnene HayanbHas HacTpoMrKa Bsl MOKETE 3allyCTHTh MacTep HadalbHON HAcTpoiku. Mactep 1mo3BosieT
HACTPOUTHh MAapIIpyTHU3aTop Uit pabOTHl B HY)KHOM BaM PEKHME W 3aaTh BCE IapaMeTphl, HCOOXOAUMBIE UIS
Havayia paboTsI (moxpobHoe onmucanue Mactepa cM. B paszerne MacTtep Ha4aabHON HACTPOWKH, cTp. 33).

Ha crpannnax pasgena CTaTUCTUKA mpeicTaBIeHBl JaHHBIC, OTOOpaXaloIlUMe TEeKyllee COCTOSHHE
MapIIpyTH3aTopa (OI1caHnue CTpaHul cM. B paszaene Cratucrtuka, cTp. 50).

Ha crpanunmax pasmena HacTporMka coeAMHEHUNA MOKHO HACTPOMTEH OCHOBHBIE apaMeTpbl LAN-unTEpdeiica
MaplIpyTHU3aTopa M Co3laTh MOAKIIOYEeHHE K ceTh VIHTepHeT (ommcaHue CTpaHHIl cM. B paszzaene Hacrtpoiika
COETMHEHUH, cTp. 50).

Ha crpanunax pasnena Wi-Fi MoxxHO 3a1aTh Bce He0OXOMUMBIE HACTPOHKHU OSCIIPOBOIHOM CETH MapIIPyTH3aTOpa
(ommcanue cTpanuI cM. B pazaene Wi-Fi, ctp. 92).

Ha crpanunax pasgena [JOMOMHUTENbHO MOXHO 3a1aTh JOMOJHHUTENBHBIC MAPaMETPhl MapIIPyTH3aTopa
(omucanwue cTpaHuIl cM. B paszene JlomomHuTensHo, cTp. 119).

Ha crpanunax paszena MexceTeBoM 3KpPaH MOXXHO HACTPOUTH MEKCETEBOM IKpaH MapLIpyTH3aTopa (OIHCaHHe
CTpaHHMI[ CM. B pazaene MexceTeBoit 3kpaH, cTp. 151).

Ha crpannnax pasaena CUcTeMa npescrapieHsl QYHKIUMH 11 paboThl ¢ BHYTPEHHEN CHCTEMOMN MapIpyTH3aTopa
(omucanwue ctpanull cM. B pazaene Cuctema, ctp. 164).

Ha crpanunax pasznena Anpekc.DNS wmoxno HACTPOUTh CEPBUC KOHTEHTHOH QuubTparuu Snaexkc. DNS

(onmcanue crpanui cM. B pasnene Suxexkc.DNS, ctp. 178).

UroO0s! 3aBepIIUTh paboTy ¢ web-uHTepdelicom MapmpyTH3aTopa, HAXKMUTE Ha CTPOKY MEHIO Bbintum.



YBegomMmneHus

Web-unTepdetic MapoipyTH3aTopa 0TOOpakacT YBEIOMIICHHUS B IPABOM BEPXHEM YIITy CTPAHHIIEL.

o

PucyHok 17. YeedomrneHus web-uHmepelca.

Haxwmute Ha 3HAYOK, OTOOpaKAIONIMI KOJIWYECTBO YBEIOMIICHHWH, 4TOOBI MPOCMOTPETh MOJHBIA CIHCOK, U
Ha)XMHUTE COOTBETCTBYIOLIYIO KHOTIKY.



rMABA 4. HACTPOMKA MAPLUPYTU3ATOPA

Macrep Ha4asibHOM HaCTPOUKMN

YrtoOsl 3amycTuTh MacTep HadaabHOU HACTPOMKH, epeianTe B pasaen HavyanbHasa HacTpouka.
Ha orkpeiBmieiics ctpanuie Haxmure kHonkKy OK M joauTech BOCCTaHOBJICHUS 3aBOJCKHX

HACTPOEK yCTPOICTBa.

[ns sanycka mactepa HayansHoi HAaCTPOIKM HeoBXoAMMO BOCCTAHOBMTL 3aBOACKME HACTPOIKM YCTPOMCTBA.

PucyHok 18. BoccmaHosrieHue 3ag00cKux Hacmpoek 8 Macmepe.

Ecnu nepBuuHas HacTpoiika MapuipyTuszaropa BeimonHsercs uyepes Wi-Fi-coenunenue, yoenurecs,
YTO BBI MOAKIIOUYECHBI K OectipoBoaHol cetr DIR-842 (cMm. HasBanue 6ecnipoBoanoi cetr (SSID) Ha

HaKJICHKe CO IITPUXKOAOM Ha HIDKHEW MaHenu ycTpoiicTa) u Haxmute kaonky JAJIEE.

BoccraHoBneHne 3aBoackmx HacTpoekK 3aBepLlUeHO

Ecnu Bel nogkmouensl no Wi-Fi, yGeauTecs, UTo He NpoM3oLLno aBTOMaTMUECKOro NepeknioyeHus Ha Apyryk
BecnpoBoaHYi0 CeTb.
Wma cetu v naponb Bel HailgéTe Ha cTUKepe Ha Kopnyce Balero ycTpoiicTea.

DANEE

PucyHok 19. lNposepka nodknrodeHus: K becrnposodHoU cemu.

Haxxmure kHonky HAYATD.

Yeawaembli aGoHeHT! Bbl B NepBLIA pa3 BKNKYKUNKM YCTPORCTBO M ANA Toro, YTobkbl Bel MOrMK HayaTe NONb30BaTLCA
ycrnyramu 0ocTyna K ceTi MHTepHet, Bam HeoBxoaMMo ero HacTpouTe.
[nAa sanycka MacTepa HawmMuTe KHonky "HavaTtb"

HAYATb

PucyHok 20. 3anyck Macmepa.



Ha orkpeiBineiics crpanuie Haxmute KHONKY A, 4ToOBl OCTaBHTh TEKYIIMH s3bIK web-
unTepdeiica, wm Haxmute kHonky HET, uToObI BEIOpaTh IpyToit SI3bIK.

- Bo3MOXHO, BaLl A3bIK Pycckuin?

- N

PucyHok 21. Bbibop s3bika web-uHmepabelica.

BBl MOXKETE TOCPOYHO 3aBEPINUTL PabOTy MAcTepa U HEpeiTH B MeHIo web-untepdeiica. s 3TOro maxmure
xuonky PACLUMPEHHBIE HACTPOWMKMW. Ha otkphIBIIeiics CTpaHuIEe H3MEHHTE HACTPOMKH MO yMONYAHHIO:
M3MEHUTE Mapoib aJMUHHCTparopa B nojisx lMaponb agMmuHucTpatopa u MoaTBepkaeHue napons u
Ha3BaHue GecrpoBoHON cetr B quana3zone 2,4 T u 5 TTu B mossix Uma cetn 2.4 'y (SSID) u Umsa cetn 5
Ty (SSID) coorsercrBenno. 3arem Haxkmurte kaonky MTPUMEHUTD.

HacTpoiiku no ymon4aHuio

Ana Hadana pabomei HEoOX0AUMO UIMEHUME HEXOMODEIE HACMPOLUKU M0 ¥MONYaHUR.

MHMCTDATODa? @

(D Anuna napens domwna Beime om 1 do 31 ASCH cumsona

¥iran cemu 2.4 My (SSID)

DIR-XXX-0105

Wran cemu 5 My (SSID)

DIR-XXX-5G-0105

T

PucyHok 22. IamMeHeHUe Hacmpoek ro yMo4aHuio.

YT0oOBI IPONOIKUTH HACTPOWKY MapLIpyTH3aTopa ¢ noMolbio Mactepa, Haxxmute kHonky MPOOOIMKUTDb.

JlokansHas ceTb

D ABTOMaTHUECKOE HaHaueHue IPv4-agpeca

A Aemomamuyeckoe HasHayeHue JPV"-&GPSC& MaKcuMarneHo sawuliaem om 803MOXH020 UCIoNb308aHUs 00UHaKO8bIX
adpecos e odHol noxaneHol cemu. Ana uckmoyeHus koHgnukmos IPv4-adpecos e noxkanbHol cemu cmamuveckue IPv4-
adpeca ycmpolicme He GomxHb! cosnadame ¢ adpecamu U3 duanasoHa adpecos, HasHa4aeMbiX bILUeCTNOSLLLM
MapLupymu3amopoM (unu nokaneHsim DHCP-cepaepom).

IP-agpec*

192.168.0.1

Certesan macka®™

265.255.256.0

AoMeHHOE UMA yCTpoRCTEa®

dlinkapd578.local

(D) Badatime domenHoe ums ¢ okonyaHueM Jocal. [na docmyna k web-unmepcbelicy mo doMeHHOMY UMEHU & adpecHol
cmpoke web-Gpaysepa esedume domMeHHoe UMA ¢ Mo4Kkoll u kocoll yepmoll (Hanpumep, dlinkap12ab.local.’)

€ HA3AQ DOANEE »



Hactpoiika WAN-coeguHeHusn

Hacrpoiika  WAN-coenMHeHU  OPOM3BOAUTCI B COOTBETCTBHHU  C  JTAHHBIMH

OpEeIOCTaBIEHHLIMU IpoBaiaepoM anoctyna K cetu MatepHer. Ilpexxne yeM HacTpauBaThb

COCAMHEHNC, V6GJII/ITCCI>, YTO BbI INOJYYHIIN BCHO H€06XOI[I/IMVI-O I/IHd)ODMaHI/IIO. Ecnu vy Bac

HET TAaKUX JIAHHBIX, 00PaTUTECh K CBOEMY IpoBanaepy (TeaedoH TEXHUIECKON ITOIAEPKKH:
8-800-250-0890).

Ha ctpanune Tun coeanHeHunsi ¢ UHTepHeTOM B cricke TUN COeAUHEHUNA BhIOepUTE
THUII COEIMHEHUS, UCTI0JIb3YEMbIN BalllUM MPOBaiiiepoM, U 3alI0JTHUTE OIS, 0TOOpa3UBIIUECS
Ha CTpaHUIIE.

3anaiiTe HACTPOMKHU, HEOOXOUMBIE JUIsl paOOThI COETUHEHHS BBIOPAHHOT'O THUIIA.

Ecmm noctyn k cetn MnTepHeT npenocrasisercs yepe3 VLAN-kaHan, yctaHOBUTE (praxok
Ucnonb3oBatb VLAN u 3anonuaute noie VLAN ID.

[Mocne nactpoiiku coenuuenus Haxmute kHOnky JLAJIEE, 4to0b1 mponomKuTh, WM KHOIIKY
HA3A[, uto0bl BepHYTHCS Ha MPEIBIAYIIYIO CTPAHHILY.



Coeounenue muna Cmamuueckuu I1Pv4

Tun coeguHeHUs ¢ MHTepHeTOM

Tun cosauHeHuA

CraTtndeckni IPv4 -

() Coedunetue dannozo muna nossonAem Bam UCToNLIoeamMs (urcuposarneil IP-adpec, npedocmasnAemsid Bawum

npogaddepom.

C] Knoxupoeats MAC-anpec Bawero ycTpoiicTea

@ B cemax Hexomopsix nposaidepos mpebyemcs peaucmpayus onpedenenrozo MAC-adpeca dna npedocmasnerus
SOIMOKHOCTIL TOAKMIOYSHUS K comu MHmepHem.

C] Wenonbsoeats VLAN

@ Yomaxoeume ghnawok, ecnu nposaldep opzanusyem docmyn & Mameprem, ucnonesya VLAN-kaxan.
£ Hazan DANEE )
PucyHok 24. CmpaHuua Hacmpotiku WAN-coeduHeHuss muna Cmamuyeckul IPv4.

3anonuaute nons IP-agpec, CeteBas macka, IP-agpec wni3a u IP-agpec DNS-cepBepa.

Coeounenue muna Cmamuueckuii IPv6

Tun coeguHeHUs ¢ MHTepHeTOM

Tun cosauHeHUA

CraTtudecknn IPvG -

() Coedunenue dannoeo muna nossonAem Bam ucrons3oeams urcuposarHen [P-adpec, npedocmasnsemsid Bawum

npogaddepom.

(O Knoxmposats MAG-anpec Bawero yeTpoicrsa

@ B cemax Hexomopelx npogaidepos mpebyemcs pezucmpayus onpedenenHozo MAC-adpeca dna npedocmasnequs
SOIMOKHOCIU NOMKMIOYEHUS K cemu MHmepHem,

C] Wenonbsoeats VLAN

@ Yomanosume hnaxok, ecnu nposaldep opzadusyem docmyn & MumepHem, ucnonssys VLAN-kanan.

£ HAsAD DANEE )

PucyHok 25. CmpaHuya Hacmpotiku WAN-coeduHeHusi muna Cmamudyeckud IPv6.
3anonuute noss IP-appec, Mpedwuke, IP-agpec wnio3a u IP-agpec DNS-cepBepa.



Coeounenusn muna PPPoE, IPv6 PPPoE, PPPoE Dual Stack, PPPoE + /lunamuueckuil
IP (PPPoE Dual Access)

Tun coeauHeHns c MHTepHeToM

THN CoBQHHEHNA

PPPOE -

() Anna coedurenus dannozo muna mpebyemca UMA MoNbI0S3MENT U Mapars.

E] Bes aeTopusauym

(O Hnotmposate MAG-anpec Bawero ycrpoitcrea

() B cemsx Hexomapsx nposaidepoa mpefyemcs peaucmpayus onpedensnrozo MAC-adpeca Ana npedocmasneHus
SOIMOKHOCIU NOAKMOUEHUS K Cemu MHmepHem.

C] Wenonbaoeats VLAN

() Yemanosume chnaxork, ecnu nposaidep opeanusyem docmyn & MemepHem, ucnonmszya VLAN-xaHan.

£ HAsAD DANEE D

PucyHok 26. CmpaHuua Hacmpotku WAN-coeduHeHuss muna PPPOE.
B nosiie UM nonb3oBaTensA BeeauTe Balll JIOTHH, a B 1ojie MNaponb — napois, mpeaocTaBiIeHHbINH
BAIlIMM TIPOBAliEpOM J0cTyna K cetd VntepHer. Hazxmure Ha 3nadok MNMokasatb (=), uto6sl
0TOOPAa3uTh BBEAEHHBbIN mapoab. Ecim aBropu3anusi He Tpedyercsi, ycTaHOBUTE (uaxok be3s
aBTOpU3aALMMN.



Coeounenue muna PPPoE + Cmamuueckuii IP (PPPoE Dual Access)

Tun coeguHerns c MHTepHETOM

PPPoE + Cratudeckui IP (PPPoE Dual Access) ~

mpefyemcA UMA MoNbICEaMEna U Mapons, a max we npedocmaaneHHnid Bawum

D Bea asTOpMIaLMH

o

PucyHok 27. CmpaHuya Hacmpotiku WAN-coeduHeHusi muna PPPoE+Cmamudeckul IP (PPPoE Dual
Access).

B none UmaA nonb3oBaTens BeenuTe Bal JOTWH, a B ioyie [laponb — naposs, npenocTaBieHHbIIH
BaIIM MpOBaiiepoM 1ocTyna k cetd MutepHer. Haxmute Ha 3Hauok Mokasatb (), uto6sl
0TOOPAa3uTh BBeIEHHBbIN Mapoab. Eciam aBropu3amusi He Tpedyercsi, yctaHOoBUTE (uaxok be3s
aBTOpU3aALMMN.

3anonuute nons IP-appec, CeteBas macka, IP-agpec wnio3a u IP-agpec DNS-cepBepa.



CoeduHeHue muna L2TP + JuHamuyeckul IP

Tun coeguHeHWA ¢ MHTepHETOM

COBOMHEHHR

PPTP + Ouuamuueckni 1P -

® PPTPuL2TP —
FAWULEHHOE COBIUHEHUS ¢

IEMBHEIE MPOMOKO, i , Nog LI K el mia same
CepsEpoM 33 C

HESAWULWERHOD Cemu.

C] Bea asTopusaumn

C] Knotvpoears MAC-agpec Bawero ycTpoiAcTsa

(i) B cemax we pbix Mpogaidepos mpedyemca peeucmpayus onpedensnroeo MAC-adpeca ns npedocmasnenus
SOIMOMHOCITIU | OYEHUA K CEMU MHMEpHEM.

C] Wenonbsoeats VLAN

(i) Yomarosume ghnaxor, ecru nposaidep opeanusysm docmyn & MumepHem, ucnonssyd VLAN-xaHan.

{ HA3AD PANEE )

PucyHok 28. CmpaHuya Hacmpotiku WAN-coeduHeHusi muna PPTP+[JuHamu4eckud IP.
B nosie AMs nonb3oBaTensA BeeauTe Balll JIOTHH, a B riojie MNaponb — napois, mpeaocTaBieHHbIH
BAIlIMM TIPOBAliepoM J0cTyna K cetu VntepHer. Hazxmure Ha 3nadok Mokasatb (), uto6sl
0TOOpAa3uTh BBeAEeHHBbI mapoab. Eciau aBropu3anusi He Tpedyercsi, yctaHoBUTe (uaxok bes
aBTopU3aLmum.

B mone Appec VPN-cepBepa 3amaiite IP- wim URL-agpec PPTP- wumum L2TP-cepBepa
ayTeHTU(UKAIHH.



CoeduHeHue muna L2TP + Cmamu4eckuu IP

Tun coeguHeHns ¢ MHTepHeTOM

PPTP + Cratnueckui IP

MOYKE-MOYKE, NOIEONAOWLE KoM

aHUA cneyuansHo20 MyHHEeNa @ cima

D Bea asTopraaumn

w

PucyHok 29. Cmparuuya Hacmpotiku WAN-coeduHeHusi murnia PPTP+Cmamuyeckul IP.
B monre AMs1 nonb3oBaTtens BBeuTe Balll JIOTHH, a B nosie Maponb — naposb, mpeaocTaBIeHHbIH
BAIIM ITIpOBaiifepoM pocTyma k cetn Muteprer. Haskmute Ha 3nadok Mokasatb (=), uro6s
0TOOpa3uTh BBeJAeHHBbI mapoJb. Eciu aBropusamus He Tpedyercsi, yctaHOBUTe (uaxkok bes
aBTOpM3aLMMN.
B mone Appec VPN-cepBepa 3amaiite IP- wmm URL-ampec PPTP- wmm L2TP-cepsepa
ayTeHTU(DHUKAIIH.
3anonuaure nons IP-agpec, CeteBas macka, IP-agpec wnio3a u IP-agpec DNS-cepBepa.



Hactpoika 6ecnpoBogHOM ceTu

1.

Ha crpanune BecnpoBogHaa cetb 2.4 Ty B nore Uma ocHoBHon Wi-Fi-cetun
3aaiiTe CBOC Ha3BaHWE s OecrpoBOmHON cetw B aumamasoHe 2,4 ' winm ocraBbTe
3HAYEHHE, IPETIOKEHHOE MAPIIPYTU3aTOPOM.

B mone Maponb 3amaiite cBoi mapob JUIsS JOCTyNa K OSCIPOBOIHON CETH WM OCTaBBTE
3HaueHue, npemyioxkenHoe Mapupytuzatopom (WPS PIN yctpoiictBa, cM. HakielKy co
IITPUXKOZOM).

Ecnu mapuipyTtuszarop ucnonb3yercs B kauectBe Wi-Fi-knuenta, Bel Moxere 3aaath Takue

e TTapaMmeTpbl OeCPOBOIHON CETH, KaK y CeTH, K KOTopoi Bbl moaxitouaerecs. st aToro
Haxxmure kHonky UCMOJIb3OBATD.

BBl MOXKETE BOCCTaHOBHUTH MAPaMETPhl OECIIPOBOMHOM CETH, 3alaHHBIE 10 cOpOCa HACTPOEK
K 3aBOJICKUM ycTaHoBKaM. [l sroro nHaxkmute knonky BOCCTAHOBUTD.

BecnpoeogHan ceTk 2.4 Ty

BrnioumTs

Beware becnposogHyt cets 2.4 Ty

() Bomm

Kayecme:

SBLUAHLA HE ENUREM HA S0SMOMHOCTE MapLUPYMU3AMOopa NodKMOYambes K dpyzod cemu Wi-Fi 8
a

my wifi

E] OTKpLITan cets
Mapon*

mananan ©
(i) Bnuna napons donwna Geime om 8 do 63 ASCH cumeonos

Bbi poxeme SoCcMaHosUIme UMS Cemu u LIJU’E:b_.’J‘JEEHL.'E. ycmaHoaneHHele do npuMmereHuR 3aeodckux
BOCCTAHOBUTE . qcnpocr.

PucyHok 30. Cmpa+uuya Hacmpoliku 6ecripogodHol cemu.



5. Ecnm BBl XOTHTE CO37aTh JOMOJHUTEIbHYIO OECIpOBOAHYIO ceTh B auamazoHe 2,4 T,
W30JIMPOBAHHYIO OT Balllel JIOKAIBHOM CeTH, ycTaHoBHTE (uiaxkok BKIIHOYUTL rocteByto
cetb Wi-Fi (moctynen ronsko mis peskumos MapwpyTtusartop u Mosroputens WISP).

Bknto4nTe rocTesyr ceTs Wi-Fi

DRHMOUUIMLCA K BaieMy YempoUcmay U Nonyyums

HHBIE K daHHOD GecnposodHod cemuy, Gydym usenuposs

1 & MHmEpHem.

I O pECYDCOS

Bawed ocHOaHOI

3Mo nozecnum ofesc B€ Ha speMA NpedocMasneHun Jocmya 8 MIHMEepHEM CMopOHHUM RoMb308aIMETaM

my wifi

@ Konuvyscmeo cumecnos donwHo Geime He Gonee 32
Orrpriras ceTe

0_-. WMENIEHOS KONM4ECTED KNk

BKMH4HTE OFPEHHYEHIE CROPOCTH

PucyHok 31. Cmpa+uuya Hacmpouku becripogoOHoU cemul.

6. B mome Uma rocteBon Wi-Fi-ceTu 3amaiite cBoe Ha3BaHMe IS TOCTEBOM OCCIPOBOIHOM
CETH WJIHM OCTaBbTE 3HAYCHUE, IPEIJIOKEHHOE MAPIIPYTU3ATOPOM.

7. Ecim BBl XOTUTE CO3/1aTh MapoJib ISl JOCTYINA K TOCTEBOM OECIpPOBOIHON CETH, CHUMHUTE
dnaxox OTKpbITanA ceTb u 3anonuute noie Maponb.

8. Ecnu BBl XOTHTE OTpaHUYUTHh MPOMYCKHYIO CIHOCOOHOCTH TOCTEBOW OECIPOBOMHON CETH,
yctaHoBuTe (rakok BKOYMTL oOrpaHMYeHMe CKOPOCTWU U 3alloHHUTE I0JIe
OrpaHuyeHune CKOpocCTM.

9. Haxwmure kHonky JJAJIEE, uto6s1 nponomkuts, min kaonky HA3A, uto0sl 3a1ath Apyrue
HaCTPOMKHU.

10. Ha crpannne BecnpoBogHasa cetb 5 U 3anaiite HeoOXomWMBIC MmapamMeTphl IS
OecrnpoBoHOM ceTH B quana3oHe 5 I'T' u naxmure knonky JAJIEE.



Hacrpouka LAN-noptoB gns IPTV/VoIP

1. Ha crpanune IP-reneBngeHme ycranosure pnaxox K ycrponcrTsy noaknitoveHa TB-
npucraska.

|P-TeneenaeHne

K ycTpoiicTey nogknioyesa TB-npucTaska?

(i) Ecrnu Baw npoealdep npedocmaansem yenyey IPTV, Ber Moweme nodkmiodums TB-Npucmasky Henocpedcmeaento K
pOymepy, He ucronbsys dononHumenstoe ofopydosanue.

Wenonbsopats VLAN ID

() Hughopmaywo o VLAN ID Moo Halmu & dozosope.

{ HA3Ap PANEE )

PucyHok 38. CmpaHuua ebibopa LAN-riopma 0ns nodkmoqeHusi IPTV-nipucmasku.

Brigenure cBo6omubii LAN-iopt mis noakimtouenus [PTV-npucraBku.

3. Ecm ycnyra IPTV mpenocraBusiercs dyepe3 VLAN-kaHai, ycTaHOBUTE —(PIaskok
Ucnonb3oBaTb VLAN ID u 3anonaurte oroOpasuBmieecs mosie.

4. Haxwmure kaonky JAJIEE, uro6s1 npogomkuts, wik kHonky HA3AJ[, uroOsl 3a1aTh Ipyrue
HACTPOUKHU.



5. Ha crpanune IP-tenecoHus ycranosure ¢dnaxox K ycTtpouMcTBy noakntoyeH IP-
TenedoH.

IP-TenedpoHus

K ycTpoiicTey nogrnioses IP-Tenedon?

(i) Ecnu Baw nposaidep npedocmaanssm yenyey IP-meneghoruu, Bl MOREME NOSKTOHUME MeneghoH HenocpedcmasHHo
K pOYMERY, HE UCNONB3YA dononHumensHoe ofopydosanue.

Wenonbsceats VLAN D

() Mughopmayuro o VLAN 1D mosHo Hatmu & dososope.

[ 7]

£ HA3ap PANEE )

PucyHok 39. Cmpa+uuya ebibopa LAN-rmopma 01151 nodknrodeHuUs1 VolP-meneghoHa.
Brinenure cBo6oanbiii LAN-nopt muis noakmodenus: VolP-tenedona.

Ecim  ycnyra VolIP mpenmocraBnsiercss yepe3 VLAN-kanan, ycraHOBUTE —(DIasKoK
Ucnonb3oBatb VLAN ID u 3anonauTe oToOpasusiieecs mosie.

8. Haxwmmure knonky JAJIEE, uro6s1 nponosmkuts, win knonky HA3A, utoOsl 3a1aTh apyrue
HACTPOUKHU.



N3meHeHue napons web-uHTepdeica

Ha nanHnoii cTpanuile HEOOXOIMMO W3MEHUTH MAPOIb AAMUHUCTPATOPA, 3aJaHHBIN 110 YMOTYAHUIO.
Jlns sToro BBeAWTE HOBBIM maponb B mois lMaponb agmuHucTpatopa u lMoarBepxaeHue
napons. Bel MoxeTe yCTaHOBUTH 1000 maponb, kpome admin. Mcnons3yiiTe udpsel, JaTHHCKHE
OyKBBI BEPXHETO M HIKHETO PErHcTpa U Jpyrue CUMBOJbBI, JOCTYITHBIE B aMEPUKAHCKOM pacKiiaake
KIIaBUATYPbIZ.

MNameHeHWe napona web-uHTepdeiica

,ElJ'Iﬂ noekllWwWeHA BesonacHocTk, nomanyhc—a H3MeHWTE Naponk gnNA AocTyna K HEICTP-DF‘ Kam ‘,-'CTpOﬁCTBE.
L=

() Onuwa napons GonsHa Geime om T 8o 31 ASCH cumeona

o

£ HA3AD

PucyHok 40. CmpaHuya usMmeHeHus rnaposs web-uHmepdbelica.

3aloMHUTE WM 3alMIIUTe Mapolib aAMHHHCTpaTopa. B  cayyae yrepu maposs

aJIMUHUCTPATOpPa Bbl CMOXKETE MOJYYMTh JOCTYII K HACTPOMKAM MaplIpyTH3aTopa TOJbKO

IIOCJI€ BOCCTAHOBJICHHUS 3aBOJACKHX HACTPOCK IO YMOIYAHMIO MPHU IIOMOIIM alllapaTHOM

kgonkn RESET. Takagd nporeaypa VHHYTOXHUT BCE€ 3aJaHHBIE BaMU HACTPOWKHU

MapmpyTm3aTopa.

Haxwvure xHonky OAJIEE, uroOer mpomomkuts, wian kHonky HA3AL, uToOBI BepHYThCS Ha
NPEABLAYIITYIO CTPAHHMILY.
Ha cnenyromieit cTpanuiie npoBepbTE BCE 3aJaHHbIE BAMH HACTPOMKH.

Bbl MOXeTe COXpaHUTh TEKCTOBBIM (hailm ¢ HacTpoWKaMH, 33JaHHBIMH BO BpEMs IPOXOXKICHHUS
Macrtepa, Ha cBoii ITK. [liast atoro Haxkmure kaonky COXPAHUTb ®AWUN C HACTPOUKAMMU u
ClleTyiTe MHCTPYKIUSM AMAJIOTOBOTO OKHA.

YroOsl 3aBepmTh padoty Macrepa, Haxxmute kHonky TPUMEHWUTb. I1pu sTom mMapuipytusarop

NPUMEHUT HacTpoiiku u mepesarpysurcs. Haxmure kHonky HA3AM, 4toObl 3amate apyrue
HaCTPOMKHU.

20-9, A-Z, a-z, ipoben, "#$%&')*+,-./;<=>2@[\]* " {|}~.



Ecnu Macrep nHactpauBan WAN-coenunaenue, nocie Haxarus Ha kHoriky TIPUMEHWUTD otkpoercs
CTpaHMIa TPOBEPKH TOCTYIMHOCTH ce€Th HTEpHET.

MoaknoyeHune K cetn MHTepHeT HACTpPOEeHO U roToBO K UCNOJb30BaAHUKD

Haxmute kHonky "loTtoBo", 4Tobbl HayaTL paboty B cetu UHTepHeT

PACLUMPEHHBIE HACTPOWKM roToBO

PucyHok 41. lNposepka docmynHocmu cemu MIHmepHem.
Ecnu mMapripyTu3arop ycneurHo noakitounics k ceti Murepuer, Haxxmute knonky FOTOBO.

Ecinu BO3HUKIIM TIPOOIIEMBI € TIOIKITIOUYCHUEM K ceTH MIHTEpHET, /1sl HOBTOPHOW MIPOBEPKU COCTOSHUS
coenunenus: Haxmute knonky MPOBEPUTb MOBTOPHO.

Ecnu He ypmanoch pemmmrth mpoOieMy MOIKIIOYEHHsT K ceTH, Bbl Moxere oOpaTtuTbes B CIIyxOy
texuudeckoir nopaepxxkun MTC (Homep Tenedona orobpaxkaercs Ha crpanuine UHopmauma o
cucrteme).

Uto6b! 3ajaTh Apyrue HacTpoiiky, Haxmure kHonky PACLUMPEHHBIE HACTPOMKMW. Iocne
Ha)KaTHs Ha KHOIIKY OTKpoeTcs cTpanuia Havano (cm. pasnmen Crpanuna Hagano, ctp. 30).



MogknroyeHne MysibTuMe[qna-yCcTpomucTB

MacTep NoAKIIOYCHUS MYJIFTUMEINA-YCTPOUCTB MOMOTaeT HaCTpOUTh LAN-TTOPTHI WIIK TOCTYTTHBIE OSCIIPOBOIHEIC
uHTep(DEHCH YCTpOICTBa IS TOJKITFOYCHHS JOTIOJTHUTEIBHOTO 000pynoBanus, Hanpumep, IPTV-npucraBku nimm
IP-tenedona. YTouHuTe y cBOEro ImpoBaiinepa, Tpebyercs nu HacTpoiika DIR-842 mist mcrmonp3oBaHHS TakHX
YCTPOUCTB.

Yrobbl 3amycTuTh MacTep HOIKIIOUSHHS] MYJIBTHMeIHa-yCTpoiicTB, Ha crpanuune Havano BeiGepute pasnen
MNMoaknioyeHne MynbTUMEAMa-yCTPOUCTB.

Ecmm JJIA HMCIIOJB30BaHHUA AOIIOJIHUTCIBHOI'O yCTpOfICTBa H€06XOI[I/IMO BBIACIIMTL HOPT WA
OecripoBogHOi  uHTEepdeiic, B pasmene LAN  menkHute J1€BOH  KHOMKOW  MBIIIH 10

COOTBETCTBYIOILIEMY JJIEMEHTY (BBIJCICHHBIH 3JIEMEHT OyIeT OTMEYEH PaMKoif). 3aTeM HaKMHTE
kHonky MPUMEHUTD.

Bbl moxeTe nogrntounts TB-npuctasky nan IP-Tened o HENOCPEACTEEHHO K MapLIpyTIatopy. Ans 3Toro esigennte ceoGogHbIA NOPT UK

GecnposogHOA MHTEpgeIic MapLIPYTHIATOPA, @ 3aTeM NOAKNIDUMTE K Hemy Bawe ycTpoAcTeo.

B Hexotopeix ciyuasx yoryr IFTV u (wim) VolP npegoctasaarortc yepes Termposantyto VLAN-ceTe. B Takmx ciyuanx ucnonssyire

"PacumpeHHelR pexnm”

wifi_2G-1 wifi_2G-2 (He axTwe...

ﬁ ﬁ
- -

wifi_5G-1 wifi_5G-2 (He aktme...
_ "::\ _
-

PACLUMPEHHbIW PEXUM

PucyHok 42. Macmep nodknrodeHusi Mynbmumedua-ycmpoticms. [Tpocmol pexum.



ECJH/I IJId UCIIOJIB30BaHHUA AOIIOJIHUTCIIBHOI'O YCTpOﬁCTBa TAKIKC HeO6XOIII/IMO HaCTpOI/ITB
noakmoueHue yepe3 VLAN-kanan, naxxmute kaonky PACLUMPEHHbBbIUA PEXXUM.

LAN1 LANZ LANZ
Het - Het = Her
LAN4 P wifi_2G-1 P wifi_2G-2 (He aKTHE...
CrpynnupoBas © '-:b' CrpynnupoBaH ¢ 'd:b.' CrpynnupoBaH ¢
Het - Het = Het =

A, Wil 5G-1 =, Wifi_ 5G-2 (He akTms...

‘a:-.' Crpynnuposas © ‘a:-.' Crpynnuposas ©
Het A Het L
NPOCTOWH PEXMM

PucyHok 43. Macmep nodknrodeHus Mynbmumedua-ycmpolcmes. PacuupeHHbIU pexxum.

®

B pasznene WAN mienkuuTte mo 3uauky [Jo6aBUTb (

Hosoe nogkKnr4yeHune

VLAN ID*

@ Paspeweno

COXPAHWUTb

PucyHok 44. [JobasneHue noOKoHeHUs.
B otkpbiBmieMcst okHe B mojie MMA 3amaiite Ha3BaHue IS TOAKIIOYCHUS T YIOOHOM MACHTH(GHKAIMHA (MOXKET

ObITh IpOM3BOILHEIM). 3anaiite VLAN ID, npemocrasieHnblit nposaiinepom, u Haxmure kHonky COXPAHUTD.

3arem B pasgene LAN B cnucke CrpynnuMpoBaH C s dIeMeEHTa, COOTBETCTByIomiero LAN-mopry wuimu
OeCcrpoBOIHOMY HHTEPQENCY, K KOTOPOMY MOIKIIOYAETCS IOMOJHUTEIRHOE YCTPOMCTBO, BBIAECIUTE CO3IaHHOE
noakroueHune. Haxkmute kaonky MPUMEHUTD.

' BhlneneHHbIN  MOPT  WiIn 6eCHDOBOﬂHOﬁ I/IHTGD(bCf/iC HC CMOXET HCIOJb30BaThb COCAMHCHUC II0
u YMOJYAHUTIO AJId JOCTYyIIA K WurtepHery.

UroOB! CHATH BBIACICHHUE C MOpTa WIM MHTEp¢eiica B MPOCTOM peXUME, IIEIKHUTE JICBOM KHOMKOM MBIIIHU IO
BBIZICJICHHOMY JIEMEHTY (paMKa BOKpYT dJIeMeHTa ucde3Her) u Haxmure kaonky MTPUMEHUTD.



UroObl CHATH BBIJCNEHHE C TOpPTa WiIM HHTepdeiica B pacIIUPEHHOM pEXHME, B CIHCKEe
CrpynnupoBaH C s 25ieMeHTa, coorBeTcTBytomero LAN-niopty win uHTepdeiicy, BrioepuTe
snaueHne Het. 3arem B pasgene WAN BeiOepure moakmrouenue yepe3 VLAN-kaHam, koTopoe

Oonpiie He OyneT Hcnonb3oBarhes, U HaxkmutTe kHomky YOAJIUTb. 3arem HaxkmuTe KHOIKY
NMPUMEHUTD.



Crarncrmka

Ha cTpanunax naHHOTO paszena NpeAcTaBIeHb! JaHHbIEe, 0TOOpaKarolINe TEKYIee COCTOSHIE MapIIpyTH3aTopa:
*  CeTeBas CTATUCTHKA;
* agpeca, BeiganHsie DHCP-cepsepom;
*  Tabnuua MapHIpyTH3aLuHY;

* JaHHBIE 00 YCTpPOWCTBaX, MOAKIIOUCHHBIX K CETH MapIIpyTh3aropa M ero web-mHTepdelicy, a Takxe
HH(pOpMANHUS 0 TEKYIIHX CECCHSIX 3THX YCTPOHCTB;

*  CTAaTHUCTUYECKUE JAHHBIC 110 TpaduKy, IPOXOAAIIEMY Yepe3 OPThI MapIIpyTH3aTOPa;

M ape€Ca aKTUBHBIX I'PYIIIT MHOFO&I[peCHOfI PACCBUIKH.

CeTeBasi CTaTUCTUKA

Ha crpanune CtaTuctuka / CeteBasi CTaTUCTUKA BBl MOXKETE IIPOCMOTPETh CTATUCTHIECKHE TAHHBIE 110 BCEM
COCIMHEHHMSIM, CYIecTBYIOIINM B cucteme (WAN-coearHeHusl, TOKalbHas CeTh, OECIIPOBO/IHAS JIOKAJIbHASL CETh).
Jst KaxKJ0ro COAMHEHHs OTOOpa)kaeTcss UM U COCTOsSIHHE (€CiM COeMHEHHE YCTaHOBIICHO, UMS COCAMHEHHS
BBIZIEJICHO 3€JICHBIM [[BETOM, €CJHM HE YCTaHOBICHO — KpacHbIM), [P-agpec W Macka MOACETH, a Takke 00beM
MepeJaHHbIX U IMOJYYEHHBIX MaHHBIX (C yBeIMYeHHEM O0beMa MaHHBIX CIUHUII U3MEPEHHS ABTOMATHYECKU
MeHstoTCs — 0aiT, KOaiT, M6aiit, I'6aiiT).

£ MoaxnioueHne MynsTMena-ycTpoiicTa CeTeBRasd CTaTUCTUKA

CeTeBad CcTaTUCTMKA

Mma IP - Wnwo3 R/ Tx Owmnbru Rx/Tx ANUTensHOCTb
LAN IPvd: 192.168.0.1/24 - - 448.96 K6aAT / 562.09 KbaiiT
IPv6: fd01:1/64 - -

dynamic_Internet
WIFI_2.4GHZ - -/~

WIFI_5GHZ - -/-

PucyHok 45. CmpaHuya Cmamucmuka / Cemesass cmamucmuka.

YtoObI MMPpOCMOTPCThb HO)Ip06HLIC JAAaHHBIC TI0 KOHKPCTHOMY COCIAWHCHHIO, HAXXKMUTC Ha CTPOKY,
COOTBCTCTBYIOIIYIO 9TOMY COCIUHCHUIO.



DHCP

Ha crpanune Ctatuctuka / DHCP nocrymua undopmarus o KoMObloTepax, HACHTHOUIUPOBAHHBIX [0 UMEHU
y3na 1 MAC-aapecy u nonyuusmux IP-agpeca or DHCP-cepBepa ycTpoiicTBa ¢ yka3aHHEM BPEMEHHU, HAa KOTOPOE

nonyueH [P-anpec (Bpems apeHbl).

< CeTeBan cTaTMCTWKa

DHCP

Wma ycTpoiictea IP-agpec MAC Wcrekaet

PucyHok 46. CmpaHuuya Cmamucmuka / DHCP.



Tabnuuya mapwipyTusaumm

Crpanuniia Ctatuctuka / Tabnuua mapLupyTusaumm otobpaxaeT WHGOpPMAIHIO 0 MapmpyTax. B Tabmuie
npexacTasieHsl [P-anpeca Ha3HAYCHUSI, IUTIO3bI, MACKU TOJCETH U APYTHE TaHHBIC.

< DHcP

Tabnvua mMapLupyTM3aLun

WHTepdeiic

LAN

LAN

LAN

Tabnvua mapLipyTusaumm &
HasHayeHne Wnwo3 Macka noaceti ®narn MeTpuka
192.168.0.0 0.0.0.0 255.255.255.0 u 0
fdo1:/64 i u 256
fd0o::/8 i u 256

PucyHok 47. CmpaHuua Cmamucmuka / Tabnuya mapwpymu3ayuu.



KnueHTbl 1 ceccumn

Ha crpanune Ctatuctuka / KnmeHTbl M ceCCcUM oToOpakaeTcsl CHHCOK YCTPOMCTB, MOIKIIOUCHHBIX K
JIOKaJIbHOW CeTH MapLIpyTH3aTopa, a TakXkKe HHPOPMAIHs O TEKYIINX CECCHAX KaKI0T0 yCTPONCTBa.

KnuneHTel

MAC IP-agpec Wims ycTpoiicTEa ©narn WHTepheic

90:2B:34:A5:ABFB 192.168.0.2 - reachable LAN

PucyHok 48. Cmpa+Huya Cmamucmuka / KnueHmsbl u ceccuu.

J7ist Ka>kToTo YCTpOHCTBA 0TOOpakaeTcs ceTeBoi nHTepdeiic, K KOTOPOMY OHO MOJKITIOYEHO, a TAKKe
ero IP- u MAC-anpec.

Urto0bI MOCMOTPETh HHYOPMAIIHIO O TEKYIIUX CECCUSIX KAaKOr0-TM00 YCTPOICTBA, MOIKIIOYEHHOTO K
CeTH MaplIpyTH3aTopa, BBIOEpUTE 3TO YCTPOWCTBO B Tabnmue. Ha oTkpeIBHIeHcs cTpaHHIe
oTo0pa3saTcs MPOTOKOJI OOMEHa CeTeBBIMU IakeTaMu, IP-anpec u mopt ncrounuka, a Takxe [P-agpec
U TIOPT HAa3HAYEHUS JUIsl KaKJOW ceccur BBIOPAaHHOIO YCTPOWCTBA.



CraTucrmka noptos

Ha crpanuiie Ctatuctuka / CTaTMCTUKA MOPTOB BBl MOXETE MPOCMOTPETh CTATHCTHYECKUE TaHHBIC IO
TpaduKy, MPOXOIIEMY Yepe3 IOPTHI MapIpyTu3aropa. MupopMarys, mpeACTaBICHHAS Ha CTPAHUIIE, MOXKET OBITh
IOJIe3HA JJIS TUATHOCTHKY IPOOJIEM COSANHECHNS.

£ Multicast-rpynnsi Crtatuctuka MnopTOB

Cratuctuka no pTOB

Mopt Craryc OtnpasneHo Tpatuka, MBait Monyyero Tpadinka, MBaiT

WAN Mogknk4eHo 0 2
LAN1 [NogknkoyeHo 3 1
LANZ OTknioueHo 0 0
LAN3 OTKnoyeHo 0 0
LAN4 OTKnioyeHo 0 0

PucyHok 49. CmpaHuya Cmamucmuka / Cmamucmuka nopmos.

YroObl yBUAETH MOJHBIA CHUCOK CYETUMKOB JUIA MOPTA, HAKMUTE HAa CTPOKY, COOTBETCTBYIOLIYIO
3TOMY IOPTY.



Multicast-rpynnbi

Ha crpannne Ctatuctuka / Multicast-rpynnbl otoGpaxarorcst aapeca akTHBHBIX IPYNI MHOTOAJPECHON
paccbuiki (IPTV-kaHasioB u rpymi i nepeiadun ciry>keOHoi nHpopMalnn), Ha KOTOpbIe MOANHCAHO YCTPOMCTBO,

u nHTepdEeiic, uepes KOTOPHIH YCTPOUCTBO MOIIHCAHO.

{ Cratncrika noproe Multicast- rpynmel
IPv4 IPve
IP-agpec WHTepdeiic IP-agpec WHTepdeiic
239.255.255.250 LAN

PucyHok 50. Cmpa+Huya Cmamucmuka / Multicast-epynnebi.



Hacrtpovika coeguHeHnin

B naHHOM pasmerie MEHIO BBl MOXKETE€ HACTPOMTH OCHOBHBIC IMapaMeTPhl JOKAIBHON CETH MapIIpyTH3aTropa U
co3narh nogkiroueHue k cetrn Uatepuer (WAN-coennHeHue).

WAN

Ha crpannne Hactponka coepgmHeHun /| WAN Bbl MoXxeTe pedakTHpOBaTh W CO3/aBaTh COEIMHEHMS,
HCIIOJIb3yeMbIC MapIIPYTHU3aTOPOM.

I[To yMoTuaHHIO B CHCTEME HACTPOEHO coeanHeHue ¢ ThioM [iuHamuyeckum IPv4. Ono npussizaHo
Kk WAN-nopty ycTpoiicTsa.

£ Multicast-rpynne

AnHamunueckuii IPv4

PEOAKTMPOBATE NEPENOOKNIOYMTE
Cramyc: CoepuxeHo @
WHTEpEic: Internet
IP-appec

CeTeBan Macka:

IP-appec wnw3a

DR G g3 T PACLUMPEHHBIA PEXWM

PucyHok 51. Cmpa+Huua Hacmpolika coeduHeHuli / WAN. YrnpouweHHbIl pexxum.
UroObl 3ajaTh Jpyrue MapaMmerpbl JUIsl CYLIECTBYIOIIETO COEIUHEHHUs, HaXMHTE KHOIKY
PEOAKTUPOBATDb. Ha otkpsiBiieiics crpanuie Ha Bkiagke OCHOBHbIE OyayT MpeacTaBIeHbI
00s13aTeNbHbIE HACTPOMKHU ATOro coequHeHus. YToObl Ha cTpaHMIlE OTOOPa3UIUChH BCE JOCTYIHbBIE
HacTpoiiku aiast WAN-coenuHeHusi, mnepeiaure Ha Bkiaaky Bce HacTpouku. Hsmenute
HeoOxonumble napamerpsl 1 Haxkmure knonky MPUMEHUTDb.

UroObl  OTKJIIOYUTH  COEIMHEHHWE HM  CHOBA  YCTAHOBUTh  €ro, HAXMHUTE  KHOIKY
NMEPENOAOKINMIOYNTD.

YToObl yAamUTh CYIIECTBYIOIICE COCAMHCHHE M CO37aTh HOBOe, Hakmute kHonky USMEHUTD
KOH®UIYPALUIO. TIpu 3TOM OTKpOETCS CTpAHUIA CO3IaHHS COCIMHCHUSL.

UroOsI co3nath Heckonbko WAN-coeAMHEHNH, TepeiiuTe B pacIMpeHHbIN peXUM HaCTPOUKHU. J{is
storo Haxmute knonky PACIUMPEHHBIU PEXUM.

' IIpu co3maHuM coeNMHEHUN HEKOTOpbIX TunoB crpanuna HacTpomka coeauHeHun /| WAN
= ABTOMAaTUYECKHU IIEPEXOANUT B PACIIUPEHHBINA PEKUM.




£ Multicast-rpynn:

Wnwz no ymonuaHuio IPv4 IGMP/MLD

® WaN @
CNWCoK coefNHEHNIA -+
D Mg Tun coepnHeHna WnTepdeic Cramyc

D WAN [uHamudecknii IPvd Internet CoegnheHo @

YMPOLEHHBIA PEXWM

PucyHok 52. Cmpa+uua Hacmpolika coeduHeHruli / WAN. PacwupeHHbIl pexxum.

YroObl co3naTh HOBOe coenuneHue, Haxmute kHonky JJOBABUTD ( + ) B pasmene CnMcok
coeauHeHUN. [1pu 3TOM OTKPOETCSI CTPaHKIIA CO3IaHMs COCANHCHUS.

Y0065l 3a1aTh IPyrUe IMapaMeTPsl I CYIIECTBYIOIIETO COeuHEH s, B pa3aeie CMMCcoK coeauHeHWUM Bribepure
COOTBETCTBYIOLIYIO CTPOKY B TaOJMIE M HaXMHUTE JIEBYIO KHONKY Mbimmi. Ha OTKpBIBIIEHCS CTpaHUIE Ha
Biaike OCHOBHbIE OyayT npezcTaBieHsl 00s3aTesbHblie HacTpoiiku WAN-coeanHenus. YtoObl Ha
CTpaHHUIIe 0TOOPA3UIHCH BCE AOCTYMHBIE HACTPOUKH Jist WAN-coeMHeHY s, TIepeiInuTe Ha BKIAJAKY
Bce HacTpounku. 3mennte HeoOxonumble mapamerpbl u Haxmute kaonky MPUMEHUTD.
UroObl OTKITIOUUTH KakKoe-THOO COCJAVMHCHHWE W CHOBA YCTAaHOBHTH €ro, YCTaHOBUTE (UIaXOK clieBa OT
COOTBETCTBYIOIIEH CTPOKH Tabmuiel U Haxkmute kKHonky MEPEMNOAKNMIOYUTD.

Yr06bI yranuTh coeinHeHne, B pasneie CNMCOK COeANHEHUN ycTaHOBHTE (ITAXKOK CIIeBa OT COOTBETCTBYOIICH

F—N
cTpoku Tabnuiel U Haxkmute kHonky YAAJIATb (IEI ). BBI Tak)Ke MOXeETe yOaJuTh COEAMHEHHUE Ha CTPAHHMIIE
N3MCHCHUS MapaMeETpPOB.
Uto0s! pa3pemuth multicast-Tpaduk (Hanmpumep, MOTOKOBOE BHJIEO) JIJIsl KAKOTO-THOO COeTUHEHUS,
Haxxmute cchiiky IGMP / MLD (onucanue ctpanuiibl cM. B paszaene IGMP/MLD, ctp. 139).
UYroObl 01HO U3 cymecTByonmx WAN-COeIMHEHUI UCTIONB30BAIOCH B KadecTBe [Pv4- nnm IPv6-coenunaenus mo
yMOJTYaHHI0, B pazaeie LLIN03 no yMonyYaHuo ycraHoBHTE MIEPEKITIOUATENb B CTPOKE, COOTBETCTBYIOIIEH TOMY
COEIUHEHHUIO.
YroObl BepHYThCS K YMPOIICHHOMY pEeXuUMY HacTpoiiku, Haxkmure kHonky YMPOLUEHHbIN
PEXWM (xHomnka HemocTyIHA, €Cii co3aH0 Heckolibko WAN-coennHeHH ).



WAN-coeounenue muna Junamuueckui IPv4 unu Cmamuyveckut IPv4

Ha ctpanuiie co3nanuisi coeqUHEHHs IepeiiinTe Ha Bkiaaky Bee HaCTPOMKM. 3ateMm BBIOEPUTE COOTBETCTBYIOIIEE
3HaueHHE B cITUCke TUN COEAUHEHMUA U 3a/1aiiTe HeOOXOMUMBIE MTapaMeTpPhI.

THN coeguHeHs

Cratuqeckuid IPv4

@ EwiounTs coegumenme

Hmr cosguHenmna®

@ KomryecTeo cHMBONOE JOAKHO BuiTe He Sonee 32

PucyHok 53. CmpaHuuya 0obaerneHusi coeOuHeHusi muria Cmamuyeckut IPv4. Beibop
mura coeOUHEeHUS.

MapameTp OnucaHue

C)IBI/IHI)TG nepeKJnoanenL BHpaBO, qTO6LI BKJIFOYUTHh JAHHOC
COCANHCHUC.

Bknountb coeguHeHune
C)IBI/IHI)TG nepeKJnoanenL BJIEBO, ‘—IT06I)I OTKJIKOYUTHh JAaHHOC

COCAUMHCHUC.

Jlocmynno monbko 6 pacuiupeHnom pexcume.
Nma coeanHeHun

HasBanwue coenuuenus s yno0HOH MACHTU(DUKAIIUH.




Ethernet

MAC-agpac*

9C:DE:43:3D:01:05

Knonuposate MAC-agpec Bawero ceTesoro
afantepa (90:2B:34:A5.AB:FE)

MTU*
1500

PucyHok 54. CmpaHuuya dobasrneHus coeduHeHuss muna Cmamuyeckul IPv4. Pasden Ethernet.

MapameTtp

OnucaHue

Ethernet

MAC-agpec

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [lanHblli mnapamerp
Heo0X0IMMO 3a/1aTh, €CJIM Balll IpoBaiiep nocTymna Kk cetu MaTepHer
ucnons3yet npussizky k MAC-aapecy. Beeaure B none MAC-anpec,
3aperuCTPUPOBAHHBIN y NpOBaiiiepa Py 3aKIOYEHNUN JOI0BOPA.

UtoOsI mojacTaBuTh B AaHHOE moje MAC-aapec ceTeBoro aaanrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HacTpoiKa
MapIuIpyTH3aTopa, CABUHBTE nepekitouaresis KnoHnposatb MAC-
agpec Ballero ceTeBOIo aganTtepa BIIPABO. Ecmm
MepeKiIoyareNl  CABUHYT BIIpaBO, IOJI€  HEAOCTYNHO s
penaKTHPOBAHMUS.

Urto6bl moacTaBuTh B AaHHoe moine MAC-aapec MapuipyTusaTopa,
naxmure kHonky BOCCTAHOBUTbL MAC-AOPEC 110
YMOJNYAHMUIO (kHomka 1OCTyIHA, €CIIH MEePEeKIHYaTeslb CABUHYT
BIIPaBO).

MTU

MakcuManbHBIN pa3Mep MakeTa, epeaaBaeMoro nHTepdercom.




AeTtopusauus no npotokony 802.1x:

) BrknwounTe aBTOpM3auuio no npotokony 802.1x

MeTog npoeepKn NoOAMMHHOCTI

EAP-MD5

PucyHok 55. Cmparuuya dobasneHusi coeduHeHus muria Cmamud4eckul IPv4. Pa3denn Aemopu3ayus rno

MapameTtp

npomokoJy 802.1x.

OnucaHue

ABTopusauusa no nporokony 802.1x

Bknountb
aBTopu3auumio no
npotokony 802.1x

CnBuHBTE NEpeKIItoYaTesb BIPaBO, YTOObI pa3pelInTh aBTOPU3ALINIO
B CETH IIpoBaijiepa o nporokoiy 802.1x.

MeToa npoBepku

B packpeiBaromieMcss crucke BblIOEpUTE HEOOXOOUMBIH METO[

noAJTIMHHOCTH IIPOBCPKH IIOMJIMHHOCTH.
NormH Beenure wums MMOJIb30BareIaA, MNPCAOCTABICHHOC HpOBaﬁHepOM
A0CTYyIIa K CCTU I/IHTepHeT.
Ma ponb BBC,Z[I/ITG mapojib, MMpeao CTaBJICHHBIN HpOBaﬁﬂepOM A0CTylIa K CETH

HuTtepHer.




IPv4

PucyHok 56. CmpaHuuya dobasrneHusi coeduHeHuss muna Cmamuyeckul IPv4. Pasden IPv4.

MapameTtp

OnucaHue

IPv4

Jlna muna Cmamuueckuit 1Pv4

IP-appec

Brenure B nosie IP-anpec nanHoro coeauHeHus.

CeTeBasi macka

Beenure B nosie MacKy moJICETH.

IP-appec wnio3a

Brenure IP-anpec nuiro3a, HCOIb3yeMOro JaHHBIM COECAUHEHHUEM.

MepBuyHbIN DNS/
BtopuuHbin DNS

Beenure angpeca mnepBuuHoro u Bropu4yHOro DNS-cepBepoB B
COOTBETCTBYIOLIUE MOJIA.

Jna muna /lunamuyecxkuii IPv4

MonyunTb appec
DNS-cepBepa
aBTOMaTU4YeCKU

ChBuHBTE MEpeKIIovaTeNlb BIpaBo, 4ToObl agapec DNS-ceprepa
Ha3Havascs apromaruuecku. [Ipu stom nons MepBuYHbIN DNS u
BropuuHbin DNS HemocTymHbI 17151 peaKTHPOBAHUS.

MepBnyHbIN DNS/
BtopuuHbin DNS

Breaute anpeca mnepBuuHoro u BropuuHOro DNS-cepBepoB B
COOTBETCTBYIOIIIUE ITOJIA.

Nneutndukaro opoBaiziepa Jocrtymna K ceth HMHTepHeET.
Vendor ID ¢ p . p p Y p
HeobsazamenvHolii napamemp.
Nwms MapuIpyTH3aTopa, omnpenesieMoe MPOBaNIEPOM.

Nmsa ycTponcrea

Heoobs3amenvhuiti napamemp.




PazHoe
® nar
@ Ceresoii 3kpan
RIP
Ping

) HBUJ'IIJ'IpUEIaTb coejuHeHwe

PucyHok 57. CmpaHuya dobasneHusi coeduHeHust muna Cmamudyeckull IPv4. Pa3den Pa3sHoe.

MapameTtp

OnucaHue

Pa3Hoe

NAT

Ecnu nepexiroyarens CABUHYT BIPaBo, (PyHKIMS NpeoOpazoBaHUs
CETEBbIX aJIpecoB BKIOYEeHA. He oTkitouaiiTe GyHKUUIO, €CIU 3TOT0
He TpeOyeT Ball mpoBaiinep.

CeTeBOM 3KpaH

Ecnu nepexiodaTens CIABUHYT BIIPaBO, aKTUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJIBHOW CETH OT BHEIIHUX IOJIKIHOUEHHH
(HanpuMep, MpH HOMBITKE MMOMyYeHHUs MH(POpMaIKU 00 yCTpoHCTBax
CeTH WJIM «B3JIOMa» OJHOIO U3 YCTpOWCTB). [lng mMoOBBIIEHUS
6€30IaCHOCTH HE PEKOMEH/IyeTCsl OTKII0YaTh JaHHYIO (DYHKIIHUIO.

RIP

CI[BI/IHBTG MEPECKIOYATCIIb BITPpaBo, YTOOBI PaspCIInTb
HCIIOJIB30BaHUEC IIPOTOKOJIA RIP JJIA AaHHOI'O COCIUHCHUA.

Ping

Ecim nepexirouarens CABMHYT BIIPaBO, MapIIPyTU3aTOP OTBEYAET Ha
ping-3ampockl W3 BHEIIHEH CEeTH 4Yepe3 JaHHOe coenuHeHwe. s
MOBBIIIICHHUSI 0€30MaCHOCTH PEKOMEHJIYEeTCSl OTKIIoYaTh JAHHYIO
byHKIHIO.

UsonupoBatb
coeguHeHue

Ecnu nepexiroyarens CABUHYT BIIPAaBO, MapIIPyTU3aTOP MCIIOIb3YET
AJIbTCPHAaTUBHYTO Ta6JII/IIIy MapuaipyTudainuun JJIsA JaHHOTI'O
coemnHEeHUS. BKITtounTe QPyHKINIO, TOIBKO €CIU 3TOTO TpeOyeT Balll
poBanIep.

ITocne 3amanns Bcex HeOOXOMUMBIX 3HaueHni HaxkmuTe KHorky MPUMEHUTD.




WAN-coeounenue muna fJuHamudeckul IPv6 unu Cmamuueckuii IPv6

Ha ctpanuiie co3nanuisi coeqUHEHHs IepeiiinTe Ha Bkiaaky Bee HaCTPOMKM. 3ateMm BBIOEPUTE COOTBETCTBYIOIIEE
3HaueHHE B cITUCke TUN COEAUHEHUA U 3a/1aiiTe HeOOXOMUMBIC MTapaMeTpPhI.

TN COBAMHEHWA

Cratuueckni IPvE -

® EBuiounte coeguHenne

Hma coegarernr®

(@) Konusecreo cumsonos gomwio Buirs ve Gonee 32

PucyHok 58. CmpaHuuya dobasneHusi coeduHeHuss murna Cmamuyeckul IPv6. Boibop muna coeduHeHUs.

MapameTtp

Bknountb coeguHeHune

OnucaHue

CILBI/IHBTe MNEPCKIOYaTC]ib  BIIPpaBO, YTO Obl BKIIIOUHTH JaHHOC
COCAMHCHUC.
CILBI/IHBTe MNEPCKIOYaTC]ib  BJICBO, yTOOBI OTKIIIOYHTh JaHHOC

COCAMHCHUC.

Nmsa coeanHeHun

ﬂocmynHO MOJIbKO 6 paACUUPEHHOM pedCUME.

HasBanue coenuHeHus a1 y2[06HOI>i I/I,Z[CHTI/I(pI/IKaI_II/II/I.




Ethernet

MAC-agpac*

9C:DE:43:3D:01:05

Knonuposate MAC-agpec Bawero ceTesoro
afantepa (90:2B:34:A5.AB:FE)

MTU*
1500

PucyHok 59. CmpaHuuya dobasrneHus coeduHeHuss muna Cmamuyeckul IPv6. Pasden Ethernet.

MapameTtp

OnucaHue

Ethernet

MAC-agpec

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [laHHbI mnapamerp
HeoO0X0IMMO 3a/1aTh, €CJIM Balll IpoBaiiaep AocTtymna K cetu MHTepHer
ucnonb3yet npussizky k MAC-aapecy. Beeaure B none MAC-anpec,
3aperuCTPUPOBAHHBIN y NIPOBaiiiepa P 3aKIOYEHNUU JOTOBOPA.

UtoO6s1 moacTaBuTh B AaHHOE moie MAC-aapec ceTeBoro aaanrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HacTpoOiKa
MapIuIpyTH3aTopa, CABHHbTE nepekitouarens KnoHmposarb MAC-
agpec Bawlero ceTeBOIo aganTtepa BIIPABO. Ecmm
MepeKiIoyareslb  CABUHYT  BIIpaBO, IMOJie  HENOCTYNMHO s
pEeIaKTUPOBAHMS.

Urobbl moacTtaBuTh B AanHoe mnone MAC-aapec mapuipyTusaTopa,
nakmure kHonky BOCCTAHOBUTb MAC-AOPEC [0
YMOJTYAHMUIO (kHomKa 1ocTyIHA, €Cciy MepeKIIoYareb CBHHYT
BIIPaBo).

MTU

MaxkcuManbHBIN pa3Mep MmakeTa, mepeaaBaeMoro HHTepdercom.




IPv6

PucyHok 60. CmpaHuua 0obasrneHusi coeduHeHuss murna Cmamuyeckul IPv6. Pasden IPv6.



MapameTtp

OnucaHue

IPv6

Jlna muna Cmamuueckuit IPv6

IPv6-agpec

Bseaure B none [Pv6-aapec 1aHHOTO COETUHEHMUSL.

Mpedukc

Hnuna npeduxca noacetu. OOBIYHO HCTIONB3YETCs 3HaYCHNUE 64.

IPv6-agpec wnro3a

Brenure agpec [Pv6-11111032a, MCMOIB3YEMOTO JaHHBIM COCAMHEHHUEM.

MepBnYHbLIN IPV6 DNS-
cepBep/BTopuyHbIN
IPv6 DNS-cepBep

Breaute aapeca nepuunoro u BropuuHoro DNS-cepsepos IPv6 B
COOTBETCTBYIOLIUE MOJIS.

Jnsa muna /lunamuueckuii IPv6

MonyuuTts IPV6

B packpriBaromemMcs criucke BblOepuTe MeToJ HazHadeHus [Pvo-
ajpeca i JIaHHOTO
ABTOMaTH4YECKMN.

COCAUMHECHNUA HWJIM OCTaBbTC 3HAYCHHC

Lnto3 yepe3 SLAAC

CnBuHbTE mepekiodaresb BIpaBo, uyToObl anapec [Pvo6-mimosa
HazHaJasCs 0ECKOHTEKCTHOMN

aBTOKOHUTypamu (Stateless Address Autoconfiguration, SLAAC).

ABTOMATUYCCKH C IIOMOIIBIO

IPv6-apgpec wnro3a

Anpec [Pv6-nutroza. Ilone moctynmHO Afisi peAaKkTUPOBAHMSI, €CIH
nepekmouatess LLNo3 yepe3s SLAAC ciBuHyT BIIEBO.

Monyuntb agpec
DNS-cepBepa
aBTOMaTU4YeCKU

CaBuHBTE MepeKITIovaTeNb BIpaBo, 4To0bl aapec DNS-cepsepa [Pv6
HasHavasics aBTromarmdecku. [Ipu stom mons MepBUYHBLIM IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTymHb
IUTSL PeAaKTUPOBAHMSL.

MepBnYHbLIN IPV6 DNS-
cepBep/BTOpuyHbIN
IPv6 DNS-cepBep

Breaute aapeca mepBuuHoro u BropuuyHoro DNS-cepsepos IPv6 B
COOTBETCTBYIOLIUE MOJIS.

Pa3Hoe
® ceresoii 3kpan
RIP
Ping

HEOﬂMpOBETb coeguHeHWe

PucyHok 61. CmpaHuya dobaeneHusi coeduHeHust muna Cmamud4eckul IPv6. Paszden Pa3sHoe.




MapameTtp

OnucaHue

Pa3Hoe

CeTeBOM 3KpaH

Ecnu nepekirouaTens CABMHYT BIPABO, AKTUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJBHOW CETH OT BHEIIHUX MOJKIFOYCHUN
(HampuMep, MpH MONBITKE MOITy4YeHUsI HHPOPMALUU 00 yCTPOHCTBAX
CeTH WIM «B3JOMa» OIHOTO W3 YCTpoMcTB). [l mOBBIIEHUS
0€30MacHOCTH HE PEKOMEH]IyeTCsl OTKIIIOYATh TaHHYIO (DYHKIIHUIO.

RIP

CnBuHbTE  MEpeKiIoyaresb  BOPaBO,  YTOOBl  pa3pelIuTh
ucnonbs3oBaHue nporokona RIP mist nanHoro coenuueHus.

Ping

Ecnu nepexirouarens CIBHHYT BIPABO, MAPIIPYTHU3aTOP OTBEYACT Ha
ping-3ampockl U3 BHENIHEW CETH 4epe3 JaHHOoe coenuHenue. Jliis
MOBBIMICHUS 0€30MaCHOCTH PEKOMEHIYeTCsS OTKIIOYATh JIAaHHYIO
dbyHKIHO.

UsonupoBatb
coeguHeHue

Ecnu nepekiroyarens CIBUHYT BIPABO, MAPUIPYTU3ATOP UCTIOIB3YET
AJIbTCPHATUBHYTO Ta6JII/ILIy MapaipyTuaiuuu JJIsA JaHHOI'O
coenuHeHM. Brimounte (QyHKINIO, TOIBKO €CIIM 3TOTO TPeOyeT Balll
MpoBaiiiep.

ITocne 3amanns Bcex HEOOXOMUMBIX 3HaueHni HaxkmuTe KHonky MPUMEHUTD.




WAN-coeounenue muna PPPoE
Ha CTpaHI/IHC CO31aHUsA COCAUHCHUS HepCﬁZ[I/ITe Ha BKJ'IaﬂKy Bce HaCTpOﬁ KW. 3aTeM BBI6epI/ITe COOTBCTCTBYIOHICC
3HAYCHUC B CIIMCKC TVIl'I Coe,quHeHMﬂ nu sanaf/'ITe HeO6XO)II/IMBIe HapaMeprI.

Tun coegukenus

PPPOE -

® BwiounTe coeguHenme

M coegunenna™

@ KOAMWeCTBO CHMEOADE JOAKHO Dare He Goaee 32

PucyHok 62. CmpaHuuya dobaeneHus coeduHeHus murna PPPoE. Bbibop muna coeQuHeHUs.

MapameTtp

Bknountb coeguHeHue

OnucaHue

CZ[BI/IHLTC MEPCKIOYaTC]Ib  BIIPABO, yTOOBI BKJIIOYUTH JaHHOC
COCOIMHCHUC.
CZ[BI/IHLTC NEPCKIOYaTeC]ib  BJICBO, YTOOBI OTKJIFOYHMTh JaHHOC

COCOAMHCHUC.

Nmsa coeanHeHun

ﬂocmynHo MOJIbKO 6 paACUUPEHHOM pedHCUME.

HasBanue coennaeHus i y1oOHON MACHTU(DUKAIINH.




Ethernet

MAC-agpec*

9C:DE:43:3D:01:05

Knonuposate MAC-agpec Bawero ceTesoro
afantepa (90:2B:34:A5.AB:FE)

MTU*
1500

PucyHok 63. CmpaHuya dobaeneHusi coeduHeHuss muria PPPoE. Pa3den Ethernet.

MapameTtp

OnucaHue

Ethernet

MAC-agpec

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [lanHblli mnapamerp
Heo0X0IMMO 3a/1aTh, €CJIM Balll IpoBaiiep nocTymna Kk cetu MaTepHer
ucnons3yet npussizky k MAC-aapecy. Beeaure B none MAC-anpec,
3aperuCTPUPOBAHHBIN y NpOBaiiiepa Py 3aKIOYEHNUN JOI0BOPA.

UtoOsI mojacTaBuTh B AaHHOE mojie MAC-aapec ceTeBoro aaanrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HacTpoiKa
MapIuIpyTH3aTopa, CABUHBTE nepekitouaresis KnoHnposatb MAC-
agpec Ballero ceTeBOIo aganTtepa BIIPABO. Ecmm
MepeKiIoyareNl  CABUHYT BIIpaBO, IOJI€  HEAOCTYNHO s
penaKTHPOBAHMUS.

Urto6bl moacTaBuTh B AaHHoe moine MAC-aapec MapuipyTusaTopa,
naxmure kHonky BOCCTAHOBUTbL MAC-AOPEC 110
YMOJNYAHMUIO (kHomka 1OCTyIHA, €CIIH MEePEeKIHYaTeslb CABUHYT
BIIPaBO).

MTU

MakcuManbHBIN pa3Mep MakeTa, epeaaBaeMoro nHTepdercom.




PPP

beza BTOpU3aLMKA

* L)
L
1492
AUTO -
O Keep Alive
LCP irepBan®
30
LCP nposa
3
CoeguHeHue no TpeboBaHnio
Mak CTH (B CBXyHAR
0

PPP IP paciunpeHue
Otnagka PPP

PucyHok 64. CmpaHuua 0obasneHusi coeduHeHusi murna PPPoE. Pasden PPP.



MapameTtp

OnucaHue

PPP

be3 aBTOpU3auumn

CaBuHbTE mepeKiIoyarenb BIpPaBo, ecinu Ui foctyna B MHTepHer
BaM HE HY’KHO BBOJIUTH MM IOJIH30BATEINSI U MTAPOJIb.

Nma nonb3oBaTens

Nwmst monw3oBatens (J0run) it nocryna B UHTepHeT.

Maponb

[Tapons g goctyna B MHrepHer. HaxkMuTe Ha 3HA4Y0K
Mokasatb ( ' ), uT06bI 0TOGPA3UTEL BBEICHHBII TAPOJID.

Umsa cepBuca

Nwmst PPPoE-cepBepa, BBITIONHSIONIETO ayTEHTU(HUKAIIHIO.

MTU MakcumanbHBIN pa3Mep MakeTa, epeaBaeMoro nHrepdencom.
MpoTtokon Bribepute u3 cnucka HEOOXOOUMBIM METOA ayTeHTU(DUKAIUU WIH
ayTeHTUMKauum ocrasere 3Hauenne AUTO.
(IToooepoicusams nooknouenue) CIBUHBTE MEPEKIIOUATENb BIIPABO,
4TO0BI MAPIIPYTU3ATOP TOMIACPIKUBAII COCAUHEHUE C MPOBANUICPOM,
. JlaKe KOrla COCJAMHCHHWE HEAKTUBHO B TEUCHUE OIPEACIICHHOTO
Keep Alive

nepuoAa BpemMeHH. Eciaum mepekirodarenb CABUHYT — BIIPABO,
AOCTYIIHBIMU  IJId  PCAAKTHPOBAHUA  CTAHOBATCA  IMOJIA LC P
mHTepBan u LCP npoBanbl. 3aaiite HEOOXOAMMbIC 3HAYCHUSI.

CoeaunHeHue no
TpeboBaHuo

CABHHBTE  TEpEKIIIOYATeNb  BIPAaBO, €CIAM  XOTUTE, YTOOBI
MapIIpyTU3aToOp YCTaHABIMBAJI COeAWHeHHe ¢ VIHTEepHET 110
TpeboBanuio. B more MakcumanbHoe BpemMsi HEaKTUBHOCTMU
3a7aiTe BpeMs MpocTost (B CEKYH/AX), MOCIE KOTOPOTO COSITUHECHUE
ABTOMATHUYECKU Pa3phIBACTCSI.

Cratnueckun IP-agpec

3arnoaHuTe IoJIc, €CJIM XOTHUTE HCIIOJIb30BaTh cratudeckuii 1P -aaApecC
JJI1 COCAMHCHUS C CCTBIO I/IHTepHCT.

PPP IP pacwupeHune

st MONKITIOYeHHs K CEeTSM HEKOTOPBIX MPOBaiiiepoB HEOOXOIUMO
BKIIIOYUTHh JIlaHHBIA mapamerp. Ecnu Bam mposaiinep Tpebyer
MCIONIB30BaTh JaHHBIN apaMeTp, CIBUHBTE MEePEKITI0UaTelb BIIPABO.

OTtnagka PPP

C)IBI/IHI)TG nepeKJnoanenL Bl'[paBO, €CJIN XOTHTE, LITO6I)I B >1<ypHaJ1
3aHOCHWJIACh BCs oTIaiounast nHpopMmanus o PPP-coennnenuro.

PazHoe
® nar
@ Ceresoii 3kpan
RIP
Ping

MBO}IHDOEaTb CogjuHEHWE

PucyHok 65. CmpaHuuya dobaeneHusi coeduHeHusi murna PPPoE. Pa3desn PasHoe.




MapameTtp

OnucaHue

Pa3Hoe

NAT

Ecnu nepexirouatens CABUHYT BIPaBo, PyHKUIUS NMpeoOpa3zoBaHUS
CETeBBIX aJpecoB BKJIoueHa. He oTkirouaiite QyHKIUIO, €CIIU 3TOr0
He TpeOyeT Ball poBaiiep.

CeTeBoM 3KpaH

Ecnu mepexitoyarenb CABUHYT BIIPAaBO, AKTUBUPYETCS MEXaHU3M
3alUThl YCTPOWCTB JIOKAJIBHOM CETHM OT BHENIHUX IOAKIIOYCHHM
(Harpumep, MpH MOMbITKE MOy4YeHUss HHPopMauu 00 yCTpoiicTBax
CeTM WIH «B3JIOMa» OJHOTO W3 YCTpPOWCTB). JIJis TMOBBIMICHUS
0€30MacCHOCTH HE PEKOMEHIYETCS OTKIIIOUaTh NaHHYI0 (PYHKIIHIO.

RIP

CnBuHbTE nepeKsoyareb  BIPaBo, 9TOOBl  pa3peuIuTh
ucnoibs3oBanue nporokona RIP ans ganHoro coequHenus.

Ping

Ecnu nepexntouarens CABUHYT BIPABO, MApUIPyTU3aTOp OTBEYAET Ha
ping-3ampockl U3 BHEIIHEH CETH 4Yepe3 JaHHOEe coeauHeHue. s
MOBBIIEHUST 0€30MaCHOCTH PEKOMEHJYETCsl OTKIIoYaTh JaHHYIO
GyHKIHIO.

MU3onunpoBaTb
coefiuHeHue

Ecnu nepexiroyarens CABUHYT BIIPaBO, MapLIPYTU3aTOP HUCIIOJIB3YET
AJIBTCPHATHUBHYTIO Ta6n1/1uy MapuipyTu3ainmuun JJIsA JaHHOI'O
coequHeHMs. Brurrounte (QyHKINIO, TOIBKO €CIIH 3TOr0 TpedyeT Ball
MpoBaniep.

[Mocie 3amanust Bcex HeoOXomuMbIx 3HadeHui Hakmute kHonky MPUMEHUTD.

[Mocse naxkarust Ha kHonky MPUMEHWUTD otkpoercst 0kHO a71s CO3MaHust TOMOTHUTEEHOTO COCAMHCHHUS.

Ecnu Bam mpoBaiinep npeaocTapisieT BaM JAOCTYI K JIOKAJIbHBIM CE€pBHUCaM (HallpuMep, ay[uo- U BUIeopecypcam),

BBIOEpPHTE CYIIECTBYIOIIEE COCIUHEHHE WINM YCTaHOBUTE MEpEeKIodaTelb B IonoxkeHue €O3A4aTb HOBOE

coeaAnHeHwne. 3arem naxmute kHomky OK. Ha oroOpasuBiueiicss cTpanuiie 3amaiite mapamMeTpbl s

coenuuenuns tuna Junamudeckuit IPv4 win Cratnyeckuii IPv4 n Haxkmure kHonky MPUMEHWUTDL. Haxmure

kuonky HA3AJ[, uTo6b1 3a0ath Qpyrie HAaCTPOMKH st coeaunenus tumna PPPoE.

Ecnu BaM He HY)KHO CO3/1aBarh IOMOJHHTENbHOE coemuHenue, Haxxmute kuonky MPOMYCTUTb. Ipu stom
otkpoercs crpanuia Hactponka coeguHeHmn / WAN.




WAN-coeounenue muna PPTP unu L2TP

Ha CTpAaHUILIC CO3JaHUA COCANHCHUA HepeﬁZ[PITe Ha BKIIAAKYy Bce HaCTpOﬁ KWU. 3ateM BBI6epI/ITe COOTBCTCTBYIOIIICC
3HAYEHHUE B CIKUCKe TUM coeaAunHeHuAa u 3aJiaTe HCO6XO)II/IMBIC napamMeETphl.

Twun coegMHeHWA

PPTP

@ BkaoumuTb coeguHeHne

MmMA coeguHeHna™

PucyHok 66. CmpaHuuya dobaeneHusi coeduHeHus muna PPTP. Bbibop murna coeOUHEHUS.

MapameTp OnucaHue

CJIBI/IHBTG) nepeKn}oaneJH, BHpaBO, '—ITO6I)I BKJIIFOYUTHh JAHHOC
COCIMHECHHE.

Bknountb coeguHeHue
CJIBI/IHBTG) nepeKn}oaneJH, BJIEBO, I-IT061)I OTKJIFOYUTh JaHHOC

COEIMHEHHE.

Jlocmynno monbko 6 pacuupeHnom pexcume.
Nmna coeanHeHus

Ha3zBanue coequHenus s ynoOHOH uaeHTH()UKAIIIH.




Mapons* o

MTU*

1456

MpoToKoA ayTeHTHGMEILINN

AUTO -

MpoToken wpposakun

Be3 WhhpoBaHua -
® Keep Alive

LCP wrTepsan*

30

LCP nposanu®

3

A CoefguHeHne no TpQGDEBHMIO

MakciansHoe BPEMA HEAKTMEHOCTH (B caxyHgax)

) Otnagka PPP

® BxnouvTs MPPC

PucyHok 67. CmpaHuya dobaeneHusi coeduHeHus murna PPTP. Pa3desn PPP.



MapameTtp

OnucaHue

PPP

be3 aBTOpU3aLumn

CnBuHbTE mepekitodareib BIIPaBo, eciu Ais aoctyna B MHTepHer
BaM HE HYKHO BBOJIUTH MM MOJIH30BATEINSI U MTAPOJIb.

Nma nonb3oBaTens

WNwmst monw3oBatens (J0run) it nocryna B UHTepHeT.

Maponb

[Tapons mns  npoctyma B HMurepHer. HakmMuTe Ha 3HA4Y0K

Mokasatb ( = ), uT06bI 0TOGPA3HTEL BBEICHHBII TAPOJID.

Apnpec VPN-cepBepa

IP- wnun URL-aapec PPTP- unu L2TP-cepBepa ayrenTHhUKAITIN.

MTU MaxkcuManbHbIH pa3Mep Mmakera, epeaBaeMoro HHTepgecom.
MpoTtokon Bribepute u3 cnucka HEOOXOAMMBINM MeTOJ ayTeHTU(UKALMM WK
ayTeHTUMKauum ocrasete 3Hauenne AUTO.

MpoTtokon wudpoBaHus

Hacrpoiika mmdpoanus no nporokony MPPE.
+ be3 wudpoBaHna — MPPE-mudposanre He MPUMEHSETCS.

« MPPE 40/128 6uTt — npumensercss MPPE-tmdpoBanue ¢
unHOM Kirroua 40 wiu 128 our.
«  MPPE 40 6uT — npumensiercss MPPE-mm¢poBatue ¢ JiinHON
kitoua 40 GuT.
« MPPE 128 ©out - npumensiercss MPPE-mudposanue ¢
TUTMHOM Kiroya 128 OuT.
MPPE-mmdpoBanne NpUMEHSETCS TOIBKO B CIIydasx, KOrJa B

packpeiBatomeMcss  cinucke  [lpoTokon  ayTeHTudmKaumum
Beigeneno 3Hauenue MS-CHAP, MS-CHAPV2 v AUTO.

Keep Alive

(IToooepoicusamov nookaouenue) CIBUHBTE MEPEKIIIOYATENb BIIPABO,
9TOOBI MapIIPyTHU3ATOP MOJICPIKUBAT COCTUHEHUE C MTPOBAIEPOM,
JaKe KOTJa COEIMHCHHE HEAaKTUBHO B TEYEHHUE OIPEICIICHHOTO
nepuona BpemeHH. Ecim mnepexirouarens  CABHHYT
noctynHabiMu cTanoBsTcs moiisi LCP uHtepBan u LCP npoBansbl.
3agaiite He0OOXOANMBIE 3HAYEHHS.

BIIPABO,

CoeauHeHue no
TpeboBaHuIO

CaBuHBTE  TEpeKiIIovareNb  BIPaBO, €CIM  XOTHUTE, YTOOBI

MapIIpyTU3aToOp YCTaHABIUBal coeauHeHne ¢ MHrepHer 10
TpeboBanuio. B moine MakcumanbHoe BpeMsi HEaKTUBHOCTU
3ajaiiTe BpeMs MpocTost (B CEKYH/AX), MOCIIE KOTOPOTO COCAMHEHUE

ABTOMAaTUYCCKHU Pa3pbIBACTC.

[ononHuTenbHbIE
onuuu

JlomoHHUTENBHBIE OIINH IeMOHA pppd, KOTOpBIe HEOOXOAUMO 334aTh
JUISL TaHHOTO COeuHEHus. Heobszamenvhulii napamemp.

Cratnueckun IP-agpec

3anoJgHUTE MoJie, €ClIU XOTUTE UCTIONb30BaTh crarnyeckuil [P-agpec
JUISL COEIMHEHUS ¢ ceThl0 IHTEPHET.

OTtnaaka PPP

CnBuHBTE TIEPEKIIOYATEIh BIPABO, €CIU XOTHUTE, YTOOBI B JKypHAI
3aHOCHJIACh BCs oTIaiouHast nHpopMmanus o PPP-coennnenuro.




MapameTtp

OnucaHue

Bxnwouuts MPPC

(Microsoft Point-to-Point Compression)
Tonwvko ona nooknouernus muna PPTP.

CL[BI/IHI)TG NEpCKI0YaTe/ib BIIPpaBO, €CJIM IJIA HaCTpOﬁKH COCAMHCHUSA
HCO6XOI[I/IMO HCIIOJIB30BAaTh (bYHKI_II/IIO C)XaTHus JaHHBIX.

CaBuHBTE TEPEKIIOYaTesb BJIEBO, 4YTOOBI OTKIIOYHUTH JIAHHYIO
byHKLHIO.

PasHoe
® nar
@ Cetesoi skpan
RIP
Ping

M3D}IH|JOEaTb coejuHeHWe

PucyHok 68. Cmparuua dobaeneHusi coeduHeHusi murna PPTP. Paszdesn PasHoe.

MapameTp OnucaHue
PasHoe

Ecnu mepexiroyarens CABHUHYT BIpaBo, (GYHKIHS MpeoOpa3oBaHUs

NAT CEeTeBbIX aJpecoB BKIoueHa. He oTkimrovaiite QyHKIMIO, €CITH 3TOTO

He TpeOyeT Ball nmpoBaiiep.

CeTeBoM 3KpaH

Ecnu nepexitodaTens CABUHYT BIIPABO, AKTUBUPYETCS MEXaHU3M
3alIUThl YCTPOMNCTB JIOKAJIHOW CETH OT BHEUIHMX HOAKIIOYEHUH
(HampuMep, MPH MOMBITKE MOTy4YeHUs: HHpopMauu 06 ycTpoiicTBax
CeTH WIM «B3JIOMa» OJHOTO M3 YCTpOMCTB). /I MOBBIMICHUS
0€30MacHOCTH HE PEKOMEHIyeTCsl OTKIII0YATh JAHHYIO (DYHKIIHIO.

RIP

C,I[BI/IHI)TC MEPECKIIOYATCIIb BITpaBo, YTOOBI PaspCIInTb
HCITIOJIBb30BAHUC IIPOTOKOJIA RIP JJIA JaHHOT'O COCAUMHCHMA.

Ping

Ecnu nepexirouaresns CABHHYT BIIPABO, MApIIPyTH3aTOp OTBEYACT Ha
ping-3ampockl W3 BHENIHEH CeTH depe3 JaHHoe coenuHeHue. Jis
MOBBIMICHUS O€30MaCHOCTH PEKOMEHJIYEeTCSl OTKJIIoYaTh JaHHYIO
GbyHKIHIO.

UsonupoBaTb
coeaunHeHue

Ecnu nepekitouarens CIBUHYT BIIPaBO, MapLIPYTU3aTOP UCHOIb3YET
QJIBTEPHATUBHYIO  TaOiMIly  MapuIpyTH3alMd s JaHHOIO
coeauHeHus. BkiounTe QyHKLNIO, TOJIBKO €CIM 3TOro TpeOyeT Balll
npoBaiizep.

Iocne 3amanus Bcex HeOOXOMUMBIX 3HadeHni HaxkmuTe KHorky MPUMEHUTD.

ITocne Haxatus Ha kHOomky [MPUMEHWTb OTKpoeTcss OKHO /I JOIOJHUTEIBHONW HAaCTPOWKHU

COEIUHEHMUS.

Ecnu BbI utanupyere ucnonb3oBarh JanHHOe WAN-coeMHeHUE 11 MOAKII0YEHUs K ceTu MHTepHer,
YCTaHOBHTE IMEPEKIIOUaTeNb B MmojoxkeHne K ceTu UHTepHeT. 3atem BHIOEpHUTE CYIIECTBYIOIICE

COEIIMHEHUE, KOTopoe OyneT ucmosb3oBarbes i qoctyna k PPTP/L2TP-cepBepy, ninm ycTraHoBUTE
MNEPEKIIIOYATCI/Ib B OJI0XKECHNE CO3A4aTb HOBOE CoOeaAUNHEeHUe.



Ecnu BBl ye HAacCTpOWIM INOIKIIOYEHUE K ceTH MHTEpHET M IUlaHMpyeTe HCIONb30BaTh AAHHOE
WAN-coenvHeHne TONBKO Ul MOAKIIOYEHHS K BHUPTyaJbHOM YacTHOM CETH, YCTaHOBMTE
NepeKIIIoYaTesb B MOJOKEeHHE K BUPTYaribHOW YaCTHOM CeTu.

Haxxmute kaonky OK.



WAN-coeounenue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha CTpAaHUILIC CO3JaHUA COCANHCHUA HepeﬁZ[PITe Ha BKIIAAKYy Bce HaCTpOﬁ KWU. 3ateM BBI6epI/ITe COOTBCTCTBYIOIIICC
3HAYEHHUE B CIKUCKe TUM coeaAunHeHuAa u 3aJiaTe HCO6XO)II/IMBIC napamMeETphl.

Tun coegnHeHnA

PPPoE IPvE

@ sBiiounTs coegmHerne

Wwma coeguHeHna®

PucyHok 69. CmpaHuya dobaeneHusi coeduHeHusi murna PPPoE IPv6. Bbibop muna coeQUHEeHUs.

MapameTp OnucaHue

C}]BI/IHI:TC MEPCKIOYaTC]Ib  BIIPABO, yTOOBI BKJIIOYUTH JaHHOC
COCOIMHCHUC.

Bknouutb coeaAuvHeHue

C}]BI/IHI:TC NEPCKIOYaTeC]ib  BJICBO, YTOOBI OTKJIFOYHMTh JaHHOC

COCOAMHCHUC.

Jlocmynno monvko 6 pacuiupenHom pescume.

Nmna coeanHeHunsn 3
Hasanue coenuaenus s ynoOHON MACHTU(DUKAIINH.




Ethernet

MAC-agpec*

9C:DE:43:3D:01:05

Knonuposate MAC-agpec Bawero ceTesoro
afantepa (90:2B:34:A5.AB:FE)

MTU*
1500

PucyHok 70. Cmpa+uya dobaeneHus coeduHeHus murna PPPoE IPv6. Pa3den Ethernet.

MapameTtp

OnucaHue

Ethernet

MAC-agpec

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [lanHblli mnapamerp
Heo0X0IMMO 3a/1aTh, €CJIM Balll IpoBaiiep nocTymna Kk cetu MaTepHer
ucnons3yet npussizky k MAC-aapecy. Beeaure B none MAC-anpec,
3aperuCTPUPOBAHHBIN y NpOBaiiiepa Py 3aKIOYEHNUN JOI0BOPA.

UtoOsI mojacTaBuTh B AaHHOE moje MAC-aapec ceTeBoro aaanrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCS HacTpoiKa
MapIuIpyTH3aTopa, CABUHBTE nepekitouaresis KnoHnposatb MAC-
agpec Ballero ceTeBOIo aganTtepa BIIPABO. Ecmm
MepeKiIoyareNl  CABUHYT BIIpaBO, IOJI€  HEAOCTYNHO s
penaKTHPOBAHMUS.

Urto6bl moacTaBuTh B AaHHoe moine MAC-aapec MapuipyTusaTopa,
naxmure kHonky BOCCTAHOBUTbL MAC-AOPEC 110
YMOJNYAHMUIO (kHomka 1OCTyIHA, €CIIH MEePEeKIHYaTeslb CABUHYT
BIIPaBO).

MTU

MakcuManbHBIN pa3Mep MakeTa, epeaaBaeMoro nHTepdercom.




PucyHok 71.

PPP

Bez a BTOpWZaLMKA

* @
U
1492

KON Y TEHTHPHEI LM
AUTO -
B Keep Alive

LCP uHTepean®
30
LCP npo
3

CoeguHeHune no TpeboBanno
Mak AEHOE BREMA HEAKTMEHOCTH (8 CEXyHAaY
0

PPP IP pacmpexme

Otnagka PPP

CmpaHuya dobaeneHusi coeduHeHusi muria PPPoE IPv6

. Pasden PPP.



MapameTtp

OnucaHue

PPP

be3 aBTOpU3auumn

CnBuHbBTE NepeKiIoyaresb BOpaBo, eciu Ui goctyna B MHTepHer
BaM HE HY>KHO BBOJUTH MM MOJIH30BATENS U MAPOJb.

Nma nonb3oBaTens

Wwms nonp3oBarens (JIoruH) ais gocryna B UHTepHeT.

Maponb

[Tapons g pocryma B HMHrepHer. Hamxmure Ha 3HAYOK

MokasaTb ( = ), uTo6bI 0TOGPA3NTE BBEICHHBII TAPOIH.

Umsa cepBuca

Nwmsa PPPoE-cepBepa, BHITONHSAIOIETO ayTEHTU(UKALINIO.

MTU MaxkcuMasbHbIH pa3mep Makera, nepegaBaeMoro nHTepgeiicom.
MpoTtokon Boibepute 13 cnucka HEOOXOIUMBIM METOA ayTeHTHU(PHUKAIUKU WIH
ayTteHTU(uMKaummn ocrasete 3Hauenue AUTO.

(Iloooepotcusamov nooknroyenue) CIBUHBTE MEPEKIIIOUATENb BIPABO,
9YTOOBI MAPIIPYTH3aTOP MOAJIEPIKUBAII COCTUHEHUE C TPOBANICPOM,
. Jake KOrJa COCAMHEHHUE HEaKTHMBHO B TEUEHHUE OIPENEJICHHOTO

Keep Alive
nepuoga BpeMeHH. Ecnmm  mepekimodarenb CABHHYT — BIIPABO,
JTOCTYIHBIMHA  JJI1  pelaKkTHpoBaHus crtaHoBstcs mons LCP

uHTepBan u LCP npoBanbl. 3aiaiite HeOOXOAMMbIC 3HAUCHHUSL.

CoeauHeHue no
TpeboBaHuo

C,I[BI/IHLTC BIIpaBo, €CJIn XOTHUTC, 4TOOBI
MapaipyTHu3arop YyCTaHaBJIMBaJl COCAWHCHUEC C I/IHTepHeT 10
TpeboBanuio. B mone MakcumanbHoe BpeMsi HeaKTUBHOCTU

3ajaiiTe BpeMs MpocTosi (B CEKyHJax), Moclie KOTOPOTO COSTMHECHUE

MEPCKIOYATCIIb

ABTOMATHYECKH Pa3phIBACTCA.

CraTtnueckun IP-agpec

Tonvko o muna PPPoE Dual Stack.

3anoiaHUTE MoJjie, eclii XOTUTE MCIONb30BaTh crarnyeckuit [P-anpec
JUISL COEIMHEHUS C CeTh0 IHTEpHET.

PPP IP pacwupeHune

JUisl TIOZKITIOUEHUST K CEeTSM HEKOTOPBIX IMPOBailiepoB HEOOXOIMMO
BKJIIOUNTh JaHHBIA mapamerp. Ecnm Bam mposaiizep Tpebyer
WCIIOJIb30BaTh JaHHBIN NTapaMeTp, CABUHBTE NEPEKITIOUATENDb BIIPABO.

OTtnapka PPP

CI[BI/IHLTe MEPCKIOYaTC]Ib BIIPABO, €CJIU XOTUTC, YTOOLI B KypHaJI
3aHOCHUJIaCh BCA OTJIaA0O4YHadA I/IH(I)OpMaI_II/ISI o PPP-coenunenuto.




IP

Monyunts 1PvE

ABTOMAaTUYECKW

. Lnio3 yepes SLAAC

PucyHok 72. CmpaHuuya 0obasrneHusi coeduHeHusi murna PPPoE IPv6. Pasdern IP.

MapameTtp

OnucaHue

IP

MonyuuTtb IPV6

B packpsiBaromeMcsi cnucke BbpIOepUTe MeTOA HazHadeHus [Pvo-
aapeca JUIsl JIaHHOTO COEAMHEHHUS WM OCTaBbTE€ 3HAYCHHE
ABTOMaTM4YECKMN.

Lno3 yepe3s SLAAC

CnBuHbTE MepekirouaTellb BIpaBo, 4TOObl aapec [Pv6-mumosa
Ha3HAYaJICS  ABTOMAaTHUECKH C  TIOMOIIbI0  OECKOHTEKCTHOM
aBTOKOHUrypanmu (Stateless Address Autoconfiguration, SLAAC).

IPv6-agpec wnto3a

Anpec IPv6-turoza. [lone mocTymHo uist peakTUpPOBAHUS, €CIHU
nepekmouatess LLNo3 yepe3s SLAAC ciBuHyT BIICBO.

Monyuntb agpec
DNS-cepBepa
aBTOMaTUYECKU

CaBuHBTE MEepEKITIoYaTeNb BIpaBo, uToOwl afpec DNS-cepsepa [Pv6
HasHavasics aBToMmarndecku. [Ipu stom moist MepBuYHbIA IPV6
DNS-cepBep u BropuuyHbin IPv6 DNS-cepBep nemocTymHb
IUISL PeAaKTUPOBAHMSL.

MepBnYHbIN IPV6 DNS-
cepBep/BTOprYHbIN
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropudHoro IPvé6 DNS-cepsepoB B
COOTBETCTBYIOIIIKE ITOJIA.




PasHoe
@ cCeresoii 3kpan
RIF
Ping

M]OJ’IMpDEIETI: coeAlHeHuWe

PucyHok 73. CmpaHuuya 0obaeneHusi coeduHeHust murna PPPoE IPv6. Pa3den Pa3Hoe.

MapameTp OnucaHue
Pa3Hoe
Tonvko oz muna PPPoE Dual Stack.
NAT Ecnu mepexirouatens CABUHYT BIPaBO, PYHKIHS MPEOOpPa30OBAHHS

CEeTEBBIX aJpecoB BKIoueHa. He oTkimroyaiite QyHKIMIO, €CIIM 3TOTO
He TpeOyeT Ball IpoBaiiaep.

CeTeBoM 3KpaH

Ecan mepexirouarens COBHHYT BIIPaBO, aKTUBUPYETCS MEXaHU3M
3alIUThl YCTPOMCTB JIOKAJbHOW CETH OT BHEWIHUX MOJIKIIOYECHUHN
(HampuMep, MpH MOMBITKE MOTy4YeHUs: HHGOopMaUu 00 yCTpoiicTBax
CeTM WIH «B3JIOMa» OJHOTO M3 YCTpoucTB). JlJis MOBBIIEHUS
0€30M1aCHOCTH HE PEKOMEH/IYETCs OTKII0UATh ITaHHYI0 (PYHKIIHIO.

RIP

CnBunbTe MIEPEKIII0YaTellb BIIPABO, 4TOOBl  pPa3pelIUTh
HCMOJb30BaHue MpoTokona RIP st naHHOTO cCoeanHeHus.

Ping

Ecnu nepexmodarens CABUHYT BIIPABO, MAPLIPYTU3aTOP OTBEYAET Ha
ping-3ampockl U3 BHELIHEW CeTH uepe3 JaHHOe coeauHeHue. Jlis
MOBBIIIEHUST 0E30MaCHOCTH PEKOMEHYETCSl OTKIIIOYaTh JaHHYIO
byHKIHIO.

U3onupoBaTb
coeAunHeHue

Ecnu nepexitodarens CIBUHYT BIIPABO, MAapIIPYTU3aTOP UCIOIB3YET
JIbTEpHATUBHYIO  TaOiMIly  MapuIpyTH3allMd s JaHHOIO
coeanHeHus. BkiounTe (QyHKINIO, TOJIBKO €CIH 3TOTo TpedyeT Ball
IIpoBamnzep.

IMocne 3aganus Bcex HEOOXOAUMBIX 3HaueHni HaxkmuTe KHorky MPUMEHUTD.



LAN

Yrto6bI HACTPOUTD JIOKATBHBIN HHTEPQEHC MapIIPyTH3aTOpa, epeiauTe Ha cTpanuity HacTponka coeauHeHUn
/ LAN.

IPv4

Iepeiinute Ha Braanky IPv4, uto0sr m3menuts IPv4-anpec Mapripyrusartopa, HacTpouTh BeTpoeHHbsin DHCP-
cepBep Uiy 3a1arhb cea3ku [Pv4-aapecoB u MAC-aapecos.

JlokanbHbI 1P

IP-agpec”

192.168.1.1

Macka nogcetu®

255.255.255.0

[omexHoe MMa yeTpoRcTea

dlinkrouter.local

PucyHok 74. Hacmpolika nokanbHo2o uHmepdelica. Bknadka IPv4. Pa3desn JlokanbHbliii IP.

MapameTtp OnucaHue

JNlokanbHbIN IP

Tonvko 6 pexcumax Toyka docmyna, [loemopumens u KnueHm.
Bribepute HeoOX0MMOE 3HAYCHHE B PACKPBIBAIOIIIEMCSI CITHCKE.

PeXXMM Ha3HAYEHMS Cratnyecknmnm — IP-agpec mapmpyrtusaropa, Macka moiacetd u IP-ampec

it TCA BPYUH .
nokansHoro IP-agpeca 1032 33JaI0TCA BPYIHYIO

OMHaMNYeCKMN — MapiIpyTH3aTOp aBTOMATHYECKH MOTYYaeT ITH ITapaMeTpPhI
ot DHCP-cepBepa JIOKaJIbHOW CeTH WM OT MapUIpyTU3aTopa, K KOTOPOMY OH
TTOJIKITFOYMIICS.




MapameTp OnucaHue

IP-appec

[P-agpec mapmpyTtusaropa B JiokanbHOM nozacetu. [lo ymomuanuro
3a7aHo 3HayeHue 192.168.1.1.

Macka noacetu

Macka nokanpHOW mnoacetd. [lo yMonuaHuro 3aJaHO 3HAYCHUE
255.255.255.0.

IP-agpec wnro3a

Towvko 6 pedxcumax Todyka docmyna, [loemopumenb u
Knuenm.

[P-anpec 1nuir03a, KOTOPBIM HMCIONB3YETCS MapIIPyTHU3aTOPOM IS
coelMHEHUs! ¢ ceThlo VHTepHeT (Hampumep, A CHHXPOHU3ALUU
cuctreMHoro BpemeHu ¢ NTP-cepBepom). Heobszamenvhwiii
napamvemp.

[lomeHHOe nms
ycTpoucTBa

Nms ycrpolictBa, mpuBsizaHHoe K ero IP-aapecy B JoKambHOU
IIOJCETH.

[LnHamunyeckne IP
PEXMM ZMHAMMUECKOTD Ha3HaueHWA IP-agpecos

DHCP-cepeep -

HauanbHoii [P*

192.168.1.2

KoHeuHwiR IP*

192.168.1.100

Bpemsa apeHas! (MuHP*

1440

@ onsrelay

PucyHok 75. Hacmpotika rokansHo2o uHmepgbelica. Bknadka IPv4. Pa3den QuHamu4eckue IP.



MapameTp OnucaHue

AOnHamuyeckue IP

Pexxum paboter DHCP-cepBepa mapmipytuzatopa.

OTknioyeHo — DHCP-cepBep MmapuipyTusaropa BbIKIrOueH, IP-
aJpeca KJIMEHTaM Ha3Ha4aroTCs BPy4YHYIO.

DHCP-cepBep — mMmapuipyTu3aTop aBTOMaTHuYecKn HaszHadaeT I[P-ampeca
KIIMEHTaM Ha OCHOBAaHUH 3aJaHHBIX ITapaMETPOB. HpI/I BI)I60pe 3TOI'0 3HA4YCHUA

Ha BKiIajke oroOpakatorcs noinst HayanbHbin IP, KoHeuHbin IP, Bpems
apeHpbl u nepexrouarens DNS relay.

PeXum anHammnyeckoro
Ha3HayeHusn IP-agpecoB

DHCP relay — nyis Hasnauenus IP-aqpecoB KIMEHTaM UCIIOIb3YETCS
BHemHuit DHCP-cepep. Ilpu BeIOOpe 3TOr0 3Ha4YeHMs HA BKJIAJKE
orobpaxarorcs nosist IP BHewHero DHCP-cepBepa u Option 82
Remote ID.

Havaneneiit [P-anpec nyna agpecos, koropsie DHCP-cepBep Bbiaer
KJIMEHTaM.

HayanbHbIn IP

Koneunsiii [P-anpec nyna agpecos, kotopsie DHCP-cepsep Bbinaer
KIJIMEHTaM.

KoHeuHbIn IP

Ilepuon Bpemenu, Ha kotopeli DHCP-cepBep Mapuipyrtusaropa
npenocrasiser [P-agpec knuenTy (1o ucreueHuu storo nepuosaa IP-
Bpems apeHAabl aJipec OT3bIBACTCA M MOXKET OBITh OTAAH JIPYTOMY yCTPOMCTBY, €CIIU
HE MOCTYNUJIO MOATBEPKICHUE O HEOOXOIMMOCTH COXPAaHEHUS ITOTO
[P-anpeca).

ChaBuHbTE  MEpeKitodaTeNlb  BIpPaBO,  UYTOOBI  YCTpOICTBa,
NOJKJIIOYEHHbIE K MapLIpyTH3aTopy, B KauecTBe anpeca DNS-
cepBepa NoJIydyalu aJpec MaplpyTU3aropa.

DNS relay CnBuHbTE IIEPEKIIIOYATEND BIIEBO, 4TOOBI YCTPOWCTBA,
MOJKJIIOUYEHHbIE K MapLIpyTH3aTopy, B KauecTBe aapeca DNS-
cepBepa MOJydYaJd aJpec, NEepeAaHHbId MNPOBANAEPOM WU
yKa3aHHbIH Ha cTpanuiie flononHuTensHo / DNS.

[P-anpec BHemnero DHCP-cepBepa, kotopsiii HazHauaet [P-anpeca
KJIIMEHTaM MaplIpyTHU3aropa.

IP BHelwuHero Eciu Bel xotute ykazare HeckonbKko [P-agpecoB, Ha)KMHUTE KHONKY
DHCP-cepBepa OOBABWUTD u B otobpasuBiieiics crpoke BBenute [P-aapec.

YTo0OBI yIanuTh aapec, HAKMUTE Ha 3HaYO0K YAANWUTb (*) B CTpOKe
azpeca.

3gauenue nona Remote 1D DHCP-ommmu 82 B COOTBETCTBHU CO
cranaaptoMm RFC3046.

Option 82 Remote ID . .
He 3anonusiiTe mosje, eciau Ball MpOBaAEp WM aAMUHUCTPATOP

BHemHero DHCP-cepBepa He npenocTaBuil Takoe 3HaYEHUE.

IMocne 3aganmns Bcex HeOOXOAUMBIX 3HaYeHUH HaxkmuTe kKHonky MPUMEHUTD.



B paznene Ctatnyeckue IP Bor moxere 3aiath cBsasku [P-aapecoB 1 MAC-anpecoB (Ha3HAYHUTH MTOCTOSHHBIN
IPv4-anpec B noKanbHON ceTH Ui yCTpoiicTBa ¢ ompeneneHHbIM MAC-aapecom). MapuipyTuzaTop HazHa4daeT
IPv4-anpeca B COOTBETCTBUM C CO3JAaHHBIMH cCBA3KamM, Tosibko eciau DHCP-cepep BkiroueH (B pasnerne
AnHamuyeckue IP B criucke Pexxum AnHamunyeckoro HasHaveHusi IP-appecoB BoiieneHo 3HaueHHE
DHCP-cepBep).

Cratnueckue IP CMMCOK KNWEHTOB

puBA3ats [P-agpec k MAC-agpecy, BuibepuTe yCTPORCTEO M3 CNNCKa NOAKAKYEHHBIX KTMEHTOB AW gobaseTe HoBoe

PucyHok 76. Pasden 0ns co3daHusi cesizok MAC-IPvA4.

Ytoosl co3aath cBsisky MAC-IPv4, naxmute kHonky JJOBABUTb (+ ). B oTkpbIBIIEMCS
oxne B moje IP-appec BBeaute IPv4-anpec, koTophlii OyleT NMPHUCBOEH YCTPOWCTBY W3
JokajabHoili cetu, B moje MAC-agpec — MAC-aapec 3t1oro ycrpoiicrBa. B moiie Umsa xocTta
3a/1aiiTe Ha3BaHMe VISl YCTPOICTBA B CeTH il yI00HOW uaeHTU(UKAIUN (HeodA3amebHbll
napamemp). Hazkmute knonky MPUMEHUTb.

Jdns toro utoObl mocMorpets MAC-anpeca YCTPOWCTB, MOAKIIOYEHHBIX K MapIIPyTH3aTOpy B
nansbiii MomeHT, Haxmute kHONKy CMUCOK KIMTMEHTOB. B otkpbiBiHieMCST OKHE BBIOEpPHTE
HeoOxoaumoe yeTpoicTBo U HaxkmuTe KHONKY OK. UToObI B OKHE 0TOOpa3HICs aKTyaabHbIH CIIUCOK
HOJKIIIOUEHHBIX YCTpoicTB, HaskmuTe kHonky OBHOBUTD.



UroObl M3MEHHUTH cylecTByrouryto cBsi3ky MAC-IPv4, BeiOepuTE COOTBETCTBYIOIIYIO CTPOKY B
TabJMIle M HAKMUTE JIEBYI0 KHOMNKY MbIIK. B OTKphIBIIEMCS OKHE HM3MEHHUTE HEOOXOAWMBIE
napametpbl U HaxmuTe kHonky MPUMEHUTD.

UroObl ymanuTh CBSI3KY, YCTAHOBUTE (PIIAKOK CJIeBa OT COOTBETCTBYIOUICH CTPOKH B TaOIUIEC H

Haxxmure kHonky YAAJIUTb (IEI ). 3atem Haxkmute kHONKYy MPUMEHWUTD. B Taoke moxkere
YIAJHUTh CBA3KY B OKHE U3MCHEHHS IIaPaMETPOB.



IPv6

IepeiinuTe Ha Bkaaaky IPv6, utoOs1 usmenuts IPv6-aapec MapipyTu3aropa H HACTPOHMTh apaMeTPhl Ha3HAUESHHS
[Pv6-aapecos.

JlokaneHbIA [IPVE
Pexmm HasHaueHWR nokanbHoro IPvG-agpeca

[NenervpoeaHue npetukca -

[PvG-agpec

fd01::1

Mpedrc

64

PucyHok 77. Hacmpolika nokanbHo20 uHmepgetica. Bkrnadka IPv6. Pasden JlokanbHbI IPV6.

MapameTp OnucaHue

JlokanbHbIN IPV6

BBI6CpI/ITC HCOGXOI[I/IMOC 3HAQUYCHUEC B paCKPBIBAOIIEMCS CIITMCKE.

Pexum HasHauyeHus | CtaTuyeckum — IPv6-aapec u npeduke 3a1aeTcs BpyUHYHO.

nokanbHoro OenerpoBaHue npeduKca — MapuUIpyTH3aTOp 3alpalldBacT
IPv6-appeca npedukc mns  dopmupoBanus IPv6-aapeca y  BBIIICCTOSIIETO
MapupyTH3aTopa.

[Pv6-anpec MapupyTuzaropa B JIOKaJIbHOM moaceTd. [To ymonuaHuio 3aaaHo
snayenne £d01: :1. [lone moctynHO IIs pelakTHPOBAHUA, €CIU B

IPv6-agpec
cnucke PeXum HasHadyeHus nokanbHoro IPv6-appeca
BbIIENIEHO 3HAUeHne CTaTUYEeCKUM.
JnuHa npedukca moaceru. [lo ymonmuanuio 3aaHo 3HadeHHe 64.
[Tome mgocTymHO IJIsi PEIAKTUPOBAaHUSA, €CIU B chucke PeXum
Mpedukc HOCTY AT Pl P ’

Ha3Ha4vyeHUs1 nokanbHoro IPv6-agpeca BbijeiicHO 3HAYCHHE
CraTtnyeckum.




OuHamuyeckune |Pv6
PeMM AMHAMNYECKOrs HasHadeHns IPvE-aapecos

Stateful -

Hauanoubii IPvE*

fd01::2

KoneuHbid [Pub*

FdO 1 ffFfF: ff: fff

Bpems apeHas (MUH)*

1440

PucyHok 78. Hacmpolika nokanbHo20 uHmepeltica. Bknadka IPv6. Pasden [JuHamu4eckue IPv6.

MapameTp OnucaHue

OvuHamunyeckue IPv6

Bri0epuTe HEOOX0OMMMOE 3HAUCHUE B PACKPBIBAIOIIEMCS CITUCKE.

OTKno4YeHo — IPv6-anpeca KIMEHTaM Ha3HAYAIOTCS BPYUHYIO.

Pexum
Stateful 3a68UCUMDLIL — BerpoeHnsli  DHCPv6-cepse
AVNHaMun4yeckoro ( ) p pBCp
MapILIpyTH3aTOpa Pa3gacT aJpeca U3 AUana3oHa, 3aJJaHHOTO MOJISIMU
Ha3Ha4YeHunus pIipy pa pasi AP A » 3al

IPv6-appecos HavyanbHbin IPv6 1 KoHeuyHbIn IPV6.

Stateless (nezasucumoiit) — xnuentsl popmupyror IPv6-aapeca
CaMOCTOSITEJIbHO Ha OCHOBaHUH TpeUKca.

Hauvaneneni IPv6-anpec myna aapecos, koropeie DHCPv6-cepsep
BBI/Ia€T KJIMEHTAM.

HavanbHbIn IPV6

Koneunsiit [Pv6-anpec myna anpecos, kotopeie DHCPv6-cepsep
BbI/Ia€T KJIMEHTaM.

KoHeuHbIn IPV6

Ilepuon Bpemenu, Ha kotopbii IPv6-ampec mnpenocraBisieTcs
KineHTy. [lome mocTynmHO 171 penakTUpOBaHUSA, €CIM B pasjielie
NokanbHbIN IPV6 B ciicke PeXXUMM Ha3HavyeHUs1 NOKanbHOro
IPv6-appeca soinencro 3naueHrne CTaTU4ECKUN.

Bpemsa apeHAabl

IMocne 3aganus Bcex HeoOXoAUMBIX 3HaYeHUH HaxkmuTe KHorky MPUMEHUTD.



B pasnene CtaTtnyeckue IP Ber moxere 3anars cBsizku IPv6-anpecoB 1 MAC-anpecoB (Ha3HAYHUTD TTOCTOSHHBIN
IPv6-anpec B mOKanbHOM ceTH Ui YCTpoiicTBa ¢ ompeneneHHbIM MAC-aapecom). MapiipyTuzaTop HazHa4daeT
IPv6-anpeca B COOTBETCTBHHU C CO3IAHHBIMU CBSI3KaMH, TOJNBKO eciu B paszaence iIuHamuyeckue IPv6 B crnincke
Pexxnm guHamumnyeckoro HasHavyeHus IPv6-agpecoB soieneHo 3Hauenne Stateful.

Cratmueckune IP CMMCOK KNWEHTOB

bl NpuBA3aTs [P-agpec k MAC-agpecy, suibepuTe yCTPOMCTED M3 CNMCKE NOAKIKOYEHHBIX KTMEHTOE WM obassTe HoBOe

PucyHok 79. Pa3den 0nsi cosdaHusi ces3ok MAC-IPv6.

Yto06bI co31aTh cBsI3KY MAC-IPv6, naxkmuTte knonky JOBABUTD ( T ). B oTKpBIBIIEMCS OKHE
B nosie IP-agpec Beeaure IPv6-anpec, KoTopslit OyaeT NPUCBOCH YCTPONUCTBY U3 JIOKAIBHOW CETH, B
noiie MAC-agpec — MAC-aapec sToro ycrpoiictea. B mosie UMsa XOCTa 3azaiite Ha3BaHue JIJIst

YCTPOHCTBA B CeTH JIsA yI00HOI uaeHTU(uKauuu (Heoodazamenvhvlit napamemp). Haxmure
knonky MPUMEHUTDb.

Just Ttoro utoOel mocMotrpeth MAC-aapeca yCTpONCTB, MOAKITIOUEHHBIX K MapIIpyTH3aTOpy B
nanubiii MomeHT, Haxmute kHONKy CMUCOK KITMEHTOB. B orkpsiBiHieMCsI OKHE BBIOEpPHTE
HeoOxoaumoe yeTpoicTBo U Haxkmute KHONKy OK. UToObI B OKHE 0TOOPa3HICs aKTyaabHbIH CIIUCOK
HIOJIKJIFOYCHHBIX ycTpoiicTB, Haxkmute kHoky OBHOBUTD.

Uto0bl M3MEHUTHh CymIEeCTBYIONIYIO CBsi3ky MAC-IPv6, BBIOEpUTE COOTBETCTBYIOIIYIO CTPOKY B
Ta0UIle W HAXKMHUTE JICBYIO KHOMKY MBIIMK. B OTKpBIBIIEMCS OKHE W3MEHUTE HEOOXOIUMBIC
napametpsl 1 Haxxmurte knonky MPUMEHUTD.

UYToOBI yIaiduTh CBS3KY, YCTAHOBUTE (DIIAYKOK CIIEBA OT COOTBETCTBYIOIICH CTPOKH B TAaONHIE M HAKMHUTE KHOTKY

YOATUTDb ( () ). 3atrem Hakmute kHONKY [TIPUMEHWUTD. B Takoke MoXkeTe yIanuTh CBA3KY B OKHE U3MECHEHHS
napaMeTpos.

ITocie 3amanust Bcex HeOOXOMUMbIX 3HadeHui Haskmure kHonky MPUMEHUTD.



Wi-Fi
B manHOM pasjerne MEHIO BbI MOXETE 33JaTh BCe HEOOXOAUMbIC HACTPOUKH I OECITPOBOTHON CETH.
OCHOBHbI€ HAaCTPOUKH

B pasnene Wi-Fi /| OCHOBHble HAaCTPOMKMU Bbl MOKETE W3MEHHUTH OCHOBHBIC HACTPOWKH ISt
OecrpoBOHOTO HHTEpdEiica MapIIpyTH3aTOPa, a TaKXKEe HACTPOUTH OCHOBHYIO M JOIMOJHUTEIBHYIO
OecripoBoaHbie ceTu. st HacTpoiiku nuanasona 2,4 I'T'n wnm nuanazona S [T mepeiinure Ha
COOTBETCTBYIOIIYIO BKJIAJIKY.

OCHOBHbI& HACTPOIAKK

2.4TTy,

06LMe HAaCcTPOKK CeTb Wi-Fi

. BrnunTe GECNPOBOAHOE CORIMHEHNE Visag cera (SSID)*

DIR-XXX-0103
Crpara
RUSSIAN FEDERATION - (@) Konnuecrao cnusonos Aonxic Buirs He Boee 32
Becnposognoii pexim ] CKpITs S5ID
802.11 B/G/N mixed -

@ Bu6path kaHan aEToMaTHUECKM

MakcHManbHOE KONMYECTED KANEHTOE™

0

@ BriouNTE AONOAHUTENBHBIE KaHANLI

QAHH W3 JOCTYTTHBIX

@) Bruvamme! ¥erpoiicso astomaneckn

CTAHASETHBLN It AONCTHITEREHE KIHANDE. HEKOTOPLIE KAHEHTE HE )

BrnounTs O rpaHu4YeHe CKopocT

KHBAIOT PABOTY Ha AONORHUTERSHEN Kananax (1247w 13-4 Ecas Bar

i cetir 8

HE MOXETE

TEHEHHE HECKOLKHX Mk

cABMHETE nepekn @ Bewats becnposogHyio ceTh
ACMOAHH TEABHEIE K3k + " BRE8O.

@ Aanman dyrwmn nossonmer &

PucyHok 81. OcHoeHbie Hacmpoliku 6ecripo8o0OHOU flokanbHOU cemu 8 OuarnasoHe 2,4 [Ty,

Kawnan

auto (kaHan 13) @

) Brnounte nepwojguyeckoe CKaHWpoeaHue

Mepuog ckAHMPOBaHKNA (B cexyHgax)

60 a

DELLILRNEE  [OBAEBWTE WI-FI CETh

AaHHo Becr

BLITE HCMOABIDBANI COBMECTHO C pesuMon “Kanenr Wi-Fi*

I W20nAUMA KIMEHTOB

() BroxvposaTs TRagK MEXZY FTPOFCTEAM, TOIKAKONEHHBINI K TOMKE

ACCTYE

HacTtpoiikn 6ezonacHocTy

Cerenan ayTeHTHpuRaLuA

WPAZ-PSK A

Napons PSK*

........ o
(@) A napons qoaxsa Gurs ot 840 63 ASCIT crmsanos

Tvn wmdposanis*

AES -

Nepiog oEHORARHINA rYMNBEGTD Kniowa (& cekyHaax*

3600



B paznene O6wme HaCTPOUKM TOCTYITHBI CICAYIOINAE TapaMeTPhI:

MapameTp OnucaHue
Uto0Bl pazpemuTh ucnonb3oBanue Wi-Fi-coenmunenus, caBUHBTE
BknounTtb
MepeKIIoyaTesb BIPaBo.
6ecnpoBofHoe o
UtoOwpl 3amperuth wucmnoiab3oBaHue Wi-Fi-coenmnnenus, caBUHBTE
coeiMHeHue
MePEeKII0YaTelNb BIEBO.
Ballle MECTOINoNOKeHHEe. BriOeputre He0oOXomumoe 3HAYCHUE U3
CtpaHa

PacKpBIBAOIIErOCs CIUCKA.

Pexxum paboThl OeCIpOBOIHOIO COEAMHEHHs] MapIpyTH3aTopa.
o aHHBIM MapaMeTp oOmpeneNnseT CTaHJapThl YCTPOMCTB, KOTOPbHIE
BecnpoBogHOM peXxum A P p omp . P Y P ’ P
cMOryT pabortarb B Bameil OecrpoBogHOM ceTH. Bribepure

HGOGXOI[I/IMoe SHAQUYCHUC U3 PACKPBIBAIOIICTOCH CIIMCKA.

BbibpaTb kaHan CaBuHbTE NEpeKIouaresab BIPaBO, YTOOBI MapIIPyTH3aToOp caM
aBTOMaTU4YeCKU BbIOMpAJ KaHaJ ¢ HAUMEHBIIUMHU TOMEXaMH.

Ecnu nepexitoyarenb CIBUHYT BIEBO, YCTPOMCTBO aBTOMATUYECKU

Bknoyutb BBIOMPACT OAWH W3 JOCTYNHBIX CTaHAAPTHBIX KaHaioB. s
OOMNONTHUTENIbHbIE WCIIOJIb30BaHUS JIOTIOJIHUTENbHBIX KaHaoB (12-1 m 13-i — B
KaHanbl muanasone 2,4 I'T, 100-i u Beime — B nuanazone S I'T'1y) caBuHbTe

MEPCKIOYATCIIb BIIPABO.

Homep kananma OecnpoBogHoro coenuHenus. lllenkHuTte neBoi
KHOTIKOM MBITITH, YTOOBI OTKPBITH OKHO JIJIs1 BRIOOpa KaHaa (IecTBre

Kanan
JOCTYIIHO, eclu MEPEKII0YATENb BbiGpaTb KaHan
aBTOMaTU4YE€CKMU CIBUHYT BIICBO).
CaBuHbTE TepeKiIouareab BIPaBO, 4YTOOBI  MapIIpyTH3ATOP
BKH HYUTb BBITIOJIHAJI ITOUCK CBO6OI[HOI‘O KaHaJla 4Yepc3 OIIPCACICHHBIC
nepuo,qutlecxoe MMPOMCIKYTKHU BPCMCHU. Ecmn NEpCKIOYaTC]Ib CABUHYT BIIPaBO, I10JIC
CKaHupoBaHue NMepnoa CKaHMpPOBAHWUSA  CTAHOBUTCS  JIOCTYIHBIM IS

peaaKTUPOBAHMSL.

Vkakute mepuo] BpeMEHH (B CEKyHHaxX), depe3 KOTOpBIA OymaeT
I'Iepuon CKaHunpoBaHus
MIPOUCXOUTH IOBTOPHOE CKAHUPOBAHNUE KaHAJIOB.

[Mocne uzmenenus napamerpos Haxkmute kHonky MPUMEHUTD.



YroObl M3MEHHUTh HACTPOWKHM OCHOBHOW OecripoBomHoil cetn, B pasnene CeTb Wi-Fi nsmenute

HeoOxoauMble TapaMeTpsl U HaxkmuTe kHonky MPUMEHUTD.

Bl Taroke MOKeTe cO3/1aTh JOTOIHUTEIBHYI0 OSCIPOBOIHYIO ceTh. JIJIsl 3TOro HaXXMHTE KHOIKY
OOBABUTb WI-FI CETb. Ha otkpsiBiieiicst cTpaHuIe 3aJaliTe COOTBETCTBYIOIIUE TAPAMETPBI.

£ OcHoBHbIe HacTPOIKK

JobaBneHve ToukmM goctyna

CeTb Wi-Fi

Wnem cemi (SSIDY*
DIR-XXX-39a2.2

)0 CkpwiTe 551D

Hacrpoiiku 6e3onacHocTu

CeTeEaR ayTeHTHOMKALWA

WPA2-PSK -

=2
(D Anusia napons gamsna Gerrs or § 40 63 ASCH cnsanos

Tun wwdposaHnr*

Maxoimans Hoe KONMUELTED KIHEHTOEY

0

F BraruuTe OrpaHu4eHne CKopocTh

AES -

Mepwog oGHOBNEHWA rPYNNOBOrD KAKYA (B cexyH x>

3600

@ Bewats GecnposoaHylo ceTh

1 V3onAuws kKineHToe

@ BAOKHPOEATE TPAPHE MEXAY YCTPORCTEAMY, MOJLTHIMEHHLIMH K TOHKE

Aocryna

F BraHuuTE roCTeByH CeTh

BAHHTE rOCTEEYM) CETE, HTOOH H20MHPOEaTE Wi-Fi-ciHenTos or LAN

e

PucyHok 82. Co30aHue 6ecripo8odHoOU floKarbHOU cemu.

MapameTp

OnucaHue

CeTb Wi-Fi

Umsa cetu (SSID)

HaszBanue GecnipoBogHoil ceTn. Ha3zBanne MOXeT COCTOSTH U3 UMD
U JIAaTUHCKUX OYKB.

CkpbITb SSID

Ecnu nepexiroyarens CIBHHYT BIIPaBO, APYTHE IOJIb30BATEIN HE
cMmoryT BuaeTh Baiy Wi-Fi-cets. He pekomeHtyeTcst CKpbIBaTh CETh,
TaK Kak JaHHas (QYHKIHS YCIOKHSAET MpPOIecC NepBOHAYAIBHOMN
HACTPOWKHU CETH.

VHukaneHeli  uaeHtudukarop Wi-Fi-cetu. [lanHoe
OIpefesIsieTCsl mapaMeTpaMu MapuipyTusatopa, Bel He MoxkeTe ero

3HAUYCHUC

KONMn4yecTBO KITMEHTOB

BSSID . .
u3MeHuTh. [lone oToOpakaeTcsi B HACTpOIKaxX yke CyIeCTBYIOIIEH
CCTH.
MakcuMalnibHOE ~ KOJIMYECTBO  YCTPOMCTB,  KOTOpPHIE  MOTYT
MakcumanbHoe TTOIKJTFOUUTHCS K OECITpOBOAHON ceTu. Ecim ycTaHOBICHO 3HaYCHUE

0, YCTpOﬁCTBO HC OrpaHU4YuBacT KOJHUYCCTBO IMOAKIOYCHHBIX
KIIMCHTOB.




MapameTp

OnucaHue

Bxnountb
orpaHu4eHue CKOpocTu

ChaBuHBTE  TEpEeKIIoYareNb  BIPaBO,  YTOOBI  OTPAHUYHTH
MaKCHMAaJbHYIO MPOMYCKHYIO CIIOCOOHOCTh OecnpoBoaHO# cetn. B
otobpasuBmiemMcss none  OrpaHuyeHuMe CKOPOCTU 3ajaiite
MaKCHMaJIbHOE 3HaueHue ckopoctu (B Kour/c).

CaBuHbTE MeEpeKIoYaTesab BJIEBO, YTOObI HE OrpaHUYUBATh
MaKCHMAaJIbHYIO IPOIYCKHYIO CHOCOOHOCTbD.

BewaTtb 6ecnpoBogHyto
ceTb

Ecnu mnepekitouatenb COBUHYT BIIEBO, YCTPOWCTBA HE MOTYT
MOJKITIOUAThCSl K OecrpoBogHON cetu. [Ipu sTOM Mapiipytuszarop
MOJKET IMOJKIIIOYAThCS K JPYyroil Touke aoctymna B kadectBe Wi-Fi-
KIIMEHTA.

N3onaumna knueHTOB

CnBuHbTE  Mepekiodarelb  BIOPaBO, 4YTOOBI  IOJIB30BATENU
0ecrpoBOAHON CETH HE MOIIIM B3aMMO/IEHCTBOBATh JPYT C APYTOM.

BknounTb rocteByto
ceTb

@OyHKIMSA AOCTYIHA JI JOMOJHHUTEIbHON OeCIpOBOJHON CETH.
CaBUHBTE MEPEKIII0YATEINh BIPABO, €CIIM XOTUTE, YTOOBI YCTPOWCTBA,
TOJKITIOYHMBILIUECS K JIOTIONHUTENLHOW OSCHpPOBOAHON CeTH, OBbLIH
W30JMPOBAaHBl OT YCTPOMCTB M PECYpPCOB JIOKAJIBHOM CETH
MaplIpyTU3aTopa.




B pasmene HacTpouMkum 6e30MacHOCTM BBl MOXETE H3MCHHUTH MHapameTpbl OE30MacHOCTH

OeCITPOBOIHOM CETH.

[To ymomganmro 111 6€CIPOBOAHON CETH B 00OMX JHAINa30HaX 3aJlaH THIl CETEBOH ayTeHTH(DHUKAIMH
WPA2-PSK. B kauectse maposst PSK ucnonssyercs WPS PIN ¢ HakjIeHKu CO IITPUXKOIOM.

Hactpoiikn besonacHocTH

Ceteman ayTeHTMEUKaUMA

WPAZ2-PSK -

WEP

WPA

WPAZ

WPA-PSK

WPA2-PSK

WPA/WPAZ mixed

WPA-PSK/WPA2-PSK mixed

“AES v

PucyHok 83. Tunbi aymeHmucgbukauuu, noddepxusaembie Mapuwipymu3anopom.

MapuipyTu3aTop MoAAep>KUBACT CIEAYIOUINE TUITBI Ay TEHTH()UKALINU:

Tun ayTeHTU(pUKaLum

OnucaHue

OtkpeiTass ayreHTU(dUKAIUSA (C BO3MOXXKHOCTBIO HCIIOJIB30BAHMS

Open WEP-mmmdpoBanust st  peKUMOB  OSCIIPOBOAHOM  CETH, HE
nojAepKUBaroIKX ycrpoiictsa ctanaapra 802.11n wnu 802.11ac).
AyTteHTHUKAIMSA C OOIMM KIIOYOM C WCmoib3oBanueM WEP-
mdpoBanus. JlaHHBINA THI ayTeHTU(PUKAIIUU HEJOCTYIICH, €CITU Ha
WEP crpanuiie  Wi-Fi / OCHOBHble HACTPOMKM B  CIIHCKE
BecnpoBoAHOW pPeXUM 3a1aH pPEeXHM, [OIEPKUBAIOIINI
ycTporictBa cranapra 802.11n unu 802.11ac.
Aytentudukamus 1no TexHomorun WPA ¢ ucnonb3oBaHHEM
WPA
RADIUS-cepBepa.
Ayrtertuduranus o texHoiaornun WPA ¢ wucnons3oBanmeM PSK-
WPA-PSK yTeHTHHIAL
KJIFOYa.
Ayrtentudukanus 1o TexHoigorun WPA2 ¢ wucnoip3oBaHHEM
WPA2
RADIUS-cepsepa.
Aytentudukanus mo texHonornu WPA2 ¢ mcnons3oBanueM PSK-
WPA2-PSK yTeHTHHicAL

KJIro4a.

WPA/WPA2 mixed

KomOuHMpoBanHbIii Tun ayteHTHuKanmu. [Ipu BbIOOpe HaHHOTO
3HAYCHUS K OCCIPOBOIHOM CETH MOTYT MOJAKIIIOYATHCS yCTPOICTRa,
ucnonp3ytormue Ttun ayreHtudukarmu WPA, wu  ycrpoiicTsa,

ucnonp3ytomue tun ayrentudukanmu WPA2.

WPA-PSK/WPA2-PSK
mixed

KomOunupoBanHblii THn ayreHTHU(UKauuu. [Ipu BbIOOpE NaHHOTO
3HA4YCHHs K OCCIIPOBOJHOM CETH MOTYT IOIKIIIOUAThCS YCTPOICTBA,
ucnions3ytomue tun ayreHrupukanuu WPA-PSK, u ycrpoiictsa,
ucnone3yiorue Tum ayrentudukannn WPA2-PSK.




' Jlns wucnonb3oBanus TumnoB ayreHtudukammmu WPA, WPA2 u WPA/WPA2 mixed

B geoOxoammo Hammune RADIUS-cepBepa.

[Tpu BeIOOpe 3HaueHuss Open win WEP B criucke CeTeBasi ayTeHTUPUKALUA Ha CTpaHUIIC
0TOOpaXKarOTCsI CIIEAYIONINE HACTPOUKU (HETOCTYIHBI Il PEKUMOB pabOThl OECIIPOBOTHOM CETH,
nopaepxkuBaronux cranaapt 802.11n wim 802.11ac):

Hactpoiikun 6esonacHocTi

CeTeBas ayTeHTAgUEIUNA

Open M

® EBounTe WNdpoBaHWe WEP

Howep knkoua mo yMonuakmio

Kntou wudposaHna WEP kak HEX

() Amisia wnsovia WEP goawsa Biirs 5 v 13 ciusonos.

o

o

o

o

PucyHok 84. 3HauyeHue Open 8 packpbisaroliemcs criucke Cemeeasi aymeHmugbukayusi.

MapameTp

Bknouutb
wwudpposaHne WEP

OnucaHue

Tonvko ona muna aymenmugurayuu Open.

UYroOs! aktuBupoBaTh WEP-mudpoBanue, cABUHBTE MEpEKIIOYaTeIh
BIpaBo. Ilpu 3TOoM Ha cTpaHHIe OTOOpa3sATCS PACKPBIBAIOLIMNACS
ciucok Homep kntoya no ymonyaHuio, nepexirodarens Knroy
wudppoBaHua WEP kak HEX wu wuersipe moms Knrou
wudpoBaHua.

Howmep kntoya no
yMOn4yaHuro

Howmep xmtoua (ot 1-ro 10 4-10), KOTOPBIH OyIeT UCIIONB30BaThCS TS
WEP-mmdpoBanus.

Krnoy wudcppoBaHus
WEP kak HEX

CIBUHBTE MEPEKITIOYATeNb BIPaBO, YTOOBI 33aTh LIECTHAIIIATEPUIHOE YUCIIO
B KauecTBe KJro4a JUIs IH(pOBaHU.

Kntoy wudcppoBaHus
(1-4)

Kmoun ans WEP-mmdposanus. Ilpu nmmdpoBanun ucnonbdyercs
KJIFOY, HOMEpP KOTOPOTO YKa3zaH B packpbiBaromemcs criiucke Homep
KnoYa no ymonyaHuw. HeoOxomuMo 3amoiHUTh BCE IO

-
Haxvmure Ha 3navok [lokasatb (h‘ ), 4T00BI 0TOOPa3UTH
BBEJICHHBIN KJII0Y.




[Mpu Be16OpE 3HaueHUst WPA-PSK, WPA2-PSK 1t WPA-PSK/WPA2-PSK mixed na crpanuie
0TOOpaXKAIOTCs CIEAYIONINE HACTPOHKH:

HacTtpoiiku 6ezonacHocTu

CeTesan ayTeHTUgUKaLIMA

WPA2-PSK -

........ o

(D Anuna napona goaxHa Bbits o7 8 40 63 ASCIT cumBanos

Tun wuposaHua®

TKIP -

Mepwog obrosnenua rpynnosoro kroYa (8 cekyrgax)*

3600

PucyHok 85. 3na4eHue WPA2-PSK e packpbigarowjemcsi criucke Cemeeasi aymeHmugukayusi.

MapameTp

Maponb PSK

OnucaHue

[Tapons mist WPA-mudposanus. Ilapoas MoXeT cOCTOSATh U3
uu@p, JaTUHCKUX OyKB BEPXHEr0 M HUYKHETO PErucTpa U JPyTrUx
CHMBOJIOB, JOCTYITHBIX B aMEPUKAHCKOH PacKIajKe KIaBHATypbI..

-
Ha:xxmute Ha 3Hauok [lokasaTtb (t"‘ ), 4TOOBI 0TOOPA3UTH
BBE/JICHHBbII MapoJib.

Tun wudpoBaHus

Mexanusm mmdpposanus: TKIP, AES wiun TKIP+AES.

Mepunon o6HOBNEHUA
rpynnoBoOro knro4a

[leprion BpemeHu (B ceKyHIax),
TeHepUPYEeTCsl HOBBIM KIIIOY Uil IIM(POBAHUS MO TEXHOJOTHH
WPA. Ecaum B pmaHHOM mone yka3aHo 3HaueHue 0, Koy

0 HMCTCUCHHHN KOTOPOIo

OOHOBJIATHCS HE Oy[eT.

30-9, A-Z, a-z, npoGe, !"#$%&'()*+,-./;<=>2@\]* " {|}~.



Ipu BeiOope 3naueHus WPA, WPA2 wiu WPA/WPA2 mixed Ha crpanuiie oToOpaxaroTcs

CIEAYIOLIME HACTPOUKHU:

Hactpoiikn 6e3onacHocTK

Ceresas ayTeHTMGMKALNA

WPA2 -

WPAZ npegBapuTenbHan ayTeHTUdMKaLMA

IP-appec RADIUS-cepsepa*

192.168.0.254

Mopt RADIUS-cepeepa*

1812

RADIUS kNt WNGPOBaHAA™

dlink

Tun wugposaHua®

AES -

Nepwog 0BHOBNEHWA TPYNNOBOTD KANKOYa (B CekyHLax)*

3600

PucyHok 86. SHayeHue WPA2 g packpbigatoujemcs criucke Cemeesast aymeHmugukayusi.

MapameTp

WPA2 npeaBapuTtenbHas
ayTeHTUdMKaums

OnucaHue
CJIBI/IHBTC nep CKJIIOYaTCJIb Bl'[p aBO, '-ITO6I>I aKTI/IBI/IPOBaTL
MIPEABAPUTEIIbHYI0  ayTeHTH(PUKALUIO TIPH  HCTOJIb30BaHUH

texHonorun WPA2 (ortoOpaxaercs tombko st tunioB WPA2 u

WPA/WPA2 mixed).

IP-agpec
RADIUS-cepBepa

[P-angpec RADIUS-cepsepa.

MopTt RADIUS-cepBepa

Howmep nopra RADIUS-cepBepa.

RADIUS knto4
wudpoBaHuA

ITaposb, UCTIONIB3yEMBII MapIIPYTU3aTOPOM ISl B3AUMOIECHCTBHUS
¢ RADIUS-cepBepoM (3HaueHHE 3TOTO MapaMeTpa OINpeesieHO B
Hactpoiikax RADIUS-cepBepa).

Tun wudpoBaHus

Mexanusm mmdposanus: TKIP, AES unmu TKIP+AES.

Mepuop o6HOBNEHUA
rpynnoBoro Krnw4a

Ileprox BpemeHu (B CEKyHOax), MO KCTEYCHHH KOTOPOTO
TeHEePUPYETCsl HOBBIM KIIOY 7S IIH(PPOBAHUS O TEXHOJOTUU
WPA. Ecam B naHHOM 1olie yka3aHO 3HadyeHwe 0, K04
OOHOBJISATHCS HE OYJIET.

[Mocne 3amanus HeoOXoaMMbIX TapameTpoB Haxxmute kHonky MTPUMEHUTD.

Urobbl 3afaTh Apyrue MapaMeTpbl s OCHOBHOM WM JIOTIOJHUTEIBHOW CETH, BHIOEpHUTE

COOTBETCTBYIOLIYIO CTPOKY B TaOJUIIE M HAXKMUTE JIEBYIO KHOMKY MbITIH. Ha oTKpbIBIIEiiCS cTpaHuLe

U3MEHHUTE HeoOxoaumble napamerpsl 1 Haxxmure knonky MPUMEHUTD.



UroObl y#amuTh JOMOJIHUTENBbHYIO OCCHpPOBOAHYIO CETh, YCTAHOBHUTE ()IAXKOK, PaCIIOJIOKEHHBIH

ClIeBa OT COOTBETCTBYIONICH CTPOKH B Tabmuie, u Haxmure kaHonky YOAAJIUTb (E). 3arem
Haxxmute kHonky MPUMEHUTD.



YnpasBsieHue KJ/IMeHTaMm

Ha crpanune Wi-Fi / YnpaBneHue KnmeHTamMm Bbl MOXKETE IIPOCMOTPETH CIHCOK OSCIPOBOIHBIX
KJIMEHTOB, OKIIOYCHHBIX K MapIIPyTHU3aTOPYy.

£ OcHoBHbIe HAacTpoiikKN anaBneHme KNINeHTaMn

Cnwncok Wi-Fi-knneHTtoB OEHOBUTbL
Cnwcok 6ECI'I|JDBO,CI,HI:IX KANEeHTOB, NOAKNHYeHHBIX K MapLIpyTU3aTopy

D ¥imA ycrpoiicTea MAC-aapec AwanazoH WmA ceTk (55ID) YpoBeHb CWrHana Bpema nogknyeHns

|:| android-c2dfesf...  D0:17:C2:00:29:85 2.4TTy DIR-XXX-057e = 64% 0 MuH.

PucyHok 87. CmpaHuuya 0ns yrpaeneHusi noodKmo4YeHHbIMU 6ecripo8o0HbIMU ycmpolcmeamu.
Ecnin Heo0X0AMMO OTKITIOUNTH KaKoe-IH00 YCTPOMCTBO OT O€CIIPOBOAHOI CETH, YCTAaHOBUTE (DITaXKOK
B CTpOKe, copepskarieir MAC-aapec atoro ycrpoiictsa, 1 Haxmute KHoky OTKITIOYUTDb.
UtoObl Ha cTpaHuile oToOpaswiach camas akTyajlbHas wuHMoOpMamus 00 yCTpOWCTBax,

HOIKJTFOYCHHBIX K OecrpoBoaHOi cetH, HaxkmuTe kHonky OBHOBUTD.

YroObl MPOCMOTPETHh MOAPOOHYI0 MH(POPMAILIMIO O MOIKIIOYEHHOM YCTPOICTBE, IIEIKHUTE JIEBOU
KHOIIKOHM MBIIIK Ha CTpoke, copepxainieit MAC-agpec 3Toro ycTpoicTsa.



WPS

Ha crpanuue Wi-Fi / WPS Bbl MoxxeTe akTHBHPOBATh (PYHKIUIO HACTPOMKH OECIIPOBOIHOMN CETH, a
TaKKe BBIOPATh CIIOCO0 MOAKIIIOYSHUS K OSCIIPOBOHOMN CETH.

Oyuakmust WPS  1mo3Bosisser aBTOMAarMYeCKH HACTPOUTH 3alIUIICHHYIO OCCIPOBOIAHYIO CETh.
YcrpoiicTBa, MOAKITIOYaeMble K OECIIPOBOTHOW CETH MapIIpyTH3aTopa ¢ MoMoInbio ¢yHKuun WPS,
JIOJKHBI TIOAJIEPKUBATh IaHHYIO (DYHKIIHIO.

' Ovyuknus WPS no3zBosser 100aBiIsIiTh VCTPOUCTBA TOJIBKO K OCHOBHOM OecOpOBOAHON CETH

= MapIIpyTHU3aTopa.

Jna rucnonb3oBaHus 3TOM MYHKIAW HEOOXOIMMO 3apaHee 3a1aTh JUlsl OSCIPOBONHOM CETH
tun cereBor ayreHTudukanuu Open c BeikntouceHHbIM mndpoBannem, WPA2-PSK wnu

WPA-PSK/WPA2-PSK mixed ¢ meronom mubposanus AES. Ecnu 3amansl npyrue
HacTpoliku Oe3zomacHOCTH, AmeMenThl cTpanuitl WPS Ha BrIIagke COOTBETCTBYIONIETO

ArariasoHa HCAOCTYITHBI.

( YnpaeneHwe KNUeHTaMn

241T1Ty

WPS

DYHKLMA WPS N03B0NRET ABTOMATUHECKW HACTPONTL 3aILMLLEHHYH GECNPOBOAHYH CETh. YCTPORCTEA. NoAKNYaeMble K GecnpoBogHOR CeTH
MapLUPYTM3aTOPa C NOMOLLLH (YHKLMW WPS, J0N%Hb NOAAEPHWEATE AaHHYH GYHKLMI.

BbIKNIOYHUTE WPS

Ynpaenexwe WPS WHpopMaLma

Craryc WPS: CrongurypuposaHo

YCTAHOBWTL COEOWHEHWE PIN-KO4 N0 yMON4aHUH: 12345670

Wma cetu (SSID) DIR-X¥X-0105
CeTeBan ayTeHTUGUKALWA: WPA2-PSK
LingposaHme: AES

Napont PSK: 12345670

OEHOBWUTE CEPOCHTE KOH®UIYPALIMKD

PucyHok 88. CmpaHuuya 0nsi Hacmpouku ¢pyHkyuu WPS.

Uro0s! akTuBUpOBaTh PyHKIMI0O WPS, Ha BKIIa ke COOTBETCTBYIOIIETO JUAMa30HA HAXKMHUTE KHOTIKY
BKITIOMUTb WPS.



Ecnu dyukius WPS akTuBupoBaHa, Ha cTpaHMIle J0CTyneH pasnen UHdopmauums.

MapameTp

Cratyc WPS

OnucaHue

Cocrosaue dynknun WPS:

* CKOHdurypmpoBaHO  (3agaHbl  Bce  HEOOXOAHUMBIE
HACTPOMKH, OSTH HACTPOMKH OyIyT HCIOJIb30BaHbI IIPU
yCTaHOBKE OECIPOBOTHOTO COSTUHEHUS),

* He ckoHdurypupoBaHo (mocie aktuBamnuu pyHkuua WPS
Ha3BaHUE CeTH M K04 [mudpoBaHuss OyayT 3alaHbl
ABTOMATHYECKHU, THIT CETEBOW ayTeHTH(DHUKANU U3MEHHUTCS Ha

WPA2-PSK).

PIN-koa no ymonyaHuio

PIN-kon mapupytusaropa. [[aHHBI mapaMeTp UCHOJIB3YyeTCs IIPU
MOAKJIFOYEHUH MapLIPyTHU3aTOpa K YCTPONCTBY-PErHCTPAaTopy Ui
3agaHus napameTpoB QpyHkiu WPS.

Umsa cetu (SSID)

Ha3Banue cetu mMapuipyTtusaropa.

KOH®UTI'YPALILIO

CeTteBas Tun  cereBoil  ayTeHTH(HKAUWW,  3aJaHHBIA Ui CETH
ayTeHTUdMKauma MapIIpyTH3aTopa.
lndpoBaHue Texymwmii Tun mmdpoBanus, 3aJaHHBIN JJI1 CETH MapIIPyTU3aTOPA.
Texymmit napoJib muppoBaHus, 3aJaHHbBIN s ceTH
Maponb PSK Y P Pp
MapIIpyTU3ATOpA.
Haxxmure KHOOKY I OOHOBJIECHHSA NAHHBIX, MPEACTABIEHHBIX Ha
OBHOBUTb ! Y P
JTAHHOW CTPaHULE.
CBPOCHUTDb

HaxwmuTte kHOMNKy a7st copoca nmapamerpoB pyHkiuu WPS.




Hcnonvzoeanue pynkyuu WPS u3z web-unmepgeiica

Jlns monkiroueHuss K OCHOBHOHM OecmpoBonmHONM cetu ¢ momoribio merona PIN ¢ynkumun WPS

BBITIOJIHUTC IICPCUNCIICHHBIC HUXKC JICUCTBUSL.

1.

2.
3.
4

7.

Haxxmure knonky BKITKOYUTb WPS.
B pasnene YnpaBneHune WPS naxvure knonky YCTAHOBUTb COEOUHEHMUE.
B otkpsiBiemMcst okHe B packpbiBatoiemcs ciircke WPS-meTopn sridepure 3naucnue PIN.

Beibepure Mmeton PIN B mporpammHOM oOecriedyeHMH OE€CIpOBOIHOTO YCTPOWCTBA,
HOAKJIIOYaEMOro K 6eCIpOBOJHOM CETH.

HaxxmMuTe COOTBETCTBYIOIIYI0 KHONKY B IPOrpaMMHOM oOOeclieueHUH OeCIpOBOAHOIO
YCTPONCTBA, HOAKIIIOYAEMOT0 K OECITPOBOHOM CETH.

Cpa3zy BBenute PIN-koj, yka3aHHBIM Ha KOpIyce IOAKIHOUAEMOrO yCTPOMCTBA WM B €0
nporpaMMHOM obecrieueHuu, B osie PIN-koA.

Haxwmure kHonnky COEOUHWUTD B web-unrtepdeiice maprupyrusaropa.

Jlist oAKIIOUeHUs K OCHOBHOHM OecnpoBofHOM ceTr ¢ momornbio Meroqa PBC ¢ynkuuu WPS

BBITTOJIHUTC NCPCUUCIICHHBIC HUKC ﬂCﬁCTBHH.

1.

2.
3.
4

Haxxmure kHonky BKITFOUUTb WPS.
B pasnene YnpaBneHnne WPS naxmvure knonky YCTAHOBUTb COEOUHEHUE.
B otkpeiBmiemMcst okHe B packpbiBatomiemcs ciiucke WPS-meTopn Beibepure 3nauenue PBC.

Bribepute meton PBC B mnporpammHOM oOecnedeHun O€cnpOBOAHOIO YCTpPOMCTBA,
HOAKJII0YAEMOT0 K O€CIIPOBOJHOM CETH.

HaxxmMuTe COOTBETCTBYIOIIYI0 KHOMNKY Ha KOPIyC€ WJIM B MHPOrpaMMHOM OO€CHeueHUn
0ecrnpoBOJHOIO YCTPOMCTBA, MOAKIIOYAEMOTO K OECIIPOBOTHON CETH.

Cpazy naxxmure kHonky COEQUHUTD B web-unrepdeiice mapupyruzaropa.



Hcnonvzoeanue pynkyuu WPS oe3 oocmyna k web-unmepgeiicy

Br1 moxete ucnonp3oBars pynkiuo WPS, He obpariascek k web-unrepdeiicy mapupyrusaropa. s
9TOro He0OXOAUMO HACTPOUTH MAPIIPYTHU3ATOP COOTBETCTBYIOIIUM 00Pa30OM.

1. 3apaiiTe COOTBETCTBYIOIIWE HACTPOWKH O€30MACHOCTH Il OCCIPOBOIHOW  CETH
MapIIpyTU3aTopa.

2. Haxwmure kaonky BKITHKOYUTb WPS.

CoxpaHuTe HACTpOWKM U 3aBepmiuTe pabory ¢ web-uHTepdeiicoM MapipyTH3aTopa
(Ha)XMUTE Ha CTPOKY MeHi0 BbINTN).

Bnocneacteun Brl MoxeTe 100aBIATh YCTPOHCTBAa B OECIIPOBOAHYIO CETh MPOCTHIM Ha)XXaTUEM Ha
kaHonky WPS mapmipyrtuzaropa.

1. Bwibepure meronq PBC B mnporpamMmmHOM obOecriedeHUH OECIIPOBOIHOIO YCTPOWCTBA,
HOAKJIIOYAEMOT0 K O€CIIPOBOJHOM CETH.

2. HaxmuTe COOTBETCTBYIOIIYIO KHOIKY Ha KOpPIyce WJIM B HPOTPAMMHOM O0ECICUCHUHU
0ecrnpoBOJHOIO YCTPOMCTBA, MOAKIIOYAEMOTO K OECIIPOBOTHON CETH.

3. Haxwmwure knonky WPS maprupyruszaropa u ormycrure. CBeTonuonnsiii uuaukarop WPS
HayHET MUTaTh.



WMM

Ha crpanuue Wi-Fi / WMM Bei moxere aktuBupoBars yskimo Wi-Fi Multimedia (WMM).

Oynkuuss WMM peanusyer mexanusM QoS s OecripoBogHBIX coenuHeHHd. OHa MO3BOJISET
YIAYYIIUTH Ka4eCTBO Mepeaayn JaHHbIX o Wi-Fi-ceTn 3a cueT Ha3HaueHHs TPUOPUTETOB Pa3IMIHBIM
TUNaM Tpaduka.

Yr1o6b1 HacTpouTh pyHknno WMM, BeiOepuTe HEOOX0MUMOE IeiCTBHE B cricke PeXUm paboTbl:

- ABTOMaTMyeckum — napamerpsl GyHkima WMM HacTpanBarOTCsl aBTOMATHYECKH (JJaHHOE
3HAUYEHUE 3aJ1aHO TI0 YMOJIYAHHUIO).

* Py4yHoW — mapamerper dynkimun WMM HacTpauBaioTcs BpydHyro. IIpu BeIOOpe 3TOTO
3HAYCHHs Ha CTPaHMIE 0TOOpaxkatoTcs paszesisl Touka goctyna u CtaHums.

* BbikntoyeH — ¢pynkius WMM otkimroueHa.

£ OCHOBHbIE HACTPOIKN

Wi-Fi Multimedia

MexaHuam YNy4leHNA Ka4ecTBa paﬁOTbl 6ECI"IDOBO,ELHOIF! ceTw. He PEKOMEHOYETCA CaMOCTOATENBEHO M3MEHATE 3afaHHbIE NapaMeTpbl

Pexnm pabotol

PyuHoi v
Touka goctyna CtaHuus
AC AIFSN  CWMin  CWMax TXOP ACM  ACK AC AIFSN CWMin CWhax TXOP  ACM
BK 7 31 1023 0  off off BK 7 15 1023 0 off
BE 3 15 63 0 off off BE 3 15 1023 0 off
M| 1 T 15 94  off off Vi 2 7 15 94  off
VO 1 3 T 47 off off VO 2 3 T 47  off

PucyHok 89. CmpaHuuya 0ns1 Hacmpouku ¢pyHkuyuu WMM.

' B cucreme 3amaHpl Bce HeoOXommmble mapaMerpbl i dvHkimH WMM. H3MeHeHue
B papaMeTpoB BPYYHVYIO MOXKET OKa3aTh HETaTHMBHOE BIMIHHUE Ha Bally OeCOPOBOIHVIO CETh.




Oynkuus WMM no3BosnsieT HazHayaTh MPUOPHUTETHI IS YeThIpeX Kareropui nocryma (Access

Category, AC):

«  BK (Background, ¢ponosuvuii pesrcum) — Tpaduk ¢ HU3KHM MIPHOPUTETOM (3aJaHUS Ha 11€YAaTh,

3arpyska (Qaitsios, mp.);

» BE (Best Effort, nyuwee kauecmeso uz 603moxcHo20) — TpahHK OT YCTAPEBIIUX YCTPOWCTB HITH

YCTPOWCTB M NMPUIIOKEHUH, KOTOpBIE HE OAIepKUBatoT GyHKuo QoS;

* VI (Video, nepedaua suoeo);

» VO (Voice, nepeoaua 2onoca).

[TapameTpbl KaTeropuii 10CTyna ONpeeIeHbI Kak il CaMOro Mapuipytusaropa (B paszaesie To4yka

[OCTyNa), Tak u /s OECIPOBOIHBIX YCTPOICTB, MOIKIIOUCHHBIX K HeMy (B pasaene CTaHUus).

YToOBI KBMEHHUTH napamMeTphbl KaKoM-11n00 KaTeropnuu n0Cry1a, BLI6epI/ITe COOTBCTCTBYIOLIYIO CTPOKY
" HA)KMHUTC JICBYIO KHOIIKY MBIIIH. B OTKPBIBHICMCS OKHC U3MCHUTC HCO6XOJII/IMLIC napameTpBhl.

PepakTnpoBaHue

TOYKW AocTyna:
Background

AIFSN*

7 -
CWMin

31 -
CWMax

1023 -

TXOP*

ACM

ACK

COXPAHWUTB 3AKPbITb

Pucyrok 90. OkHo 0nis usmeHeHus napamempos yHkuuu WMM.

MapameTp OnucaHwue

AIFSN

Arbitrary Inter-Frame Space Number — ko3gppuyuenm nepemenno2o
MeACKAOPOB020 UHMEPBaAd.

OTOT napameTp BJIIHMACT HA BPCMCHHYIO 3aACPIKKY I JTaHHOM
KaTeropuunu AOCTyIIa. YeMm MeHbIIIE 3HAUCHHE TAHHOTO napameTpa,
TEM BBILIC IPUOPUTET KATCTOPUH AOCTYyIIA.

CWMin/CWMax

Contention Window Minimum — MUuHUMAIbHLIL pasmep OKHA
KOHKYPEHMHO020 00CMYNd.

Contention Window Maximum — MaxkcumanvbHulli pasmep OKHA
KOHKYPEHMHO020 00CMYNd.

OTu mapaMeTphl BIUSIOT Ha BPEMEHHYIO 3a€p)KKy Ul JTaHHOM
kareropun goctyna. 3Hadenue moiast CWMax He MO/DKHO OBITh
Menbine 3HaueHuss monss CWMin., Uem MmeHbllie pasHHIA MEKIY
sauenueM noins CWMax u 3nauennem noiast CWMin, tem Boime
MIPUOPHUTET KaTETOPUH JOCTYTIA.




MapameTp OnucaHue

Transmission Opportunity — 603MO*CHOCMb hepedayu OaHHBIX.

TXOP UYem Oosibliie 3HaUE€HUE JAHHOTO MapaMeTpa, TeM BBIIIE IPUOPUTET
KaTeropuu JOCTYyIa.

Admission Control Mandatory — obs3amenvhblii KOHmpoibL 0ONYcKa.

ACM Ecnn nepexiroyarens CABUHYT BIIPABO, YCTPOWCTBO HE MOXKET
HCIIONIb30BaTh JTAHHYIO KaTerOPHUIO 10CTYIIA.

Acknowledgment — noomeepoicoenue npuema.

Peakuust Ha 3ampochl OTKIMKAa BO BpeMs INepefayd JaHHbBIX.
OTtobpaskaeTcst TOJBKO B paszeic TOYKa AocTyna.

ACK Ecii nepekiirouaresb CABUHYT BIEBO, MAPLIPYTH3aTOpP OTBEYAET Ha
3aMpoChL.

Ecnu nepexirouarens CABUHYT BIPABO, MAPLIPYTU3ATOP HE OTBEYAET
Ha 3aIpOCHI.

Haxxmure kHonky COXPAHUTD.



OrpaHunyeHue CKOpoCTHU

Ha crpanune Wi-Fi / OrpaHnyeHne ckopocTu Bel MoxkeTe orpaHnuuTh MAaKCUMAaJIbHYIO IIPOILYCKHYIO
CIOCOOHOCTb HUCXOISILEr0 U BXOASALIETO Tpaduka Ui KakKAOro OECIpPOBOAHOIO KIMEHTa
MapupyTtuzaropa rno ero MAC-aapecy.

& Knnent OrpaHn4eHmne cKopocTy =)

OrpaHuy4eHne cKOpoCTU

He cozpaHo HM ogHOrO Npasuna

AOCBABHTE

PucyHok 92. Cmparuuya Wi-Fi / OepaHu4eHue ckopocmu.

Ecin Bel xoTHTE OrpaHM4uTh MAaKCHUMAJbHYIO IMPOIYCKHYIO CIIOCOOHOCTh TpauKa s Kakoro-imbo
OeCIPOBOIHOTO KIIMEHTa MapIIpyTH3artopa, CO3JalTe COOTBETCTBYIOIIEE MpaBuio. i 3TOro HaxKMHTe

kuonky JJOBABWUTD ( + ).

MNepepnaya AaHHLIX

1 Bes orpaHuveHWi

MakcuMansHanA ckopocTe (MOWT/Cer)*®

Mprem OaHHbIX

1" Bes orpaHMueHuiA

MakcumansHan ckopocTe (MOWT/cex)*®

COXPAHUTE

PucyHok 93. OkHO 0risi HacmpoUKu 02paHU4eHuUsi CKopocmu.



B OTKPBIBHIEMCS OKHE Brb1 MoxkeTe 3a1aTh CICAYIOINEC MMapaMETpPhI:

MapameTp OnucaHue

Ecnu nepexntoyarens CABUHYT BIPaBO, IPAaBUJIO aKTUBHO. CIBUHBTE
BknroyeHo

MEPCKIOYATCIIb BJICBO, €CIIN XOTUTC OTKIIIOYHUTH JAHHOC IMPAaBHJIO.

Beenute B mome MAC-aapec ycTpoicTBa, JJis KOTOpOro Oyaer
JeiicTBOBaTh JaHHOE MpaBuiio. Bbl MoxkeTe BBIOpaTh yCTPOMCTBO,
MOJKJIFOUEHHOE K JIOKAJIbHOM CETH MAapUIpyTHU3aTopa B JaHHBIN
MAC-agpec pripy p
MOMEHT. /[l 3TOro B pacKpbIBAIOIIEMCS CIUCKE BBIOEpUTE
COOTBETCTBYIOILIEE YCTPOWCTBO (NP ITOM TIOJIE 3arlOJIHUTCS

ABTOMATUYECKH).

Mepepaya AaHHbIX

3amaiite MakCMMaJbHOE 3HAYCHHE CKOPOCTH HCXOJSIIEro Tpaduka
(B MOuT/c) wiu cOBUHBTE Mepekirodarens Bbe3 orpaHuyeHumn
BIIPABO, YTOOBI HE OTPAHUYNBATH CKOPOCTH UCXOAIIETO TpaduKa.

MakcumanbHas
CKOpPOCTb

Mpuem AaHHbIX

3anaiiTe MakCUMalbHOE 3HAYEHHE CKOPOCTH BXOMAIIETO Tpaduka
(B MOuT/c) WiM CIOBUHBTE Mepekiodyarens Be3 orpaHunyeHumn
BIIPaBO, YTOOBI HE OTPAHUYMBATH CKOPOCTH BXOASINETro Tpaduka.

MakcumanbHas
CKOpPOCTb

IMocne 3amanus HeoOXoqUMBIX MapameTpoB Haxxmute kHonky COXPAHUTDb.

YrtoObl 3a71aTh APYTHe apaMeTPhI JIs KAaKOTO-THOO0 MpaBuiia, BEIOEPUTE HEOOXOAMMOE MPABHIIO U HAXKMHTE JICBYIO
KHOIIKY MBIIIH. B OTKpBIBIIIEMCS OKHE H3MEHUTE HeoOxoanmble nmapamerpsl u Haskmure kHonky COXPAHUTD.

Y100l yIAJIHTh KaKOE-THOO IMPABHIIO, YCTAHOBUTE (IAKOK CJIEBA OT COOTBETCTBYIONIEH CTPOKH TaOIHUIBI H
nakmure kHonky YOAJTIATD ( (0] ).
AononHuTeNnbHO

Ha crpanune pasgena Wi-Fi / [lononHUTenbHO Bbl MoxeTe ompeneinuTh JAONOTHUTEIBHBIC
napameTphl, BIUSIONINE Ha padoTy Bamel OecripoBogHoM ceTu. s Hactpoiiku nuanasona 2,4 I'T1g
vy quanaszona S I'T'n nepeliauTe Ha COOTBETCTBYIOIIYIO BKJIAJIKY.

H3MeHeHus mapaMeTpoB Ha JaHHOW CTPaHHUIIE MOT'YT OKa3aTh HETaTHUBHOE BIMSHHE Ha Ballly
n 6CCHDOB0)IHVIO CCTh.




£ Orpanmuerme ckopocTia

JononHutenbHo

2.4T1Ty

LWnpika kaHana

20/40 My,

@) Tewywyan wipsna raviana: 40 My

Mepuog BeWaHnA beacon-dpelMos (B MMANUCEKYHAAX]™

100

Mopor RTS (& Gabitax*

2347

) ABToCOrmacosadne 20/40 (Coexistence)

Nopor gparmeHTaumnn (B Baittax)™

MowHocTs nzayueHUA (B npoueHTax)

100

B/G-zaupara

Auto

Short GI
BrnounTs

2346

Nepuog DTIM (& beacon-peiimax]®
1
Bpewa GeageficTEnA A0 oTknioueHiR (B cekyHaax)®

0

JU 3anpeTWTh MyNsTUKACT

® swounTs TX Beamforming

J AganTuBHbIR pexum

PucyHok 94. Cmpa+uuya dornonHumesbHbix Hacmpoek 05151 6ecripogodHoUl cemu.

Ha CTpaHUIC MPEACTABJICHBI CICAYIOININUC JICMCHTLI:

MapameTp

LupuHa kaHana

OnucaHue

IMupuna kanana s ycrpoiicts crangapra 802.11n B amanazone 2,4 I'Tnh

(xnanxa 2.4 Tw).

20 MI'y — xmentsl cranmapra 802.11n paboraror Ha KaHajax
mmpuHoi 20 MI'w.

20/40 MI'y — xnuenTs! crapmapra 802.11n paboraroT Ha KaHamax
mpuHoi 20 MI'n unu 40 MI .

[Inpuna xanana mis yerpoiicts cranaapra 802.11n u 802.11ac B nuanaszone
5TTu (sxnagka S IL).

20 MI'y — xiwmentsl crangapra 802.11n u 802.11ac paboraror Ha
KaHajax mupuHon 20 MI'w.

20/40 MI'y — xuents! ctaaapra 802.11n u 802.11ac padorator Ha
kaHanax mupuHou 20 MI'y minum 40 MI'.

20/40/80 MI'y — xiuents crangapra 802.1lac paboraror Ha
kaHasax mmpunor 20 MI', 40 MI'n wnu 80 MI'w.

ABTocornacoBaHue
20/40 (Coexistence)

Hocmynno na exnaore 2.4 I'T'y.

CnBuHbBTE MepeKiIouaTeslb  BIPaBO, YTOOBI

aBTOMaTU4YeCcKH BpIOMpan mupuHy kaHaia (20 MI'n umu 40 MI),

MapIIpyTH3aTop

HauOonee TMONXOMAUIYI0 JJs paloThl C  MOAKIIOYEHHBIMU

yCTpoiicTBamMu (Takasi HACTPOHWKa MOXKET CYyIIECTBEHHO CHU3UTh
CKOpOCTH Tiepeauu JaHHBIX B ceTH). [lepekiouarens orobpaxkaercs,
ecan B crircke LnpuHa kaHana seineneno 3nauenne 20/40 MMy,

MowHocTb n3ny4yeHus

MorHOCTh nepenaTdrka (B IpoIeHTax).




MapameTp

OnucaHue

B/G-3awuTa

Jocmynno na sxnaoxke 2.4 'y,

Oynkuust 3amuThl  ycrpodcTB cranmapra 802.11b um 802.11g
UCTIOJIB3YETCA Ul YMEHBLIEHHS KOJIMYECTBAa KOH(IMKTOB MEXIy
YCTPOMCTBaMH Ballei OE€CIPOBOIHOM CETH.

Bo3moxHbIe 3HaUeHUS:

Auto - (QyHKUMS 3amMTBl  BKIIOYAETCS W BBIKIIIOYACTCS
ABTOMATHUYECKU B 3aBUCUMOCTH OT COCTOSTHUSI CETU (PEKOMEHIyeTCs,
eclnM B Bamie cetw ecTh ycrpoictBa crangapra 802.11b u
ycTpoiicTBa crangapra 802.11g),

Always On — ¢yHKIus 3aMThI BCeria aKTUBHA (Takasi HaCTPOiKa
MOXET CYLIECTBEHHO CHU3UTh MPOU3BOAUTEIBHOCTh OECIPOBOAHOM
CeTH),

Always Off — ¢pyHkums 3amuThl Bceria HeaKTHBHA.

Short Gl

3ammTHBIA WHTEpBaN (B HaHOCeKyHaax). JlaHHBIA mapamerp
ompezensieT MHTEpBal MEXKIY CHMBOJIAMH, IepeAaBacMbIMU MpU
B3aMMOJICHCTBUU MapIpyTu3aTopa c 0ecrpoBOIHBIMU
yCTpOHCTBaMHU.

BKNOYMTbL — MapmpyTHU3aTop HMCHONB3YyeT KOPOTKUH 3allUTHBIH
MHTEpPBaJ, MNPOJODKUTEIBHOCTh KOoTOporo cocrasiser 400 Hc.
Tonpko  anmsi  peXUMOB  paboTBl  OECIpOBOTHOW  CETH,
nonaepxkuBaronux cranaapt 802.11n mmm 802.11ac (cMm. 3HaYeHHE
packpbiBaromerocs crniucka BecnpoBoAHON PeXUM Ha cTpaHulle
Wi-Fi / OCHOBHbIe HaCTPOMKMN).

3anpeTuTb — MapumpyTU3aToOp  UCHOJB3YeT  CTaHIAPTHBIN

3aIUTHBIA HMHTEPBal, MPOMOJDKUTEIBHOCT KOTOPOTO COCTABIISAET
800 Hc.

3anpeTuTb MynbTUKACT

CnBuHbTE MIEPEKIII0YaTellb BIIPaBO, 9TOOBI 3alpETUTH
MHOTOAJIPECHYI0 pacchbuiky (multicast) mis OecrnpoBOAHON ceTH
Mmapiipytusatopa. CHOBUHBTE TEepeKIoYarelb  BIEBO, YTOOBI
paspemuts mpueMm multicast-tpapuka ¢ WAN-coenuHeHus,
BbIJICIIeHHOTO Ha cTpanuiie JlononHutensHo / IGMP/MLD.

Bknountb TX
Beamforming

TX Beamforming — 310 TexHomorust 06paboTku u GopMupoBaHus
CUTHAJIa, KOTOpasi MO3BOJISIET TOAICPKHUBATh JOCTaTOYHO BBICOKYIO
CKOpPOCTh Tepellayd B MeCTaxX, IJe pacnupoCTpaHCHHE CHUTHaja
3aTPyIHEHO.

C,ZLBI/IHBTG MEPCKIOYaTC]Ib BIIPABO, YTOOBI YIydlIruTb Ka4€CTBO
CHUT'HaJ1a.

ApanTUBHbLIN pPeXum

ChaBuHbTE NEpeKIoYaTesab BIPaBO, YTOOBI OecpoBOAHAs CETh
MapuIpyTH3aTopa HE co3[aBajla IIOMEX pajapaM U ApyruM
MOOUJIBHBIM WM  (UKCHUPOBAHHBIM  paauocucTemMaMm. Takas
HACTpOWKa MOXET 3aMeAIuTh paboTy OecrnpoBOAHON ceTu
MapIIpyTH3aTopa.




MapameTp

OnucaHue

Mepunop BewaHus
beacon-thpenmos

WHTtepBan (B MWIUIMCEKYyHAax) MEXAy OTIPABKOM MaKETOB s
CHHXPOHHU3AIUU OECIIPOBOAHON CETH.

Mopor RTS

MunumanbHbI pa3Mep maketra (B OaiiTtax), Hjs KOTOporo Oyaer
nepenasarbest RTS-kanp.

Mopor coparmeHTaummn

MakcuManbHbIH pazmep He(hparMeHTUPYEeMOTO (HEICITHMMOTO) MaKeTa
(B Oaiitax). Ilaketsl Oombiero pasmepa (parMeHTHPYIOTCS
(pa3buBarOTCs Ha YacTH).

Mepuop DTIM

KonmnuectBo beacon-¢dpeitmos mexay ormpaBkoir DTIM-coo06ienunit
(yBemomieHuii o mocienyoleld mupoxoseniareabHol (broadcast)
WM rpynnoBoi (multicast) nepenaue).

Bpemsa 6e3gencTBua oo
OTKITHOYEHUA

WHrepBann (B CceKyHOax) MeXAy IPOBEpKaMU aKTUBHOCTHU
0eCcpOBOJHBIX YCTPOMCTB, BXOASIIMX B JIOKAJbHYK ceTb. Eciu
3aJaHo 3HaueHue 0, IpPOBEpKa HE BHIMIOIHAETCS.

[Tocite u3amenenus napametpoB Haxmute kHonky MPUMEHUTD.



MAC-dunbTp

Ha crpanune Wi-Fi /| MAC-domnbTp Bl moxere onpenenuts criicok MAC-aapecoB yCTPOKCTB,
KOTOpBIE OyIyT UIMETh JOCTYTI K OECTIPOBOTHOM ceTH, 0o 3anate MAC-anpeca ycTpoHCTB, KOTOpBIE
HE CMOTYT MOJAKIIOYAThCS K HEH.

Pexomennyercs Hactpansarbk Wi-Fi MAC-dbuisrp uepes npoBoaHoe nonakiaruenne Kk DIR-
u 842.

£ ZononnnTensHo MAC-d}HHbT[J

24Ty 5Ty
DIR-¥XX-0105 DIR-¥XX-5G-0105

(i) OTknroueHo (i) OTkntoueHo

OUNLTPLI +

He co3gaHo Hu ogHoro npaswna gna MAC-¢uneTpos

', PexoMerayeTcs HacTpaneats Wi-Fi-GpuALTp Yepes NpOBOAHOE NOAKNDYEHWE K YCTRORCTEY

Pucyrok 95. CmpaHuua 0515 Hacmpotiku MAC-¢gunbmpa 0515 6ecripogodHoU cemul.
ITo ymomuaauro Wi-Fi MAC-puibTp OTKIIIOUYEH.

Jns mactpoitku MAC-pwibTpa cHavana HeoOXoauMo 3ajaath mpaBwia (ykasare MAC-aapeca
YCTPOWCTB, Ui KOTOPBIX OyAyT NPHUMEHATHCS PEXKHUMBI OTPAHWYCHUH, 3aJaBaeMble Ha JIaHHOU

crpanuue). s atoro Haxxmure kaonky JJOBABUTD ( T ).



JobaeneHune npaewna X

YactotHeill guanaioH
24TTuy -
SsID

DIR-XXX-0105 -

(@) Aam ganwaii ce

TPORCTE
® sBunouns

COXPAHUTb

Pucyrok 96. OkHo 0nsi dobasrneHus npasuna MAC-¢punbsmpa.

Bl moxkete 3a4aThb CJICAYOIINEC ITapaMCTPhI:
MapameTp OnucaHue

- B packpriBaromiemMcsi criMcke BbIOEpUTE Hana3oH OecrpoBOAHOMN
YacToTHbLIN Anana3oH
CeTH.

becripoBogHast cetb, Ui KOTOpOMl OyneT AeWCTBOBaTh JaHHOE
SSID npaBuio. Beibepute He0OX0qUMOE 3HaYEHUE B PACKPBHIBAIOLIEMCS
CIIHCKE.

Beenute B mone MAC-anpec ycrpoiicTa, st KoToporo Oyner

MAC-agpec . . .
JACHUCTBOBATH 3aaHHBIN PCKUM OI'PaHUYCHHU.

. HasBanne ycrtpoiictBa I ymoOHOW uaeHTH(UKauuu. Moxer
Umsa yctpouctea ye1p > ¢
OBITH TPOU3BOJIHHBIM.

Ecnu nmepexntouarens CABUHYT BIPaBO, IPAaBUJIO aKTHBHO.
BknounTtb CIBUHBTE NEPEKIIIOYATEND BIIEBO, €CIIM XOTUTE OTKIIIOYUTD JJAHHOE
IIpaBUIIO.

[Mocne 3aganust HeoOxoAMMBIX napameTpoB Haxxmute kHonky COXPAHUTD.

YtoObl H3MEHHUTh TMapaMeTphl CYIIECTBYIONIEro MpaBwia, B pasmene PUNbTPbI BeiOepuTe
HEOOXOMMOE MPABHIO W HAKMUTE JICBYI0 KHONKY MBIIIH. B OTKPBIBIICMCS OKHE HW3MEHHTE
HacTpoiiku u Haxkmute kHoky COXPAHUTD.

YroObl ymaiuTh Kakoe-TMOO MpaBHJIO C JAHHOW CTpaHUIbL, B pasieic ®OUILTPbl YCTaHOBUTE
(GrmakoK, pAaCIONIOKEHHBI ClIeBa OT COOTBETCTBYIOIIETO TMpPaBHJa, W HAXKMHUTE KHOIKY

F—9

yoAnuTb ( W),
ITocne 3aJaHUuA HpaBI/IH HCO6XOI[I/IMO HaCTpOI/ITB pe)KI/IMBI OrpaHI/IquI/If/’I.

YToOBI OTKpPBITH OECIPOBOAHYIO OCHOBHYIO WIJIM JOMOJHHUTEIBHYIO CETh s ycTpoiictB, MAC-
ajipeca KOTOPbIX yKa3aHbl Ha JJAHHOW CTPAHUIIE, U 3aKPBITh €€ 1)1 BCEX IPYTUX YCTPOKCTB, B pa3ieie,
COOTBETCTBYyIOIIEM 3ToMy auana3ony (2.4 'y wiu 5 I'TW), BegeanTe CTPOKY CETH M HAXKMHUTE
JIeBYI0O KHOIKY MBbIIIH. B OTKpBIBIIEMCS OKHE CABHMHBTE mnepekirodareasr Bkmounte MAC-
¢unbTp Brpaso. [Tpu aToM 0TOOpA3UTCS pacKpeIBaromuiics crircok Pexxnm orpaHmyeHmn MAC-
¢duniTpa. Beibepute 3nauenue Paspewartb u Haxmure knonky COXPAHUTDb.



YrtoObl 3aKpHITh OECIIPOBOAHYIO CETh IS yCTPOMCTB, a/ipeca KOTOPBIX yKa3aHbl Ha TAHHOM CTpaHMUIIE,
B packpsiBatoiiemcs crucke Pexum orpaHnvyeHun MAC-chunbTpa BhigCTHTE 3HAYCHHE
3anpewatb u HaskmuTe kHonky COXPAHUTD.



PoyMuHr

Ha crpanuiie Wi-Fi / POYMUHT BBl MOXKeTe akKTHBUPOBATH (DYHKIMIO HHTEIUICKTYaIbHOTO pacipeaencHus Wi-Fi-
KJIMCHTOB.

Hannast QyHKIUS MpeaHa3HaYeHA Ui OSCIPOBOTHBIX CeTell, MOCTPOCHHBIX Ha 0a3e HECKONBKUX TOUYCK OCTYIa
Wi MapuipytusaropoB. Ecnu naHHas QyHKIMS akTUBHpOBaHA Ha BCEX TOYKAX NOCTYyMa (MapIIpyTH3aTopax),
oOpasyronux OeCIpOBOAHYIO CETh, OSCHPOBOJHBIC KIMEHTHI BCErAa OyayT MOJKIIOYATHCA K YCTPOMCTBY C
MaKCHMaJIbHBIM YPOBHEM CHIHAJA.

£ MAC-gunsTp PoymuHr (=

MHTennekTyaneHoe pacnpegeneHne Wi-Fi-knneHToB

bYHKUMA WHTENNeKTyanbHoro pacnpefenetns Wi-Fi-knuenTos npegHasHayena aAns GecnpoBoaHbIX CETEM, MOCTPOEHHbIX Ha 6ase HECKOMbKMX
TOMEK 4OCTYNa UNu MapLupyTusaTopos. Ecnu faHHas (hyHKUMS akTMBMpPOBaHa Ha BCeX TouKax AocTyna (MaplipyTuaatopax), obpasyowmx
EGCHDDBDJILH)'IG CETb, EBCHDOEOLLHb\E KNWeHTsl Bocerga ﬁyﬂyT NOOKNHOYATECH K yGTi]DﬁCTBy C MaxkCHMansHbIM YPOBHEM CHUrHana.

[ina koppekTHOA paboTkl thyHKUMK ANS BCEX YCTPOMCTE HeoGX0aUMO HacTPOMTL OAMHAKOBLIE NapaMeTpel BecnpoBoaHoi ceTi — SSID, Tvn
ayTeHTWUMKaLMA W Napenk.

BbIKNO4YHUTb
Mopr J Wcnone3oeate multicast ansa oBmexa cnyxebHoi
7890 WHopMaLumen
(D) vemanosume nepexniouament & npasoe nonowenue, ecnu mowku docmyna
HaxOOFMCH & PasHbiX NOACEMX
MaKCMMANBHOE BPEMS XPaHEHUA MHBOPMaLMK (B CeryHaax)* MaKCMMANBHOE BPEMS XPAHEHUA WHBOPMaLMK (B CeryHaax)*
60 60
(D Makcumansios epems xpaHesUs UHPOPMALLL © BUBUMBIX KIUBHTAX () Maxcunmanswoe 8pemn xpaHesus UHPOPMALLU O BUBUMBIX KIUBHMAX
MWHUMENBHBIR YPOBEHD KAYECTBA COBAMHEHNA (B NpOUEHTaX)" MWHUMENBHBIR YPOBEHD KAYECTBA COBAMHEHNA (B NpOUEHTaX)"
50 50
"MepTean” 30Ha [T -50% A0 50%)* "MepTean” 30Ha [T -50% A0 50%)*
15 15

PucyHok 97. CmpaHuuya Wi-Fi / PoymuHe.

Yro6bl akTuBUpOBaTh QyHKIHIO, HaskmuTe KHONKY BKITIOUYUTD. TIpu 5TOM Ha cTpaHuiie JOCTYIHBI CIIECAYOLIHE

HACTPOWKH:
MapameTp OnucaHue
MobT Homep mopra, KOTOpBIii HCTIONB3yeTCs 111 OOMEeHa TaHHBIMH MEXy
P TOYKaMHM JOCTyIa (MapLIpyTU3aTOPaAMH).
CaBuHBTE TIEpEKIIoUaTesh BIPAaBO, YTOOBI MCIIONB30BaTh multicast-
Tpaduk s oOMeHa Ciry)keOHOW HMH(OpMAIMe MEXIy TOYKaMHU
JOCTyTa (MapipyTuzaropamu). Takas HaCTpolika He0OX0oIuMa, eCitu
Ucnonb3oBaTb N
) YCTpOWCTBA, Ha KOTOPBIX aKTHBHPOBaHA byHKIMS
multicast aons o6meHa
N MHTEJUIEKTYaJIbHOTO paclpeleeHus, HAXOIATCS B Pa3HBIX MOACETSX.
cnyxe6Hown
. Ecnu nepekitouaresnb CIBUHYT BIIPaBO, HA CTPAHUIIE OTOOPaXKaIOTCs
MHcpopmaumen . .
nosist Multicast TTL u Aapec multicast-rpynnbl.
Ecnu mepekimiodaTens CIABHHYT BJIEBO, Ui OOMEHA CIy)XeOHOM
nH(popMarmeit ucronb3yercs: broadcast-Tpaduk.
) 3amaiite 3HaueHue mapamerpa TTL (Zime to live, epemsa owcusuu).
Multicast TTL P P ( P )
Pexomenayemoe 3HaueHue — 4.




MapameTp

OnucaHue

multicast-rpynnsbi

Anpec

3anmaiite aapec multicast-rpymnmsl (13 moacetn 239.255.0.0/16).

24Ty /5Ty

MakcumanbHoe BpemA
XpaHeHust uHcpopmMaLmmn

MaxkcumanbHbIN EpUoJl BpeMEHH (B CEKYHJ1aX), B TEUEHHUE KOTOPOTO
TOYKa JIOCTyna (MapLIpyTH3aTOp) XpaHUT MHPOpMAIHI0 00 ypOBHE
CUTHaJIa KJIMEHTa, OOHAPyKEHHOI'O B CBOEH CETH.

MuHUManbHbIN
ypOBeHb KayecTBa
coeaunHeHunA

VYpoBeHb curHaina (B IpoOLEHTax), NpU KOTOPOM TOYKa JOCTyma
(MapuIpyTH3aTOp) HaYMHAET OMNPOC APYTUX YCTPOMCTB JJsl IOUCKA
ycTpoiicTBa ¢ 6osiee BBICOKMM YPOBHEM CHTHAJIA.

«MepTBasi» 30Ha

JlaHHBIN nTapamMeTp UCIOJIb3YETCs I BBIYUCICHUSA YPOBHS CUTHAIA,
opu KOTopoM Oyaer cpabarbiBaTh (YHKLUUS MHTEIIEKTYaJIbHOTO
pacnpenenenus. Ecnu ypoBeHb curnana, o0ecredyrMBaeMblii Apyrum
YCTPOHCTBOM, Oomnbie CYMMapHOIo 3HAYEHUs oJIeH
MuHuManbHbIN YPOBEHb KayecTBa coeauvHeHwuA u
«MepTBasi» 30Ha, TO KIMEHT OTKIIOYAETCS OT TOYKU AOCTYyINa
(MapupyTu3aropa). Bel Mmoxere 3a1aTh 3HaueHue or =50% 10 +50%.

[Mocne 3amanus HeoOxoaMMbIX TapameTpoB Haxkmute kHOonky MTPUMEHUTD.

UroObl BBIKITIOYUTH (DYHKIHIO WHTEIUIEKTYaJdbHOTO pactpeneneHuss Wi-Fi-kiIneHToB, HakMuTe

kHonky BbIKITIOUYUTDb.



HdonosiHnTres1bHO

B manHOM pasere MeHIO MpeacTaBlieHa pacInPeHHAs BEPCHS HACTPOEK MapIIpyTH3aTopa. 31eCh BbI
MOXeETe:

* cozgars rpynnsl nopro g VLAN-cerei;
*  100aBUTbH CEpBEPHI UIMEH;
» Hactpoutb DDNS-cepBuc;

* HACTPOUTH ABTOCOIIACOBAHME WJIM BPYYHYIO HACTPOMUTH CKOPOCTb U PEXHUM AyIUIEKca IS
kaxoro Ethernet-nopra mapuipyTtusaropa;

* 3agaTh OrPAHWYECHHUE CKOPOCTH JUIs Tpaduka, HCXOASIIET0 C KaXJ0ro Iopra
MapIIpyTH3aTOpa;

*  OrpaHMYMTh Nepenauy Tpaduka mexay LAN-mopramu;

*  HACTPOUTH (PYHKUHUIO YBEAOMJICHHS O MPUUMHE OTCYTCTBUSI MHTEPHET-COCANHEHMS,

*  ONPEACNINUTH CTATUYECKUE MApLIPYTHI;

* co3IaTh IpaBUjIa YAAJIEHHOTO JOCTyna K web-uaTepdeiicy;

*  pa3pemuThb ucnonb3oBanue rnporokonaa UPnP IGD;

*  aKTUBHMPOBaATh BCTpOeHHOE npunoxenue UDPXY;

*  pa3peluTh MAPUIPYTU3ATOPY UCIOIB30BaTh MpoToKoiasl IGMP u MLD;

*  pa3peluTh MapUIPyTU3aTOPy UCIONB30BaTh mpoTokon RTSP, akruBupoBats Mexanuszm SIP
ALG u ¢pynkuuu PPPoE/PPTP/L2TP/IPsec pass through;

« Hactpoutb VPN-TyHHeNH, paboTtaromue o nporoxoiny IPsec.



VLAN

Ha crpanune flononHutenbHo / VLAN Bl Mokere co3qaBaTh M PEAAaKTUPOBATH TPYINBI MOPTOB IS
BUpTyanbHbIX ceTelt (VLAN).

ITo ymonuaHuio B cucTeMe MapUIpyTU3aTOpa CO31aHO 2 IPYMIIbI TOPTOB.
* lan — mis LAN-unTepdetica, conepxut noptsl 1-4. Bel He MOXKeTe yIaIUuTh JaHHYIO TPYIIITY.

* wan — uis WAN-unTepdetica, conepxut mopt WAN. Bbl MoxkeTe pemakTHpoBarh JaHHYO TPYIITY WA

YaaJuThb €€.
£ PIN VLAN =2
Cnwncok VLAN +
D Wimam Tun HeTerMpoBaHHkIe NOpTL TernposaHHLIA NopT VLAN ID Brntouero
D lan HeTervpoeaHHeli LAN LANT, LANZ, LAN3, LAN4, wifi_2G-1, wifi_5G-1 - - la
D wan  HeTervpoeanHbil NAT - WAN = = Ja

PucyHok 98. CmpaHuua JononHumensHo / VLAN.
Ecnu Bel xoTHTE cO31aTh TPyIITy ¢ KaKUMU-JIN00 LAN-mmopraMu MapiipyTruszaropa, mpeIBapuTelILHO
yAaUTE COOTBETCTBYIOIIME 3alUCcH W3 rpymmbl lan Ha manHOUW crpanmie. st aToro BeiOepuTe
rpyniy lan. Ha otkpeiBuieiicst crpanuiie B pa3nene HeTermpoBaHHble NOPTbI cHUMHKTE (IIaXkOK,
PAaCIIOIOKCHHBIH CJIeBa OT COOTBETCTBYIOIIETO mopta, u Hakmute kHonky MPUMEHWUTb.

Y106k CO31aTh HOBYIO Ipymy noptos 11 VLAN, naxmute knonky JJOBABUTD ( + ).

JobaeneHue VLAN

Heteru POBaHHEIE NOPTLI

0O LAN4

® Benoueto
O wifi_2G-2-na
(D Mpsmsenare napaverpes soi VLAN
[0 wifi5G6-2-na

Tun

Bridge -

TermpoBaHHbIE NOPTHI
VLAN ID*
O wan

(D fpymna gomena cogepaears X018 Gel o TeruposasHLt nopT

PucyHok 99. Cmparuuya co3daHusi epynrbsi nopmos onsi VLAN.



Brb1 MoxeTe 3a1aTh CICAYIOIIME IMapaMeTpPhl:

MapameTp

Nma

OnucaHue

Ha3zBanue rpynmnsl mopToB A y10OHON UAEHTH(PHUKALINY.

BxknrouyeHo

CnBuHbTE  mepekitodareiab — BIPaBO,  4YTOObI  Pa3pelIuTh
HCIIOJIb30BAaHUE CO3/JaBA€MOM IpyHIIbl IOPTOB.

Tun

Tuno VLAN.

HetermpoBaHHbin NAT. Ipynma paHHOro THHA SIBISETCS
BHCIIHUM COCIMHCHHEM C TPAHCIALMEH aJpecoB; OOBIYHO
WCTIONB3yeTCs Ul Tepeladd HeTermpoBaHHOTo Tpaduka. [lpu
BbIOOpe 3Toro 3HaueHus mojie VLAN ID u pasnen TerupoBaHHble
NOPTbIl HE OTOOpaxaroTcs. B cucTemMe MOXKeT CyIEeCTBOBATh TOJILKO
OJlHa IpyIIia JaHHOTO THIIA.

TernpoBaHHbin NAT. Tpymma [gaHHOTO THIOA SIBISCTCS BHEIIHAM
COCIMHEHHEM C TpaHCIIIMEH aapecoB; OOBIYHO HCIIONB3yeTCs IS
noAxitoueHus k cetu MutepHer. Bmocnenctsum VLAN, upeHtugukarop
kotopoit omnpenencH B moae VLAN ID, ucnons3yercs ans cosmanus WAN-
coequnenus (Ha crpanune Hactponka coeanHenuin [ WAN). Tpu Beibope
3TOTO 3Ha4YeHuUs pasnes HeTermpoBaHHbIe NOPThI He 0TOOpaKaeTCs.
Bridge. I[pymma pmaHHOro Tuma sIBISIETCS MPO3PAYHBIM — COCTHHEHHEM

BHYTPEHHEr0 TOpPTa C OJHMM U3 BHEIIHUX TOAKIIOUCHHUH; OOBIUHO
ucnoapzyerca 1 noakinodenus [PTV-npucraBok.

VLAN ID

Wnentudukarop VLAN, k kotopoii OymeT mpuBs3aHa co3naBaeMasi Tpymma
MIOPTOB.

HeTernpoBaHHble
nopThbl

B nmanHOM pasneie oToOpakaroTCsi HOPTHl MapIIPyTH3aTOPa, HOCTYIHBIE IS
N00aBJICHUS B TPYIIILY.

Hdns  nobaBneHHsT KaKOro-mmOo TOpTa B TPYINIy YCTaHOBUTE (MIAXKOK,
PACIIONOKEHHBIN CIIEBAa OT COOTBETCTBYIOIIETO TIOPTA.

Jlig ynaneHus: Kakoro-imbo mopTa W3 TPYMIbl CHUMHUTE (PIaxok,
PacIoIOKEHHBIN ClIeBa OT COOTBETCTBYIOILETO MOPTAa.

TernpoBaHHbIe NOPThI

BriOepuTe mocTymHOE 3HaYeHHWE, 4YTOOBl HA3HAYUTH €ro  JUIs
co3maBaeMoil  rpymmbl.  Jlis 3TOro  ycraHoBHTE  (DIIAXKOK,
PacIOJIOKEHHBIN ClIeBa OT COOTBETCTBYIOIIIETO M1OPTa.

Haxxwute knonky MPUMEHUTD.



Uro0Bl pemakTHpPOBaTh CO3AHHYIO BaMH TPYIINY, BEIOCPUTE COOTBETCTBYIOIIYIO Tpymiy B Tabmuie. 3aTeM Ha
OTKpEIBILICICS CTpaHUIe U3MEHUTE apameTphl 1 Haxxmute kuonky MIPUMEHUTDb.

YToOB! ynaduTh CO3MaHHYIO TPYIITY, YCTAHOBUTE (PIIaXKOK CJI€Ba OT COOTBETCTBYIOLICH CTPOKH TAOIHUIIBI M HAKMHTE

xuonky YOAJTIUTD ( (D) ).



DNS

Ha crpanune lononHutenbHo / DNS Brr Mmokere 1o6aButh B cucreMy cepBepsl iMeH (DNS-cepBepsi).

DNS B
DNS
DNS-cepeeps! (cepBephl UMeH) MCNOAL3YIOTCA 4nA onpedeneHwA IP-agpeca no UMeHW CepBepa BO BHYTPEHHMWX CETAX WAM ceTh MHTepHeT. Bul
MOXETE E:I}'LIHYH) 3afaTb agpeca Takux CePBE:IDS Ha ,an-iDl:I (TP&HML{e MK HECTPOHTb aBTOMaTH4YeCckoe 'IDJ1",'HE-| e a,.u,pecoB DNS—C&PB&PDE oT
NPOBaRAEPa NPW YCTAHOBKE COEAMHEHUA,
DNS IPv4 DNS IPv6
BpyuHyH I BpyuHyw
. LLINK03 N0 YMOAYAHMKD . LLINK3 Mo YyMONYaHNKD
VHTepgeiic WkTepdeiic
WAN
AOCThI +
He gofaeneHo HM 04HOTO XOCTa

PucyHok 100. Cmparuya fononHumensHo / DNS.

DNS-cepBeps! ucnons3ytores i onpenencHus [P-aapeca mo uMeHn cepBepa BO BHYTPEHHHX CETSIX WM CETH
HuTepHeT (Kak MpaBUIIO, YKa3bIBAIOTCS MPOBAIEPOM HIIH HA3HAYAIOTCS AAMUHUCTPATOPOM CETH).

Bbl MoeTe BpyuHYIO 3ajaTh ajgpeca TaKMX CEpPBEpOB Ha JAHHOM CTpaHUIC WM HACTPOHTH
aBTOMaTU4eCKoe moiy4deHue aapecoB DNS-cepBepoB OT mpoBaiijiepa npHu YCTAaHOBKE COCANHECHUSI.

IIpu ucnonszosanuu Bctpoennoro DHCP-cepBepa Ha3HaueHHE CETEBLIX MapaMeTPpoB (B ToM unciae DNS-

u CCDBGDOB) KJIMCHTAM OCYHICCTBIACTCA aBTOMATHYCCKH.

UroOBl HACTPOUTH ABTOMATHYECKOE MONydeHue aapecoB DNS-cepBepoB, CABHHBTE INepekirodaTess BpyyHyro
BiieBo (juist mporokoina IPv4 — B pazaene DNS IPv4, s mporokona IPv6 — B paznene DNS IPv6). 3atem cnBunbre
nepexmodareis LLNo3 no ymonyaHuio sieo u Beioepute WAN-coenmuHeHue, KOTopoe OyIeT UCIOIb30BaThCs
JUIsL aBTOMAaTH4YeCcKoro monydenus aapecoB DNS-cepsepos, B cnucke UHTepdpenc. Eciu Bor xotrTe, uTOOBI
MapIIpyTH3aToOp HCIoib30Bal WAN-COemMHEeHHe MO YMOJYAHHIO s ModydeHus aapecoB DNS-cepsepos,
CIBUHBTE Mepekitrodarens LLno3 no ymonyaHuio smpaso. 3areM Haxxmute kHonky MPUMEHUTD.

Yrobsl 3amath DNS-cepBep Bpy4HYI0, CABHHBTE Nepekirouarens BpyUYHyro Brnpaso (mist mporokona IPv4 — B
pasaene DNS IPv4, mis mporokona IPv6 — B paznene DNS IPv6). B pasnene CepBepbl uMmeH IPv4 wiu
CepBepbl uMeH IPv6 naxmure knonky JOBABUTb CEPBEP u B oro6pasusiieiics crpoke BBeaute IP-anpec
DNS-cepBepa. 3atem Haxxmute kHonky MTIPUMEHUTD.

Uro6s! yaamute DNS-cepBep co cTpaHUIIbI, HAXMUTE Ha 3HAY0K YAAMUTB () B CTpOKE aapeca, a 3aTeM HAXKMUTE
xuonky MIPUMEHUTD.

Ecmu Heobxomumo, Brl MoskeTe co3marh COOCTBEHHBIE afipecHbIe pecypcHble 3amucu DNS. [l atoro HaXKMHUTE

xHonky JOBABUTDb ( T ) B pazaene XOCTbl.



JAobaBneHue xocTa

IP-agpec*

HaspaHwe*

COXPAHUTb

PucyHok 101. OkHo OobasneHusi DNS-3anucu.

B nose IP-appec 3anaiite anpec ysna u3 BHyTpeHHEN Wi BHEIIHEN ceTn. BB MOXKeTe BEIOpaTh yCTPOHCTBO,
MOAKJIIOYEHHOE K JIOKAJbHOM CEeTM MaplipyTu3aropa B JaHHbIA MoMeHT. [l »Toro B
PACKpBIBAIOIIEMCS CIIMCKE BBIOEPUTE COOTBETCTBYIOIIMI [P-anpec (mpu 3TOM Tmoyie 3amoiaHUTCS
aBTomarnuecku). B none HazBaHue 3amaiite JOMEHHOE MMs, KOTOPOMY OyIE€T COOTBETCTBOBATh
sagannblii [P-agpec. Haxxmute knonky COXPAHUTD.

YroObl 3a7aTh JApyrue mapaMeTpbl Ui KakoW-muOo 3amucu, B paszzaeiie XOCTbl BBIOCpHUTE
COOTBETCTBYIOIIYIO CTPOKY B TaOnwuiie. B oTKpbIBIIEMcsSl OKHE H3MEHUTE HEOOXOUMBIEC MTapaMeTPhI
u Haxkmute kHoriky COXPAHUTD.

YroObl yIaauTh 3amuch, B paszeic XOCTbl yCTaHOBUTE (IIAXKOK CIICBA OT COOTBETCTBYIOIICH CTPOKH

tabnuibl 1 HaxMuTe kHonky YOAJIUTD ( ) ).

[ocne 3aBeprenus padotsl ¢ 3anucsimu Haxmure kHonky IPUMEHUTD.



DDNS

Ha crpannue JononHutenoHo /| DDNS o Moxere ompemenuth mapamerpsl DDNS-cepBrca, KOTOpBIi
MO3BOJISIET CO3/IaTh COOTBETCTBUE JOMEHHOTO HMEHH ¢ THHaMI4YecKuMu [P-aapecamu.

£ DNs DDNS (=)

Cnucok DDNS

He pobaenero Hm ogHoro DDNS-cepsuca

DOBAENTE

PucyHok 102. Cmparuya JononHumensHo / DDNS.

Yro6b1 mo6aButh HOBBIH DDNS-cepsuc, naxmure konky JOBABUTb ( T ).

& DDNS Jo6asneHne DDNS

WMms xocTa* Wma nonsaoearens®

@ HeofXoime yxasarts NeAHOe JOMenHDe wuiR. Hanpusep, example.com
Mapons® @
DONS-cepauc*

3322.0rg -

Mepuon oBGHOBNEHWA (B MUHYTaxX)*

COXPAHWTE

Pucy+ok 103. CmpaHuua dobaeneHusi Hoeoeo DDNS-cepsuca.



Ha OTKpBIBmeﬁCﬂ CTpaHULIC Bbl MOXXETC 3a/1aTh CJICAYIOIIUC ITapaMECTpPhI:

MapameTp OnucaHue
MUmsa xocTta [TonmHOE OMEeHHOE UM1 y3I1a, 3apeructpupoBanHoe y DDNS-nposaiigepa.
DDNS-cepBuc B packpsiBaromemcs ciucke Bidepute DDNS-mpoBaiinepa.

Umsa nonb3oBaTtens Nms nonb3oBarens nis apropusanuu y DDNS-nipoBaiiepa.

n [Mapons qst aBropusanuud y DDNS-mposaiinepa. HaxkmuTe Ha 3HAYOK
aponb .
P MokasaTtb ( * ), uTo6bI 0TOGPA3NTH BBEAECHHBII MAPOIb.

WaTtepBan (B MuHyTax) MEXOy OTHOPABKOM HAaHHEBIX O BHemHeM [P-anmpece
Mepunon o6HOBRNEHNA pait ( yrax) Y Ot P

MapmipyTu3aropa Ha coorBeTcTByomuid DDNS-cepsuc.

IMocne 3amanns HeoOxoquMbIX mapameTpoB Hakmute kHonky COXPAHUTD.

UYroOsl 3aaTh Apyrue mapamerpsl Juis cyniectByromero DDNS-cepBuca, BEIOEpHUTE COOTBETCTBYIOIIYIO CTPOKY B
tabnue. Ha oTKpbIBLICiics CTpaHuIe H3MEHHTE HeoOxomumMble apameTpsl U Haxxmute kHonky COXPAHUTD.

Urobsl ymamuth cymectByronmii DDNS-cepBrc, ycranoBute (a)xok cieBa OT COOTBETCTBYIOIIEH CTPOKU

Tabmuiel v Haxmute knonky YOAIUTD ( () ).



Hactpoyku nopToB

Ha crpanune [JononHutenbHo |/ HacTpoWkm NOPTOB Bbl MOXKET€ HACTPOMTh WIIA OTKIIFOYUTH

ABTOCOIIACOBAHUEC CKOPOCTH U PCKUMaA NYIUICKCA, 4 TAKKC BPYUHYIO HACTPOUTH CKOPOCTh U PCIKUM

nyruiekca s kaxaoro Ethernet-mopra MapiipyTtusaropa.

B PCIKUME aBTOCOITIACOBAHHA Bbl TAKKC MOKCTC BKIIFOUUTH UJIW BBIKIIFOUYUTH (I)YHKI_II/IIO YHOpaBJICHUA

IIOTOKOM JIaHHBIX. [laHHast QyHKIMS HCTIONb3YyeTCs JIJIsl pAaBHOMEPHOTO PACIpEeeHHs] Harpy3KU B
CeTSAX TPOBaWJEpOB. YTOUHHUTE y CBOETO TpoBaijepa, TpelyeTcs U BKIOYEHUE (YHKIUU

yIpaBICHUS ITOTOKOM.

< KoHdurypauma HacTpoiikv noptoB ()

HacTtponku noptoe

Bhl MOKETE HAaCTPOMTL MIKM OTKIOUATL ABTOCOMMACOBAHUE CKOPOCTA M PEXMMA JYNNEKCa, a Taloke BPYUHYI0 HACTPOWTE CKOPOCTE M PEXAM
aynnexca AnAa kaxgore Ethernet-nopra Maplpytuaatopa. B pexnMe aBTocomacosanna Bl Taloke MOXETE BRIIOHATE MK BLIKMIOHMTL (yHKLMIO
YNpaBneH1A NOTOKOM AaHHbIX.

MopT Craryc ABsTocornacosaHve CkopocTb KoHTponb noToka

LAN4 @ OmxnioueHo OTKMIOYEHO - -
LAN3 @ OtxniodeHo OTKMIO4EHO - -
LAN2 @ OtxnioyeHo OTKMIo4eHO - -
LAN1 @ TMogkniodero Bknioyexo 1000M-Full 802.3x(tx+rx)
WAN @ TMogkniodero Bkniouexo 100M-Full OTKNKYEHD

PucyHok 104. Cmparuya JononHumensHo / Hacmpoliku nopmoes.

YroOBl HACTPOUTH ABTOMATHYECKOE COTNIACOBAHME MM BPYYHYIO HACTPOHUTH CKOPOCTh M PEKUM
nyruiekca ais kakoro-iu6o Ethernet-mopra, BeIOeprTE COOTBETCTBYIOIIMI OPT B TaOIHUIIE.

ABTOMATHYECKOE COMNIACOBAHUE AOJDKHO OBITh _BKJIIOYEHO Ha 000HX YCTPOMCTBAX,

OPraHM3yIomuX COCAMHCHUC.

IIpy BBIKIIFOYCHHOM aBTOMATHMYSCKOM COTNIACOBAHMHK HACTPOMKH CKOPOCTH M pPEKHUMa
AYIIJICKCA JOJIXKHBI OBLITH OJTMHAKOBBLIMU JUIA obonx YCTPOMCTB, OPTaHU3YIOIKMX COSANHCHHUE.

LAN1 X

CKopocTh

ABTOMATUYECKN -
Pexvmbl aBTOCOrNacoBaHma

® 10M-Half

® 10M-Ful

® 100M-Half

® 100M-Ful

® 1000M-Full

KoHTponbk noToka

@ CyvmMeTpruHbIt KOHTPOML NOTOKA

COXPAHUTbL

PucyHok 105. OKHO U3MeHeHuUsI HacmpOoeK ropma Maplpymu3samopa.



B OTKPBIBHIEMCS OKHE 3aJlaiiTe HeO6XO,HI/IMI)Ie nmapaMeTphI:

MapameTp

CkopocTb

OnucaHue

Pexxum nepenauu JaHHBIX.

Beibepure 3HayeHne ABTOMATUYECKW, 4YTOOBI  BKJIFOYHTH
aBTOMaTHuYecKoe cornacoBanue. [1pu BeIOOpE 3TOT0 3HAUCHUS B OKHE
HACTPOEK O0ToOpakaroTcs paszeisl PeXXuMbl aBTocornacoBaHus
u KoHTponb notoka.

Beioepure 3nauenue 10M-Half, 10M-Full, 100M-Half wm
100M-Full, 49To0BI BpY4YHYIO HACTPOMTH CKOPOCTH U PEXKHM
JyIUIeKca JUisl BRIOPAHHOTO MOpTa:

«  10M-Half — mepenaya naHHBIX BEAETCS TOJNBKO B OTHOM
HAIlpaBJICHUH B OJMH MOMEHT BpeMeHH (1100 mpuem, aubo
nepegada) €  MakCHMaJbHO  BO3MOXKHOH — CKOPOCTBIO
10 Mo6wur/c;

+  10M-Full — nepenava maHHBIX BeAETCSA B IBYX HAPABICHUAX
OHOBpEMEHHO (ITPHEM H Tepe/iada JaHHBIX B OJMH MOMCHT
BPEMEHH) C MAaKCUMaJIbHO BO3MOKHOM CKOpoCThio 10 MOuT/c;

«  100M-Half — nepenaua maHHBIX BEAETCS TOJBKO B OIHOM
HAlpaBJICHUH B OJMH MOMEHT BpeMeHH (JInOo mpuem, oo
mepefada) ¢ MaKCHUMaJbHO  BO3MOXHOH  CKOPOCTBIO
100 Mo6wut/c;

«  100M-Full — nepemaua naHHBIX BEIETCS B ABYX HAITPABICHHUSIX

OHOBpEMEHHO (IIpHeM U TMepeaadya JaHHBIX B OJUH MOMEHT
BPEMEHH) C MAaKCHMaJIbHO BO3MOXHOM cKopocThio 100 MouT/c.

Pexxnmbl aBTOCOornacoBaHus

MEPCKIOYATCIIN BIIPABO.

YUToOBI BKJIIOYHUTH HCO6XOI[I/IMBIC PCKUMBI IICpeaadyn HdaHHBIX, CABHUHBTC COOTBCTCTBYIOIIUC

KoHTponb noTtoka

CuMMeTpUYHBLIN
KOHTPOJSb NOTOKA

C,[[BI/IHBTG NEPCKIOYaTC]Ib  BIIPABO, YTOOBI BKJIIOYUTH (py'HKI_II/IIO
yYHpaBJICHUA ITOTOKOM JJIS ITOPTaA.

CI[BI/IHBTC NEpCKIOYaTC]ib  BJICBO, YTOOBI OTKIIFOUYHMTH (I)YHKL[I/IIO
yHpaBJICHUA ITOTOKOM JJIS ITOPTaA.

[Mocne 3aganust HeoOxoaMMBIX napameTpoB Haxxmute kHonky COXPAHUTDb.

Ecnu BmocnencTBuu BaM MOHAIOOWTCS 3a/1aTh APYTUE MapaMeTphl Ui MOpTa MaplIpyTH3aTopa,

BBIOEPHTE 3TOT TOPT B Tabiuie. B OTKPBHIBIIEMCS OKHE M3MEHHUTE HEOOXOAMMBIE TTapaMeTphbl U
naxxmute kHonky COXPAHUTb.



Monoca nponyckaHua

Ha crpanuue [lononHutensHo / lNonoca nponycKaHWs Bbl MOXKETE 3a1aTh OIPAaHUYCHHUE CKOPOCTH IS
TpaduKa, HCXOIAIIETo ¢ KaXIO0T0 OPTa MapIIPyTH3aTOPA.

< Hactpoiiku nopros Monoca nponyckaHWA

Monoca nponyckaHUs

MNopr MakcrmanbHan ckopocTs (KBuT/cek)
LAN1 Bes orpaHv4eHnin
LANZ Bes orpaHuM4eHni
LAN3 bes orpaHW4eHni
LAN4 bes orpaHW4eHni
WAN Bes orpaHuv4eHni

PucyHok 106. Cmpa+uua ononHumernwsHo / [1osioca npornycKaHusl.

IMo ymMOJYaHUIO OrpaHHYCHHE CKOPOCTH HE YCTAHOBJCHO. ECiM BBl XOTHUTE OTPAaHUYUTH CKOPOCTh HCXOJSIIETO
Tpaduka Ui KaKOro-JIM00 TOpTa, BEIOCPUTE B TAOJIHIIE CTPOKY, COOTBETCTBYIOIIYIO 3TOMY ITOPTY.

@ OrpanHYRTe CNOPOCTE 407 TPagMKs, HEXOARLYEro ©

ASHHOMD NOPTa WapLWIPYTHIATOPa

. BrawounTe

MakcumMankeHas ckopocTe (KOuT/cek)*

Mone ARMRETCA OBAIATENLHLIM
@ 7 Kbursc = 1000 Burrie.
Ba SHEHHR GYAYT OKD) Ao

o MR, KOTOPOE I <]

annaparHe

COXPAHWUTb

PucyHok 107. OkHo 05151 HacmpoUKU O2paHUYeHUs1 CKopocmu.

B OTKPBIBHIEMCSI OKHE€ CABHUHBTC ICPEKIIIHOYATCIIb BknouuTtb BIIpAaBO M BBEAUTEC MAaKCHUMAJIbHOC 3HAYCHHE

CKOPOCTH HCXOAAIIEro Tpaduka ajs 3Toro nopra B noie MakcuMmanbHas CKOPOCTb. 3aTteM Ha)KMHUTE KHOIKY
COXPAHUTDb.

Ecnu Bel XoTUTE CHATH OTrpaHUYC€HUEC CKOPOCTU IJIA JAHHOT'O MMOpTa, CABUHBTC MEPCKIIOUATECIIb BknouunTb Bieso

n Haxxmure kHoriky COXPAHUTD.



CermeHTaumsa Tpacumka

Ha crpanuue flononHutenbHo /| CermMeHTaumMa Tpadmka Bel MOxeTe 3a1aTh OTPAaHUYCHHS HA MEpeaady
Tpaduka Mexay LAN-mopramu ycTpoiicTsa.

£ Hauano CermeHTauwusa Tpapuka

CerMeHTaLwsA Tpaduka MCMOb3YETCA ANA OFPaHYeHIA Tpaduka oT OAHOTO NOPTa K rpynne Apyrix nopTos. BuibepnTe nopThl, Ha
KOTOpble paspeLleHa nepejada Tpaguka.

LAN1 LAN3
LAN2 LAN1
LAN3 LAN2
LAN4 LAN4

LANZ2 LAN4
LANT LAN1
LAN3 LAN2
LAN4 LAN3

PucyHok 108. Cmpa+uuya JononHumenbHo / CeameHmauyusi mpadguka.

YrtoO5I 3ampeTuTh nepenady Tpaduka ¢ Kakoro-1mdo mopra, B pa3aeie, COOTBETCTBYIOIIEM 3TOMY MOPTY, CHUMHTE
(hrmakkH, COOTBETCTBYIOIIHE TTOPTaM, Ha KOTOPBIE OyAeT 3ampelieHa nepenada Tpaduka. 3areM HAKMHUTE KHOTIKY

NMPUMEHUTD.



NMepeappecayun

Ha ctpanurie flononHutensHo / Nepeagpecauuns Bbl MOXETE BKIIOUUTH QYHKIMIO YBEIOMIICHHUS O IPUINHE
OTCYTCTBUSI UHTEPHET-COCTUHECHUSA. YBEOMIICHUSI OTOOpaXKaloTCsl B OKHe Opays3epa IpH MOMbITKE 0OpaTUThCs K
KaKOMY-TTHOO caifTy B ceTn IHTepHET.

£ CermenTauua Tpaduka [epeagpecaunsa
Obuine HacTpoikm MpuynHel Nepeagpecauvn
® BwiouuTs Nepeagpecalio ® Owwbka pU3MYECKOro CcoBAMHEHA

@ YCTpoiicTED He HacTpoeHo

® OrcyToTeyeT NOAKTIOYEHME

PucyHok 109. Cmparuua JononHumensHo / lNepeadpecayus.

Ilnst HacTpoMkd yBemomicHW# B pasgene OOLWME HACTPOMKM CABUHBETE IepeKIrovares BKNoYUTb
nepeagpecaumio BmpaBo. 3aremM B pasmene [pUYMHBI nNepeagpecauuMyu CIBUHBTE HEOOXOMUMBIC
MEPEKITIOYATENH BIIPABO.

MapameTp OnucaHue

MpuunHbI Nnepeagpecaumm

VYBemomIleHUsl B Clly4ae HENojaJ0K (U3MUECKOro CoelnHEHus (He
Owwunbka hnsnyeckoro Y . ¢ (
MOJKJTIIOUEH Kabelb mpoBaiiiepa, He MOJKIIOUEHO JOTOJIHUTEIbHOE
coeauHeHuA .
YCTPONCTBO, HEOOXOAMMOE I JocTyna kK ceth HTepHeT).
YcTponcTBO He VYBenoMiieHus B ciydae, Korja yCTpOHCTBO pabOTaeT ¢ 3aBOJICKIMHU
HacTpoeHo HaCTPONKaMH.
VBenomnienus B ciaydae Henonagok  WAN-coenMHEHHs 1O
OTtcyTcTBYyeT
yMmonmuaHuto (ommOka ayTeHTU(UKauu, HE OTBEYAeT CepBEp
noaknoyeHue .
npoBaiiiepa, ap.)

Iocune 3ananus HeoOXoaqUMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.

J171st OTKITFOYCHHUST YBEJOMIICHU CABHHBTE Nepekiouareir BKNMIOUYMTL Nnepeagpecauuio Bieso u
Haxxmute kHonky MPUMEHUTD.



MapuwpyTusayuma

Ha ctpanune [lononHuTenbHo / MapLupyTU3aums Bel MOXKETE 33/1aTh CTaTHYESCKHE (TIOCTOSIHHBIC) MAPLIPYTHI.

£ DDNs MapLupyT13aumsa ‘

He co3gaHo HM 0AHOro MapLupyTa

3neck Bbl MoxeTe 10DaBNTL MapLIpyT

AOBABWTD

Pucyrok 110. CmpaHuya JononHumensHo / Mapwpymu3ayusi.

YroObl 3a1aTh HOBBIH cTatuueckuii Mmapuipyt, HaskMuTe KHonky JJOBABUTD ( T ).

JobaBneHne

MapLipyTa

NpoTokon*

IPv4 M

WHTepdeiic®

ABTOMAaTUYECKN M

CeTb HazHaJyeHua*™

Macka ceTn HasHaueHus"

LW nkoa*

MeTpuka

COXPAHUTb

PucyHok 111. OkHo Q0basrieHuUss Ho8020 Mapuwipyma.



B OTKPBIBHIEMCSI OKHE BBl MOXCETEC 3a4aTh CICAYIOIINEC MMapaMETpPhI:

MapameTp OnucaHune
MNMpoTokon Bepcus IP-niporokoina.
B packpeiBaromemcs crnmcke BeiOepute HHTEpdeiic (coeauHeHue),
yepe3 KOTOphIi Oy/leT BBINOIHATHCS OOMEH AAHHBIMHU C YIAJIEHHOMN
UHTepdenc ceTbro. B ciyuae BrIOOpa 3HaucHUss ABTOMATUYECKU uHTEpdeiic

6YJICT BBIUHUCJICH MapmpyTu3aropoM Ha OCHOBAaHUU [JaHHBIX O
CYHICCTBYIOIIUX NTUHAMUWYCCKUX MapHIpyTax.

CeTb Ha3HayeHusA

VYnaneHHas ceTh, TOCTYH K KOTOPOM 00eCTieunBaeT JaHHBIM MapIIpyT.
Br1 moxkere 3anats [Pv4-aapec unm [Pv6-anpec.

®opmar [Pv6-aapeca y3ma — 2001 :db8:1234: :1, [Pv6-anpeca
moacetd — 2001 :db8:1234: : /64.

Macka cetu Tonvxo 0na npomoxona IPv4.
Ha3Ha4YeHus Macka yaneHHOU CeTH.
LWnro3 [P-agpec, uepe3 KOTOPBINA JOCTYIHA CETh HA3HAYCHMSL.
Metpuka mapumpyra. Yem MeHbLIE 3HAYCHHME IOAHHOIO IO, TEM
MeTpuka

BBIIIIE TPUOPUTET MapipyTa. Heobszamenvhoiii napamemp.

Tocne 3apanust HeobxoaMMBIX TapameTpoB HaxkmuTe kKHorky COXPAHUTD.

Yr1oObl 3a1aTh APYTHE IapaMeTphbl JUIS CYNIECTBYIOIIEr0 MaplIpyTa, BBIIEIHTE COOTBETCTBYIOLIYIO CTPOKY
TabHIel. B OTKPBIBIIEMCSI OKHE H3MEHUTE HeoOXxonuMble mapamerpsl 1 Haxkmute kuonky COXPAHUTDb.

UTo0b! yIaIUTh CYIICCTBYIONIUI MapIIpyT, yCTAaHOBHUTE (PIIAYKOK CIIEBA OT COOTBETCTBYIOIIEH CTPOKH

tabnuibl 1 HaxMuTe kHonky YOAJIUTD ( ) ).




VYnaneHHslii focTyn

Ha ctpanune [lononHuTenbHO / YaaneHHbIW AOCTYN Bbl MOKETE CO3/aTh IPaBHIIa I YAAJIEHHOTO JT0CTyIIa
K MapuipyTusaropy. I1o yMorgaHuio T0CTyI K MapIIpyTH3aToOpy U3 BHEIIHEH ceTH 3akphIT. Eciii Bam Heo0XomumMo
OTKPBITh AOCTYII K MapIIPyTU3aTOpy U3 BHELIHEN CETH — CO34alTE COOTBETCTBYIOIIKE IIPaBUIIA.

YaanéHHblii goctyn

MpaBwna yaanéHHoro goctyna

He cozaH0 HU 04HOMD NPaEKAE ANA YAANEHHOrD JOCTyNa

OOBAEBWTE

PucyHok 113. CmpaHuua [JonosiHumenbHo / Y0aneHHbIlU docmyin.

Yro6bl co3maTh HOBOE npaBmio, Haxkmute knonky JJOBABUTD ( T ).

Jo6asneHue npaBuna X

BepcuA IP

IPv4 v

1= OTKpbITL AOCTYN € Nto6oro
BHELLUHero Xocra

IP-appec*

Macka nogcetu*

BHeLUHWiA nopT*

80

MpoTokon

HTTP -

COXPAHUTb

PucyHok 114. OkHo dobaerneHus npasurna ydaneHHo20 docmyrna.



B OTKPBIBHIEMCSI OKHE BBl MOXCETEC 3a4aTh CICAYIOIINEC MMapaMETpPhI:

MapameTp

Bepcusa IP

OnucaHue

Bepcus IP-mporokona, st KOTOpoil OydeT MPUMEHSATHCS JaHHOE
IIPaBUJIO. Bribepure COOTBETCTBYIONICE 3HAYCHHE u3
PaCKpBIBAIOILErOCs CIUCKA.

OTKpbITb AOCTYN C NO60oro
BHelWlHero xocrta

CABHHBTE MEPEKIIOYATENb BIIPAaBO, YTOOBI Pa3pelIMTh TOCTYI K
MapuipyTu3aTopy uist jaroboro ysia. [Ipu stom mons IP-apgpec u
Macka noaceTu He oToOpakaroTCs.

IP-appec

V3eu1 wim noaceTs, i1 KOTOPOM TaHHOE MPAaBWIIO pa3pelaeT J0CTyIlL.
Bri moxxete 3anare [Pv4-anpec wnu [Pv6-anpec.

Macka nogceTtmn

Tonvko O npomoxona IPv4.

Macka noacer.

BHewHnn nopT

Tonvko Onst npomoxona IPv4.

Bremnwmii nopt Mapmpyruszaropa. Bel MokeTe yKka3aTh TOJIBKO OIHMH

MOPT.

H OTOKOJI JOCT HHLIﬁ JJIA TTAJICHHOTI'O ITPABJICHUA
MpoTokon p ’ y Y yrip

MapuIpyTU3aTOPOM.

IMocne 3amanus HeoOXoqUMBIX MapameTpoB Haxkmute kHorky COXPAHUTDb.

YroObl 3ajaTh JIpyrHe mapaMmeTpbl JUIs Kakoro-JnOo MpaBWiia YIAJICHHOTO JIOCTyIa, BBIOEPUTE HEOOXOIUMOE

IMpaBUJIO U HAXKMHUTE JICBYIO KHOIIKY MBIIIH. B OTKPBIBIIEMCA OKHE U3MCHHUTC HeO6XO)11/IMBIe nmapaMeTpbl U HAXKMUTE

kuonky COXPAHUTD.

Uro0Bl ynanuTh Kakoe-THOO0 MPaBUIIO YAAJIEHHOIO JOCTYIA, YCTAaHOBUTE (IAXKOK ClIeBa OT COOTBETCTBYIOUICH

cTpoku Tabmuipl ¥ Haxkmute knonky YOAJIUTD ( (D) ).



UPnP IGD

Ha crpanuie flononHutensHo / UPnP IGD Ber Moxere pa3peluts ncmons3oBanue mpotokona UPnP IGD.
Mapupytuzarop ucnoin3yeT npotokon UPnP IGD nnst aBTomMaTtHueckoil HACTPOWKHM CBOUX MapaMeTpOB IS
CETEBHIX MPHUJIOKEHHH, paboTa KOTOPEIX TpeOyeT BXoAsIIee MONKIIOICHUE K MapIIPyTH3aTOpYy.

£ Hauano UPRP IGD 82

® Buouns

IPv4 IGD

lMpoTokon IP BHyTpenHWiA nopT BHewHmiA nopT Onucanmne

PucyHok 115. Cmparuya JononHumensbHo / UPnP IGD.
Ecau BBI XOTHTE BPYYHYIO 3a1aBaTb BCC MapaMETphl, H606XOZ[I/IMI>IC JUISL pa60T1)1 CCTCBBIX HpI/IHO)I(CHI/Iﬁ, CABUHBTC
nepekiroyaresb BKNOUMTBL Brieso. 3arem mepeiimure Ha crpanuily MexceTteBon akpaH / BupTtyanbHbie
cepBepbl U 3a1aiiTe He0OXOTUMbIE HACTPOHKH.
Ecnu BbI X0THTE pa3zpemuTs ucnoib3zoBanue nporokona UPnP IGD B mapumipyTtuzarope, CABUHBTE
nepexitouareb BKIHOYNTB BIipaso.

[Ipu wucnonb30BaHMM MTPOTOKOJIIA HA CTPAaHUIE OTOOPAXKAIOTCS MapaMeTpbl MapIIpyTH3aTopa,
HACTPOEHHbIE aBTOMaTUYECKHU:

MapameTp OnucaHue
MpoTokon [IpoTokos 0OMeHa CETEBBIMH MaKETAMHU.
IP IP-agpec knveHTa, HAXOAALIETOCA B JIOKAJIBHOM CETH.

[Topt IP-agpeca knmeHTa, Ha KOTOPHIN OyleT mepeaapecOBBIBATHCS

BHyTpeHHUM nopT
TpaduK C BHENTHETO TIOPTA MapIIPyTU3aTOPA.

Bremnuii  mopr Mapupytusaropa, Ttpadguk ¢ kotoporo  Oymer

BHewHun nopt
nepeagpeCoOBbIBATLCA HaA IP-a):[pec KJIMCHTA.

OnucaHue WNudopmanus, nepenaBaemast KIMEHTCKUM CETEBBIM MPUIIOKEHUEM.




UDPXY

Ha crpanutie flononHutenbHo / UDPXY BbI MoXeTe pa3peninTb MapIIpyTH3aTOPy UCIIOIb30BaTh
BcTpoeHHoe npuioxenue UDPXY. Ipunoxxenne UDPXY npeobpazoseiBaetr UDP-tpadux 8 HTTP-
Tpaduk. DTO NPUIIOKEHHE TTO3BOJISIET TOIYYHUTH JOCTYII K TOTOKOBOMY BHJICO YCTPOUCTBAM, KOTOPBIC
HE MOTYT MPUHUMATH IUpoKoBeriaTebabie UDP-morokw.

& UPNPIGD UDPXY (=]

@u

2anpa

477 MEpEAaNY JaHHLX W3 CETEROND NOTORKS MYTSTHKACT KaHan3 (Seuysenmora no UDP) s HTTP coagunerine

. BKKOUYATE
@ CTPIHNLS CTATYCS MPHIOKEHHA JOCTYNHS N0 CCeinke CTarye

opT* Paamep Gydepa AnR EXOARLLWX A3HHLIY

4022 131071

MasCHMa/EHOE KONMUECTED KNMEHTDE® Pasmep Gybepa AasHsX 417 NEEARUH KIHEHTY™

3 4096

PucyHok 116. Cmparuuya JononHumensHo / UDPXY.
UroObl aKTHBHPOBATh NPWIOKCHHE, CABHHBTE Iepekmodaresib BKMOYUTL BrpaBo. Eciwu
npuiioxkeHne akTuBupoBaHo, pyHkuus IGMP Proxy aBromarndecku OTKIIIO4aeTCs.

HpI/I OTOM Ha CTPpaHULIC OTO6pa)KaIOTC5I CJICAYIOIMHUC TTOJIA:

MapameTp OnucaHue

[Topt mapuipyTH3aTopa, KOTOphIii OyleT MCIIOIb30BATh MPHIOKEHNE

Mopt UDPXY.

MakcumanbHoe MaxkcumanbHOE KOIWYECTBO YCTPOWCTB M3 JIOKAJIBHOM CETH
KONMMYEeCTBO KINMUEHTOB | MaplIpyTU3aTopa, JUIsi KOTOPhIX OyaeT paboTaTh MPHIIOKEHHE.

Pasmep bydepa ans Pazmep npomesxxyTounoro Oydepa sl IpUHUMACMBIX TAHHBIX.

BXoAsiLLMX AaHHbIX [To ymMo4aHuio yCTaHOBJIEHO MUHUMAJIBHOE JOIYCTUMOE 3HAUYCHHE.
Pa3wmep 6ycepa
P Oycpep Pa3mep npomesxyTounoro Oydepa [1st mepeiaBaeMbIX JaHHbBIX.
AaHHbIX OANA nepeaayv
KNUeHTy [To ymMOn4aHHIO yCTAaHOBJIEHO MUHUMAJILHOE JOMYCTUMOE 3HAYEHUE.

[Mocne 3aganust HeoOXoMMBIX napameTpoB Haxmute knonky MPUMEHUTDb.

YrtoObl 00paTUTHCS K CTPAaHUIIE CTaTyCca IPUIIOKEHUS, HAKMHTE cChUIKy CTaTyc.



udpxy status:

Server Process ID

Accepting clients on

Multicast address

Active clients

2443

192.166.0.1:4022

202.2541.2

0

Restart

Available HTTP requests:

Request template Function
http://address portudpimeast_addrmport’ | Relay multicast traffic from mcast_addr:mport
http:/faddress:portistatus/ Display udpxy status
http://address portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Thu Jan 1 00:31:30 1970]

udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

Pucyrok 117. Cmpanuua cmamyca npunoxerus UDPXY.




IGMP/MLD

Ha crpanune [lononHutenbHo / IGMP/MLD Bel MokeTe paspemiuTh MapIipyTH3aTopy
ucroyib3oBarh npoTokonsl IGMP u MLD, a Ttakxe 3amaTh HacTpONKH, HEOOXOAUMBIC IS MX
HCIIOJIb30BaHU.

[Tpotokoner IGMP nu MLD wucnone3yroTcst aist yrnpasieHus multicast-tpadukoMm (miepemadeil JaHHBIX TPYTINe
anpecatoB) B IPv4- u [Pv6-ceTsiX COOTBETCTBEHHO. ITH MPOTOKOIIBI IMTO3BOJISIOT OoJiee 3pPEeKTUBHO HCIIOIH30BAThH
pecypchl CeTH ISl HEKOTOPBIX MPUIIOKEHHUH, HallpHMep, JIsl TIOTOKOBOTO BHIEO.

( VHbopMaLua o cuctenme IGMP/MLD |
Internet Group Management Protocol - npoTokon ynpaeneHna Multicast Listener Discovery - npoTokon ynpaeneHua rpynnosoi
rpynnesei (multicast) nepegadei AaHHbIX B CETAX, OCHOBaHHBIX Ha (multicast) nepega4eil faHHBIX B CETAX, OCHOBAHHBIX HA NpOTOKONE
nporokone IP IPv6

® Bwiouuts ® Bxiounts
Bepcua IGMP Bepcua MLD
IGMPv2 v MLDv1/MLDv2 v
WuTepdeiic WHTepdeiic
Dynamic_IPv4 - Dynamic_IPv6 -

) Ycranoeuts agpec ncxoaawmx IGMP-naketos
paeHeim 0.0.0.0

PucyHok 118. CmpaHuya fononHumensHo / IGMP/MLD.

Ha cTpanuiie npencTaBieHsl cleayonie 1eMeHTHI:

MapameTp OnucaHue

IGMP

CnBuHbTe IIEPEKIIIOYATEND BIIPaBo, YTOOBI pa3pelunTs
Bknountb
ncnoip3oBaHue nporokona IGMP.

Bepcusa IGMP B packpeiBatoiiemcs criricke BeiOepute BepcHio npotokona IGMP.

B packpeiBaromeMcs CHHCKE BBIOEpPHTE COCIUHEHHWE THIIA
NHTepdelic HNuuamuueckuit IPv4 wm Crarnueckuit [Pv4, s xotoporo
HeoOxoauMo paspemuTh multicast-rpaduk (Hampumep, MOTOKOBOE

BHJICO).

YctaHoBUTbL appec
AP CnBuHbTE TEpeKiIouaTenh BrpaBo, 4ToObl Bce IGMP-makersi,

ncxoaalmx
ucxomsimue ¢ WAN-coenunenusi, umenu [P-ampec ormpasieHus
IGMP-nakeToB paBHbIM
0.0.0.0 0.0.0.0.

MLD




MapameTp OnucaHue
CnBuHbTE  MEpeKIIoyaTreslb  BIPaBO YTOOBI a3peluTh

Bkniountb P papo, pasp
HCIIONb30BaHue Imporokona MLD.

Bepcusa MLD B packpeiBatoiiemcs ccke BeiOepuTe BepcHio mpoTokona MLD.
B packpeiBaromeMcs  CIUMCKe BBIOEpUTE COEAMHEHHE THUIA

< Huuamuueckuit IPv6 wmm Crarnueckuit [Pv6, s xotoporo
UHTepdenc

HeoOxoauMo paspemuTh multicast-tpaduk (Hampumep, MOTOKOBOE
BUJICO).

[Tocie 3amanus HeOOXOMUMBIX apameTpoB HakMuTe kHonky MPUMEHUTDb.



ALG/Passthrough

Ha crpanunie [lononHutenbHo / ALG/Passthrough Ber Mmoxxere paspenints MapiupyTH3aropy
ucnonb3oBark nporokosn RTSP, a Ttakke akrtuBupoBare mexanmsMm SIP ALG u  dyskmmm
PPPoE/PPTP/L2TP/IPsec pass through.

IIporoxon SIP umcmomnp3yercs A OpraHU3alUH, MOAM(HUKAIMK M OKOHYAHMS CEAHCOB CBA3HU. DTOT NPOTOKOI
TITO3BOJIACT OCYHICCTBIIATH TCJ'IG(bOHHI:Ie BBI3OBBI UCPE3 CETH I/IHTepHeT.

HpOTOKOJ'I RTSP HCIOJBb3YyCTCA AJIA NEpeaadrd IMOTOKOBOTO MYJIbTHUMEANA B PEXKHUME PE€ajIbHOIO BPEMCHHU. OToT
IPOTOKOJI IMO3BOJIACT HEKOTOPBIM NPHUJIOKCHHUAM IIOTYYaTh IIOTOKOBOC aynno/ BHUACO U3 CCTHU I/IHTepHeT.

Oynknus PPPoE pass through mo3Bonser PPPoE-kimeHTaM KOMITBIOTEPOB M3 JIOKATLHOW CETH TOIKITIOYATHCS K
CE€TH I/IHTepHeT YCpe3 NOAKIIOYCHUA MapIIpyTusaropa.

Oyukrun PPTP pass through, L2TP pass through u [Psec pass through pa3zpematot Mapupytuzaropy
nponyckatb VPN PPTP-, L2TP- u [Psec-tpadux, mo3Bossisi KIMEHTaM W3 JIOKAJIbHOW CETU
MapIIpyTU3aTOpa yCTaHABINBATh COOTBETCTBYIOLIUE COCINHEHHUS C YIAJEHHBIMU CETSIMMU.

£ 1IGMP ALG/Passthrough

) SIP ) MpoBpoc PPPoE
® RTsSP I MpoBpoc IPsec
J MpoBpoc L2TP

) Tpobpoc PPTP

PucyHok 119. CmpaHuuya QononHumensHo / ALG/Passthrough.

Ha CTpaHULEC MPEACTABIICHBI CICAYIOMUEC 2JICMCHTDI:

MapameTp OnucaHue
ChaBuHBTE  TEpeKIIoYareNb  BIPaBO,  YTOOBI  pa3pelIuTh
ucnonp3oBanue mnporokoia SIP. Takas HacTpoiika MO3BOJISET

SIP ucrons3oBarh  MexaHuaM  SIP ALG.  JlaHHBI = MeXaHU3M

obecnieunBaet npoxoxaeHue VolP-tpaduka depe3 mapmpyruzatop,
BBINONHSAIONIHI Tpeobpa3oBanue ceTeBhIX aapecos (NAT)Y,

CaBuHbTe  Mepekiiodarenb — BIpPaBO,  4YTOOBl  pa3pelIuTh
RTSP ucnons3oBanue nporokona RTSP. Takas HacTpolika MO3BOJISET

YOpaBJIATh MOTOKOM JAaHHBIX: BBINMOJHATH MEPEMOTKY ITOTOKOBOTO
aym/Io/ BUACO, OCTaHABJIMBATh U BO300HOBIISITH €TO BOCIHPOU3BCACHUC.

C,I[BI/IHI)TC MEPCKIOYATCIIb BIIpaBo, YTOOBI Pa3spelinThb

n PPPoE
po6poc ° ucnonb3oBanue Gpynkuuu PPPoE pass through.

4Cosnaiite WAN-coenunenue Ha crpanune HacTpoika coeguHerunin / WAN, cisunsre nepekmouarens SIP sripaso
ma crpanuiie HJononHutenbHo [/ ALG/Passthrough, monxmounte Ethernet-kabens k LAN-mopry
mapmpyruzatopa U k IP-renedony. Ha camom IP-tenedone 3anaiite mapamerpsl SIP u HacTpolite ero Ha
aBTOMaruueckoe noiyuenue [P-agpeca (B kauectse DHCP-kinenra).



MapameTp

OnucaHue

Mpobpoc IPsec

CnBunbTe [IEPEKII0YaTellb BIIPABO, 9TOOBl  pa3pemuTh
ucnonb3oBanue pynkuuu [Psec pass through.

Mpob6poc L2TP

CnBuHbTe  mepekiiodarenb — BIpPaBO,  4YTOOBl  pa3pelIuTh
ucnonb3oBanue pynkuun L2TP pass through.

Mpo6poc PPTP

CIOBuHBTE  TEpEeKIIoYareNb  BIPaBO,  4YTOOBI  pa3pelIuTh
ucnonb3oBanue ¢pynkuun PPTP pass through.

[Mocne 3aganust HeoOxoaMMBIX napameTpoB Haxmute knonky MPUMEHUTD.




IPsec

Ha crpanune lononHutensHo / IPsec Brl Moxkere HacTpouts VPN-TyHHEH, padoTaroliie mo npotokoiy IPsec.

IPsec — aTo Ha6op IMPOTOKOJIOB JIsI obecrieueHUs 3alIUThI JaHHBIX, IEPEAaBaACMBbIX I10 IP -IIPOTOKOITY.

. BrawounTe

TyHHenm +

YaaneHHbIR xocT ANropuTM WK poBatKA ARrOPWUTM X3LUMPOBAHKA WrTepdeinc

@NEHHBIA XOCT WicTounnk / HasHavenne Hucno naketos (RxTx) R Tx Bpewmn (B cexyrgax) CocToAHwe

PucyHok 120. Cmparuya JononHumensHo / IPsec.

Yrobbl paspemmnth IPsec-TyHHenH, CABHHBTE INepekirodaresis BKIHOUYATL BrmpaBo. Ilpm 3ToM Ha cTpaHuie
otobpaxkaroTcs paszaenst TYHHenu u CtaTyc.

B pazznene CTaTyC oroOpaxkaeTcs TeKylIee COCTOSIHUE CYIECTBYIOIIETO TYHHEIS.



Haxmure knonky JJOBABUTD ( + ) B pasnene TYHHENM, uTOGBI CO31aTh HOBBIN TyHHEb.

! HacTpo¥kn JOJKHBI OBITH OAMHAKOBBIMU JJIA obonx YCTPOMCTB, OPraHU3YIOIINX TYHHEb.

£ IPsec |Psec/[obaBneHne &

O0wmre HacTponKK

)7 QvHamundeckni IPsec P obmera
Base -
YaaneHHsli xoct* () DPD - Dead Peer Detestion
[ — @ Pazpewmts DPD
Address -

Japepwxa DPD, cex*

5

3HauyeHue uaeHTuuKkaropa*
MakcumansHoe yacno Heynay DPD*

3
Knrou* ©
TCP MSS
WrTepdeiic 3afaHo BpYUHylo -
ABTOMaTUYECKMIA -
3nauenne TCP MSS*
NAT Traversal 1300
Disabled -

J°  PaspelwmTs Tpaduk MeXay TYHHENVpYeMbIMA
nogceTAMU

PucyHok 121. Cmparuya dobasrneHus IPsec-myHHerssi. Pa30en naeHble HacmpoUKu.



Brb1 MoxeTe 3a1aTh CICOAYIOIINE MapaMeTpPhl:



MapameTp

OnucaHue

MaBHbIe HAaCTPOUKM

OvwHamunyeckum IPsec

CaBUHBTE NEPEKIIIOYATENb BIIPABO, YTOOBI PA3pEeIINTh MOAKIIOUCHNE
K MapupyTtuzaropy mo mnporokory I[Psec mns ymanenHoro ysma c
M00bIM  yOnuuHbIM  («OenbiM») [P-anpecom. Takyro HacTpoiKy
MOXHO 3a/1aTh TOJIBKO ISl OAHOTO TYHHEJIs. 3apoChl HA COIUHEHHE
10 TAKOMY TYHHEJII0 MOXKET IOCHIJIATh TOJIBKO y/IaJCHHBIN y3ell.

YpaneHHbIN XocT

[P-anpec VPN-mumo3a ymanennoit ceru. llosme npoctynHo s
peIaKTUPOBAHUs, €CIU Mepekmodareab JUuHamuyeckun IPsec
CABUHYT BJICBO.

JlokanbHbIN

Bri6epure croco6 UCHTU(UKAITTT JIOKaJILHOTO y371a
(MapiIpyTH3aropa) U3 CIucKa:

Address — unentuduxanus nokansHoro ysna no IP-ampecy.

naeHTUcukaTop
FQDN — unenrudukanus n0kansHOro ysia no JOMEHHOMY UMEHH. 3HaYeHHE
HEJOCTYITHO, €CITU B criucke PeXXum obMeHa srieneno 3nadenre Main.

3HauyeHue .

3anaiite uaeHTUGUKATOP JTOKAIBHOTO Y37a.

naeHTucukaTopa

Krirou Kitrou 1t B3auMHOM ayTeHTH(PUKAIUN CTOPOH.
Bri6epute WAN-coeaunenue, uepe3 KoTopoe OyAeT MpoXoAuTh TyHHeNb. [Ipu
UHTepdenc BBIOOpE 3HaueHHs1 ABTOMaTU4YeCKUM Oyret rcnonb3oBaHo WAN-coenuHeH e
[0 YMOJYaHHIO.
Oynkuus NAT Traversal obecneunBaer mpoxoxkiaeHue VPN-tpaduxa uepes
MapIIpyTHU3aTOP, BHIMOIHSIONIHNH TpeoOpa3oBanue ceTeBbix anpecoB (NAT).
BoiGepure 3uauenue Disabled (3anpewyeno), urtobel  3anperutsh
UCIIOJIb30BaHKe PYHKIHH.
NAT Traversal by

Boibepure 3mauenne Enabled  (Paspeweno), utobbl  paspermmTsh
HCIIOJIB30BAaHUEC (byHKHI/H/I, €CJIM OHa MOAACPIKUBACTCA YIAJICHHBIM Y3JIOM.

Bri6epure 3nauenne Force (Ilpunydumensho), 4T00ObI HCIIONB30BAThH GYHKIHIO
BCeT/a, JayKe €CJIM OHa He MOJIEPKUBACTCS YIAJICHHBIM Y3JIOM.

Pexunm obmeHa

BBI6epI/ITC PEKUM COITIACOBAHUA U3 CITUCKA:

Main (Ocnosnoti) — pexxum oOecrieunBaeT HAWBBICHIMK YPOBEHb
0€30MacHOCTH MEXAy COOOIIAIOIIMMUCS CTOPOHAMH B IpoIecce
COIVIaCOBaHMSA MPOLETYp ayTeHTH(PUKALINY.

Base (bazoebill) — skcnepuMEHTANBHBIH PEXUM C TIPEABAPUTENLHOM
ayTeHTH(UKaMeH y3mna.

Aggressive (Adepeccusubii) — pexum obecrieunBaeT Oonee
BBICOKYIO CKOPOCTB Pa0OTHI, TaK KaK OH MPOITyCKAaeT HEKOTOPHIE Iaru
COITIaCOBAaHMS NPOLEAYP ayTCHTU(DHKALIUH.




MapameTp

Pa3pewuts DPD

CnBuHbTE IEPEKII0IaTeb BIIPABO, YTOOBI paspemunrs
ucrnonb3oBanue nporokona DPD s manHOoro tynsens. Takas
HaCTpOMKa IT03BOJSET NPOBEPUTh COCTOSIHUE YOAJICHHOIO y3ia B
TyHHEJIE: eclu OOMeH 3amu(ppOBaHHBIMU TaKeTaMH MEXIy
MapuIpyTHU3aTOpOM W YJAJEHHBIM  y3JOM  MpeKpalaercs,
MapuIpyTH3aTOp HauuHaeT nocbuiarth DPD-3ampockl ynaneHHOMY
y3iy. Eciiu nepexitouaresib CABUHYT BIIeBO, ot 3aaepxka DPD u
MakcumanbHoe 4ucno Heyaad DPD wuemocrymubl s
PEIAKTUPOBAHMUSL.

3apepxka DPD

[lepyon BpemeHM (B CEKYHJaX) MEXIy IONBITKAMU IPOBEPUTH
COCTOSIHME YJaJIeHHOTO y3J1a. [1o yMomdanuio 3a1aHo 3HadeHue 5.

MakcumanbHoe Yyucno
Heyaa4 DPD

KomuectBo  DPD-3anpocoB, OTHpaBICHHBIX I IIPOBEPKHU
COCTOSIHMSL YJAJIEHHOTO Yy3Ja U ocTaBummxca Oe3 orsera. Ilo
YMOJYaHUIO 3anaHo 3HadeHue 3. Ecim ysen He oTBedaeT Ha
yKa3aHHO€ KOJIMYECTBO 3allpOCOB, MapIIpyTH3aTop OOpbIBAeT
COEJMHEHUE 10 TYHHENI0, CTUPAeT KJIOYM MIH(POBAHUS U 3aHOBO
IIBITAETCA BOCCTAHOBUTH COCIUHEHUE.

TCP MSS

Maximum Segment Size — MakCumManbHulll pamep cecMeHma naKema
TCP. Jlannblii napameTp BiusieT Ha pazmep nakera TCP, xotopsiii
6YI[eT nepeaaBarbCd OT YAAJICHHOTO Y3JIda K MapIIPpyTU3aTOPYy.

Ecnu BbimeneHo 3Hadenue 3afAaHo BPYYHYHO, Bel MokeTe caMOCTOATETBHO
ONPENEIINTh JaHHBIN TapaMeTp B MOJIE 3Ha4veHue TCP MSS.

Ecmu Beimeneno 3nHauenne Path MTU discovery, nanubiii
napameTp Oy/IeT 3a/1aH aBTOMaTHYCCKH.

3HaueHue TCP MSS

MaxkcumainbHbIN pasMep HehparMeHTHPYEMOTO (HEIETMMOr0) MaKeTa
(B Oaiirax). ITosme MOCTYNMHO JUIS PENAKTUPOBAHMSA, €CIIH B CIIUCKE
TCP MSS Brizeneno 3Hauenue 3agaHoO BPYUHYHO.

PaspewunTtb Tpacuk
mexay
TYHHENupyemMbiMuU
nopaceTaAMM

CI[BI/IHBTG MNEPCKIOYAarTeiib  BIIpaBoO, YTOOBI pa3spCIInTb obMeH
JAaHHBIMHU MCEKAY IMNOACECTAMHU, C KOTOPBIMU ObLIU CO31aHbI IPsec-
TYHHCJIN.




MNepBaa ¢asa

ANroprTM WK pOBaHKWA NEPBOA dradbl

DES

ANTOpUTM X3UKMPOBAHNA

MD5

Tun DHgroup nepeoi dasbl

modp768

IKE-SA BpEMA MU3HU™

28800

Btopas ¢asa

AnropuTm wrdpoeaHka aTopon daab:

DES -

AnNropuTM ayTeHTHERMEaLMK

HMAC-MD5 -

@ Brniounts PFS

Twn PFSgroup sTopoi daasl

modp768 -

IPsec-SA BpemA HUIHU"

3600

PucyHok 122. CmpaHuya dobasrieHus IPsec-myHHens. Pasdernsi lMepeasi ghaza / Bmopasi ¢hasa.




MapameTp

MNMepBas casa

Anroputm .
. | B packpsiBaromiemMcss CHuCKe BBIOEPUTE JAOCTYIIHBIH aJTOPUTM
wncppoBaHUA NepBomn
muGpoBaHUSL.
¢da3sbl
Anroputm
B PACKPBIBAIOIIEMCS CITUCKE BBI6€pI/ITe AJITOPHUTM XOUIMPOBAHUA.
X3WunpoBaHus

Tun DHgroup nepson
¢asbl

['pynmna xmrovei mmdposanus no anroputmy Huddu-Xenmana mis
ucnonb3oBanus B xoze ®asel 1. Beibepure HeoOxonumMoe 3HaYCHUE U3
PACKPBIBAIOLIETOCS CITUCKA.

IKE-SA BpemMs XXU3HU

Bpewms cymecrBoBanus kitoueid IKE-SA B cekynnax. [1o ucreuenuro
3a/IaHHOTO TEepPUO/Ia BPEMEHU TPeOyeTCsi MOBTOPHOE COIIacOBaHUE
KITFOUel. 3HAYeHHE, OMPEACIICHHOE B JIAHHOM II0JIe, JOJDKHO OBIThH
Oounblie 3HaueHus, 3agaHHoro B mnojie IPsec-SA BpeMsi XXU3HWU.
3anaiite 3HaueHue 0, eciid XOTHUTE, YTOOBI BpeMsi CYyIIECTBOBaHUS
KITFOUe He OBUIO OTPaHUYEHO.

Btopas ¢a3za

Anroputm .
. | B packpeiBaromieMcss crnucke BbIOEpUTE JOCTYNHBIA aJITOPUTM
wrdpoBaHUA BTOPOM
mmdpoBaHus.
¢asbl
Anroputm
B packpeiBaroiiemMcs criicke BEIOEpUTE aJrOpUTM ayTEHTU(UKALIMH.
ayTeHTUuKaumm

Bknrouutb PFS

CnBUHBTE TNeEpeKIIoyaTesab BIPaBo, 4TOObI BKIIOUUTH omnmuio PFS
(Perfect Forward Secrecy, Cosepuiennas npsamas CeKpemHoCmb).
Ecnu nepexitouatenb CABUHYT BIPABO, OyJET MPOUCXOAUTH HOBBIM
oOMeH kmoyamu mmdpoBanus B xone daspl 2. Mcmonmp3oBaHue
JTAHHOM OIIIMY MOBBIIIAET YPOBEHB 0€30MaCHOCTH MePeadt TaHHBIX.

Tun PFSgroup BTOpOM
¢a3sbl

['pynna xmoueit mudposanus no anropurmy duddu-Xenmana s
ucrnosb3oBaHus B xone ®aser 2. Beibepute He0OX0aMMOE 3HAYCHHE U3
PacKpBIBAIOIIETOCS CIMHUCKA. PackpbIBaromuiicss CHHCOK JOCTYIIEH,
ecnu nepekitoyarebr Bknounte PFS cnsunyT Bripaso.

IPsec-SA BpeMSA KNU3HU

ITo
UCTEUCHUIO 3a/JIaHHOTO TEpHO/a BPEMEHU TpeOyeTcsi MOBTOPHOE

Bpems cymecrtBoBanms kimodeil [Psec-SA B cexyHnax.

coracoBaHue Kiroueil. 3anaiite 3HaueHue 0, eclii XOTHTE, YTOOBI
BpEMS CYIIECTBOBAHHUS KIIIOUEH HE ObUIO OrPaHUYEHO.

Ecmu st co3manus TyHHenss HeoOxomumo 3anarh [P-aipeca JokanbHOW M yHdalieHHOHW moncered, HAMKMMUTE

knonky JOBABUTD ( + ) B pasnene TyHHenupyeMble NoAceTU.



Job6asneHune npasuna X

NokaneHas nogcetb*

@ Jagaiire nokansHyto nogeers IPsec-TynHens (LAN-

CeTe MapLupyTiHzatopa). Mpumep: 192.168.0.0/24

YaoaneHHaa nogceTs®

@ Jagaiire yaaneHHyo nogeers IPsec-rynnens (LAN-
CETB YAANEHHOIO YCTPOACTES, BLINOAHAIOWEro pots

mapuwpyrisaropa). Mpimep: 192.168.10.0/24

COXPAHUTb

PucyHok 123. CmpaHuuya 0obasneHusi IPsec-myHHerns. OkHo dobaerneHusi myHHenupyemou rnodcemu.

B OTKPBIBIIEMCS OKHE Bbl MOXKETC 3a/1aTh CJICAYIOIUC ITapaMETPhI:

MapameTp OnucaHue

JNlokanbHasa noaceTb [P-anpec u Macka TOKaJIbHOW MOACETH.

YaaneHHasa noacectb | [P-anpec m macka ymaneHHOW TOJCETH.

Yrobsl 3amarh apyrue IP-aapeca mokanbHOW M ymajdeHHOW MOjaceTed B pasmene TYHHeNUpyeMble NoaceTw,
BBIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B Tabiuile. B oTKphIBIIEMCS] OKHE M3MEHUTE HEOOXOAUMBIE
napamerpbl 1 Haxmute kHonky COXPAHUTD.

YTtoOB!I ynanuTh NOACETh, YCTAHOBUTE (IIA’KOK CIEBA OT COOTBETCTBYIONIEH CTPOKH TaONUIBI M HAKMHUTE KHOIKY

F—9
YOATUTDb ( W ). Bbl Taxoke MoxeTe yIanuTh NOACETh B OKHE U3MEHEHUS I1apaMeTpOB.
Iocne 3aganus Bcex HeoOXoMUMBIX HacTpoek s IPsec-rynnens naxmute kaonky MPUMEHUTDb.

YrtoObl 3amarTh Jpyrue mapaMeTpbl Uil CYLIECTBYIOLIETO TYHHeNs, B pasaeine TYHHemnW BoiGepute
COOTBETCTBYIOIMI TyHHeJb B Tabmuie. Ha OTKpBIBIICHCS CTpaHUIle W3MEHHTE HEOOXOMMMBIE MapaMeTpbl U
Haxxmute kHonky MPUMEHUTD.

UToObI yIaIuTh CYIIECTBYIONIUI TyHHENb, yCTAHOBUTE (IIAYKOK CIIEBa OT COOTBETCTBYIOIIEH CTPOKH TaOIHUIIBI U

F—9
Haxxmute kHonky YAATIUTD ( (0] ). BBI Tarxoke MokeTe yoamuTh TYHHENb Ha CTPAaHHIIE H3MEHEHUS ITapaMeTpOB.

Uro0b! 3ampeTuTh ucnoib3oBanue VPN-TyHHenel, padoTaromux no nporokony IPsec, caBUHBTE NepekioyaTeib
BKnounThb BieBo.



Me>xceTeBoOi 3KpaH

B nannom paznene meHto Bl MOkeTe HACTPOUTH MEKCETEBOM SKpaH MapuIpyTH3aTopa:
*  100aBUTH MpaBWIIa ISl PUIBTPAIIMH CETEBBIX MAKETOB;
*  CO37aTh BUPTYaJlbHbIE CEPBEPHI;
* onpenenuts DMZ-30mHy;
* HactpouTh MAC-huIbTp;
*  3aJaTh OTPAaHUYCHHS Ha MOCEIICHHE HEKOTOPhIX Web-calToB;

*  HAcCTpouTh 3ammuTy oT DoS-arak.
IP-cbunbTp

Ha crpanuiie MexxceTeBom akpaH / IP-punbTp Ber MoxkeTe co3aarTh npasuiia 1jist 06pabOTKH CETEBBIX TAKETOB,
a TaK)Ke U3MEHUTH WIIN YIAIUTh PAaHeEe CO3aHHbIe TIPABUIIA.

PUNLTPDLI

He co34aHo HM DAHOT0 NpaBuna Ans IP-$unLTpos

[OBABHTH

PucyHok 124. Cmparuya Mexxcemeeol 3kpaH / IP-chunsmp.

Y100BI CO31aTh HOBOE MPABMIIO 0OPabOTKH CETEBBIX MakeToB, Haxkmute kHonky JJOBABUTb ( + ).



£ IP-dunsTp

AehcTane

Paspeiunts

Mpatokon

TCR/UDP

Bepoua [P

IPv4

3apate Kax

HavaneHei IPv4-anpec

KoHeussIn IPv4-anpec

[MaBHble HaCTPOAKK

@ ExnounTe npaewno

@ KoaHwecTBo CHMBON0E JONKHD Db He Boree 32

IP-agpec HasHa4eHNs

AnanasoH UK oaMHodHLIA IP-agpec -

IP-bunsTp/flobaBneHne B
IP-agpec uctouHnkKa
(D Bt wowere yrazare 4 + IP-aapecos, ogunownsd IP-agpec wan IP-
BTH (Harp caLi |l
8853308 32464 4w agpecayin 1PV,
3apgate Kkak
[uanazoH UNk ofuHOUHEIR IP-agpec -
- HauansHeif IPv4-aapec -
- KoHeunein IPv4-anpec hd

MopTsb!

nopros wepes sanaTyo
poep, 80:90)

Bei momeTE YRIATE OGUH
¥ &

e, 80.90) ums 204 N0y

MopT Ha3HayeHnA

) 3apatb NOPT MCTOUHMKA BRYUHYH

PucyHok 125. CmpaHuuya 0obasneHus npasuna 0551 0bpabomku cemesbix nakemos.

Bw1 MokeTe 3a7aTh ciemyonye mapamMmeTphl:

MapameTp

OnucaHue

MaBHble HacCTPOWNKM

Bknountb npasuno

YTo0Ob! aKTUBUPOBATH NPABUIIO, CIBUHBTE MEPEKIII0YATEND BIIPABO.

YT0OBI OTKIIOYUTH IpaBUJIO, CABUHBTEC IICPCKIIHOIATECIIb BJIICBO.

Haspanue mnpaBuna s ynoOHoW wuaeHTHuUKauu. MoxkeT OBITH

Nma
MIPOU3BOJIBHBIM.
JleiicTBHE, KOTOPOE BBINOJIHAET JAHHOE MTPABUIIO.
Pa3pewnTb — paspemaer mepepady MaKeTOB B COOTBETCTBHU C
OencrtBue KPUTEPUSMH, 3a/IaHHBIMU [TPaBUIIOM.
3anpeTUTb — 3ampeliaer mnepefady MAKETOB B COOTBETCTBUH C
KPUTEPUSAMH, 3aJaHHBIMU IIPABUIIOM.
Mpookon [TpoTokon st mepefay ceTeBBIX MakeToB. Bribepure Heobxomumoe
3HAYEHUE U3 PACKPBIBAIOLIErOCs CIHCKA.
Bepcus IP-mporokona, ansi KOTOpoi OymeT NMPHUMEHSThCS JaHHOE
Bepcus IP MIPaBUIIO. Bri6epute COOTBETCTBYIOIIEE 3HAYCHHC u3

PaCKpPBIBAIOIIETOCS CITUCKA.

IP-agpec ncrouyHuka




MapameTp OnucaHue

3apartb Kak BribepuTte He0OX0MUMOE 3HAUSHHE U3 PACKPBIBAIOIIETOCS CITUCKA.

Hauanensiit [Pv4- unm IPv6-aapec nuana3zona agpecoB HCTOYHHUKA.

Ecnu Heo6X0muMo 3a1aTh OMUHOYHBIH aapec, octabre mojie KOHeYHbIn IPv4-

HauanbHbiv IPv4-appec| appec / KoHeuHbiit IPv6-agpec nycrom.

/ HayaneHein IPv6- Ber Moxere BBIOpaTh YCTPOWCTBO, IOAKIIOUEHHOE K JIOKAJBHOM CeTH

appec MapuIpyTH3aTopa B JaHHBI MOMEHT. [lJIsl 3TOro B PAaCKpPHIBAIOLIEMCS CIIHCKE
BeIOepuTe coorBeTcTBytomuit IPv4- mmm IPv6-agpec (mpu sTOoM mone
3aIOHUTCS aBTOMATHYECKN ).

KoHeuHbin IPv4-appec /
. Koneunsrit IPv4- unu [Pv6-aapec nuana3zona agpecoB HCTOYHHUKA.
KoHeuHbIN IPV6-appec

IPv4-anpec noacetn /| | 1Pv4- unu IPv6-ampec moncern mcrounmka. Ilome oToGpakaercsi, ecin B
IPv6-agpec noacetu cnucke 3agaTth Kak sroineneHo sHauenve Moacernb.

IP-appec Ha3HayeHUA

3apaTtb Kak Bribepute HE0OXOMMMOE 3HAYCHHE U3 PACKPBIBAIOIIETOCS CITACKA.

Hauansusiii IPv4- unu IPv6-anpec auamna3oHa aipecoB Ha3HAYECHUSL.
Eciu HeoOX0MMMO 33/1aTh OJIMHOYHBII aapec, ocTaBbre nojic KoHeuHbIn IPv4-
HayanbHbiv IPv4-agpec| agpec / KoHeuHbIl IPv6-agpec mycroim.
I HayanbHbi IPV6- Bbl MO)KeTe BbIOpaTh YCTPOMCTBO, MOJKIIOUEHHOE K JIOKAIBHOW CETH
agpec MapLIpyTHA3aTOpa B JAHHBIA MOMEHT. JlJIs ATOr0 B pacKphIBAIOIIEMCS CIIHCKE

BoIOepuTe coorBercTByrommi 1Pv4 wmmm IPv6-ampec (upm stom mone
3aIOJIHUTCS ABTOMATUYECKH ).

KoHeuHbi IPv4-agpec / .
. Koneunsrit [IPv4- unu IPv6-anpec nnanasona anpecos HazHaueHus.
KoHeuHbIn IPV6-appec

IPv4-appec noacetn / | 1Pv4- umu IPv6-anpec noxcern masnadenms. Ilone otoGpakactcs, eciu B
IPv6-a.qpec noacetTu criicke 3aAaTh Kak BoiaeneHo 3HaueHue MoaceTs.

MopThbl

[Topr IP-agpeca Ha3HaueHus. Bbl MokeTe yka3zarb OAMH TIOPT,

I'IopT Ha3Ha4YeHus HECKOJIbKO TIOPTOB HYEpPC3 3allATYyr0 WM OUAIla30H IMOPTOB UYCPE3
IBOETOYHE.
3apaTtb nopt COBHUHETE MEpeKII0YaTeNh BOPaBo, YTOOH! yKa3ars nopt IP-agpeca mcrounmka

MCTOYHMKA BPYUHYIO Bpyunyto. IIpu aToM otobpaskaercs moie MopT NCTOYHMKA.

ITopr IP-agmpeca wucrouHuka. Bbl MOXeTe yka3arb OIWH MOPT,
MopT uctouyHmka HECKOJIbKO IIOPTOB 4Y€pe3 3aIATyH0 WM JIMana3oH IIOPTOB 4Yepe3
JBOCTOYHE.

Haxwmute knonky MTPUMEHUTb.

YrtoObI 3aaaTb APYTHUEC MapaMETPhI AT KaKoro-imoo npaBuia, BI)I6CpI/ITe COOTBCTCTBYIOIIIYIO CTPOKY B Ta6nnue. Ha

OTKpBIBIIIEHCS CTPaHHUIE M3MEHUTE HeoOXouMble iapameTphl 1 Haxmute knonky MTPUMEHUTD.

YrtoObI YAQJIUTh IpaBHUJIO0, YCTAHOBUTE (bnamox CJieBa OT COOTBeTCTBy'IOHIeﬁ CTPOKHU Ta6.]'II/IIIBI 1 HAXKMUTEC KHOIIKY
F—%

YOANUTD ( () ). BbI Takke MOJKETE YIaIUTh PABMIIO HA CTPAHUIIE H3MEHEHHUS TAPAMETPOB.



BupTtyanbHble cepBepbl

Ha crpanuue MexceTeBon 3kpaH / BupTyanbHble cepBepbl Bbl MOXETE CO3IaTh BUPTYalbHBIC CEPBEPHI,
KOTOpBIE MO3BOJIAT TIEPEHANPABILITH BXOMIINI HHTEPHET-TpaduK Ha onpe/eeHHbli [P-aapec B TIOKanbHOM CeTH.

& P-gunetp BupTyanbHble cepeepbl (=]

BupTyanbHele cepBepbl

He co3aao HY 0AHOMo BUPTYaNbHOrO Cepeepa

AOBABWTE

PucyHok 126. CmpaHuya Mexxcemeeoli 3kpaH / BupmyasnbHbie cepgepabil.

Yro0bI CO31aTh HOBBIN BUPTyasbHbIi cepBep, Haxmure kHonky JJOBABUTD ( + ).

£ BupTyansHsie cepsepsl BuptyanbHble cepeepbl/CosgaHue

Ob6L1e HacTPoAKK HacTpoiikv BHYTpeHHel ceTu

Vias® BHyTpeHHMA IP* -
WaBnoH

Custom - BHYTpeHHWIA NOPT (HavanbHbIA)*

VikTepieiic

<HBee> - BHYTPEHHMIA NOPT (KOHEUHBIA

MpoTakon

TCP -

J© NAT Loopback

HacTpoiikn nybnnyHoii cetn

CnegyioLgme NOPTE! MCNONLIYHOTCA B KOHGHIYPaLMK

YaaneHHbli IP YAANEHHOTO AOCTYNA K YCTPOACTEY M B ARYIHX
! NPaEWnax 4N BMPTYaNbHLIX cepEepos: "B999”

@ Bai MONETE YK333Th OIMHOHBIT [P-35peC i IP-3qpec mogceT (Hampuwep, Bbl HE MOXETE MCNONBL30BATE WX ANA JaHHOTO

10.70.70. 10724} npaeuna.

YaanexHsii IP =

LOOBABMTb YIANEHHbI IP

CHEeWHWH NopT (HaYanbHbIW *

BHELLHMA MOPT (KOHEUHLI)

PucyHok 127. Cmparuya dobasrneHusi supmyarsbHO20 cepeepa.

BBl MOXXeTe 3a1aTh CIEAYIONHe TapaMeTphbI:

MapameTp OnucaHue

O6wume HaCTPOUKMU

Hazpanue BuUpTyanbHOro cepepa A yHOOHOM HMICHTHU(UKAILIUH.

NUma
MO)KCT 6BITI> l'[pOI/I3BOJ'II>HBIM.




MapameTp

OnucaHue

B PACKphIBAIOIEMCS  CITUCKE BI>I6epI/IT€ OIWH M3 MPUBCACHHBIX

n1a0JIOHOB  BUPTYajbHBIX CEPBEPOB WM BHIOEpUTE 3HAYCHHE

LLlabnoH .
Custom (nonv3zoeamenvckuil), 9T00BI CAMOCTOSTEIBHO OMPEACITUTH
napamMeTpbl BUPTYaJbHOTO cepBepa.
o CoenuHeHHMe, K KOTOpoMy OylaeT TIpUBSI3aH  CO3/1aBaeMBbIi
NHTepdeiic 4 poMy  B¥ P
BUPTYaJIbHBIH cepBep.
[Iporokon,  koTopwlii  OymeT  HWCHONB30BATh  CO3/1aBACMBIN
MpoTtokon BUPTYQJIBbHBIN cepBep. BrlOepute HeoOXoAuMMoOe 3HAUCHUE U3

PaCKpBIBAIOILIETOCS CITUCKA.

NAT Loopback

CaBuHbTE NepeKIoYaTeb BIPaBo, YTOObI MOJIb30BATEIN JOKAJIbHON
CeTH MapIlIpyTH3aTOpa MOINIM 00palarbes K JOKaJIbHOMY CEpBeEpY,
ucnomnb3ysa BHemHui [P-anpec mapmpyrtusaropa wnm ero DDNS-nms
(ectu Hactpoen DDNS-cepBuc). I[lonb3oBarenu u3 BHEUIHEH ceTH
oOpamraroTcs K MaplipyTH3aTopy 1o 3ToMy ke aapecy (uiu DDNS-
MMECHH).

HacTponku nyénuyHom cetu

YpaneHHbIn IP

Beenute [P-anpec cepBepa, HaXoQAIIErocs BO BHEIIHEN CETH.

Yrobsl 100aBuTh eie oauH aapec, Haxxmure knonky JJOBABUTb
YOANEHHBIW IP u BBenuTe agpec B 0TOOpA3UBIIEHCS CTPOKE.

Uro0bl yIanuTh aapec, HAKMUTE Ha 3HAY0K YAANUTbL (*) B CTPOKE
azapeca.

BHewHnn nopt
(HayanbHbIW)/

BHewHnn nopt
(KOHeYHbIN)

[opt Tpapuk ¢ KoToporo  Oymer
nepeaapecoBsiBatbed  Ha  [P-agpec, ompenenseMblii B 1oie
BHyTpeHHun IP B pasnene HacTpomMkum BHYTpPeHHeW ceTwm.
3ajaiiTe HaYaJbHOE U KOHEUYHOE 3HAYEeHUs AMara3oHa nopros. Eciu

MaplIpyTHU3aTopa,

HEOOXOMMMO yKa3aTh TOJIBKO OJWH TIOPT, 3aJaiTe e€ro B TIoJe
BHewHMN nopT (Ha4YanbHbIW) 1 He 3anojHsiTe mosie BHEeWHWN
nopT (KOHEYHbIN).

HacTpowku BHyTpeHHen ceTn

BHyTpeHHun IP

[P-agpec cepBepa, HaxomsAmIErocs B JIOKAIBHOW ceTH. Bbl Moxkere

BbIOpaTb  yCTPONCTBO, MOAKIIOUEHHOE K JIOKAJIbHOH CETH

MapuIpyTH3aTopa B JaHHBIM MOMEHT. J{JI1 3TOr0 B paCKpBIBAXOLIEMCS
criicke BwIOepUTEe cooTBeTcTBytomuid I[P-ampec (mpum sToM Tmome
3aIIOJTHUTCS] aBTOMATHYECKH ).

BHyTpeHHUN nopT
(HaYanbHbIK)/
BHyTpeHHUN nopT
(KOHEeYHbIN)

[Topr IP-anpeca, 3amaBacmoro B mojie BHyTpeHHUn IP, Ha kotopsrit
OyzmeT TmepeaapecoBBIBaThCsl TpaduK C TOpTa MapIIpyTH3aTopa,
3agaBaeMoro B mnoine BHeWwWHWM nopt. 3anpaiite HavambHOE U
KOHEYHOE 3HAYCHUs JHMana3oHa MmopToB. Eciau HEoOXoAMMO yKas3aTh
TOJBKO OJMH TOpPT, 3amaiite ero B mojie BHYTpeHHMM nopTt
(HaYanbHbIW) u He 3anonHsalTe moie BHYTPeHHUM nopT
(KOHeYHbIN).




Haxwmute knonky MTPUMEHUTDb.

Uro6bl 3a1aTh [pYrHE MapaMeTpsl Ui CYLIECTBYIOLIETO CepBepa, BHIOEPHUTE COOTBETCTBYIOLIYK CTPOKY B

Tabnune. Ha oTKpbIBLIEHcs cTpaHuIle u3MeHUTE HeoOxonumble napameTpsl 1 Hasxkmute knonky MPUMEHUTD.

YrtoObI YAAJIUTh CEPBEP, YCTAHOBUTEC (1).]'[8.)1(01( CJIeBa OT COOTBeTCTByIOIIIeﬁ CTPOKH Ta6J'II/IHBI 1 HAXKXMUTEC KHOIIKY
F—%

YOANUTD ( () ). BBl Takke MOJKETE YIAIUTh CEPBEP HA CTPAHUIIE M3MEHEHHUS TAPAMETPOB.



DMZ

DMZ-30Ha nipeficTaBasieT COOOH y3e) MITH CETMEHT CETH, PACIIOJIOKCHHBIN «MEXTy» BHYTPCHHEH (JIOKAIBHOW)
BHEIIHEH (m1o0abHOM) ceTsamu. Peammszanus DMZ-30HBI B MapIIpyTH3aTOpe TMOApa3yMeBacT BO3MOXKHOCTD
nepenayy 3amnpoca, MPUIIeAIIero U3 BHEITHEH CeTH Ha KaKOH-THOO MOPT MapIIpyTH3aTopa, HAa YKAa3aHHBIH y3ei
BHYTPECHHEH CETH.

Ha crpanune MexceteBon akpaH / DMZ Brr MmoskeTe 3anars IP-anpec DMZ-y37a B TOKalbHOI CeTH.

< BupTyaneHbie cepeepo DMZ =)

® suounTs

BrnounTe NAT Loopback

NPUMEHWUTE

PucyHok 128. CmpaHuua Mexcemeeol 3kpaH / DMZ.
Jns onpenenenus DMZ-30Hb1 ciBHHBTE TIepekioyaresis BKNOYMTB Bripago.

Beenute IP-anpec y3ina Barieii jokanbHO#M ceTH B mojic IP-agpec. Brl MokeTe BBIOpATh YCTPOMCTBO,
IOJKJIFOYEHHOE K JIOKAJbHOM CETH MaplIpyTh3aropa B JaHHbIM MOMEHT. [[nsg 3TOro B
PACKpBIBAIOIIEMCS CIIHCKE BBIOEPUTE COOTBETCTBYIOIIMI [P-anpec (mpu sTOM TmoNie 3amoTHUTCS
ABTOMAaTUYECKH).

Cnsunbte nepexiouarenib Bknounte NAT Loopback srpago, 4To0b! ob30BaTeiu JIOKAIbHOM
CeTH MapuipyTu3zaTopa MomM oOpamarekess k DMZ-y3my, wucnonw3ys BHemHui [P-agpec
mapiipytuzaropa win ero DDNS-ums (ecnu HactpoeH DDNS-cepsuc). [lonb3oBarenu u3 BHEIIHEN
ceTu o0palarTcs K MapuIpyTu3aropy mo 3tomy xe aapecy (mwm DDNS-umenn).

Haxxmure xHoniky MPUMEHUTD.

IIpu axtuBupoBanHOi DMZ-30He Bechb Tpaduk, MOCTYyMAIOMMN HAa HEKOTOpBI mHopT wuHTepdeiica WAN
MapIIpyTH3aTopa, OyleT IepeHalpaBiIsATbCS HA aHAJOTHYHBIM HOpT ykasaHHoro IP-agpeca. Taxoke cnemyer
YUUTBIBATH, YTO OONBIINI NPUOPUTET UMEIOT BUPTYyalbHbIE CEPBEPHI, T.€. €CIH CO3[aH BUPTYaJIbHBIN CEpBEp C
BHemHero mopra 80 Ha KakoW-mHMOO TMOPT CETeBOro yCTPOWCTBA B JIOKAIBHOW CETH MapLIpyTH3aTropa, TO
TI0J1b30BaTEH, HaXOAdIHecsa B NI00aNbHON ceTu, mpy BBOZe aapeca http://wan_IP MapuwpyTmsaTopa B
aJIpecHoit cTpoke Opaysepa nonaxyT He Ha mopt 80 IP-aapeca, ykazanuoro Ha crpanuie MexceTeBon 3kpaH /
DMZ, a na nopt u [P-anpec, 3anaHHbIe 4151 COOTBETCTBYIOIIETO BUPTYaIbHOTO CepBepa.

Juist ymanenuss DMZ-30HBI CIBUHBTE Tepekitodareh BKMHOYUTL BICBO M HAKMHTE KHOIKY
NMPUMEHUTDL.



MAC-dunbTp

Ha crpanune MexceteBon 3kpaH /| MAC-(punbTp Bel MOXKeTe HACTPOUTH (DHUIIBTPAIHIO TIO
MAC-agpecam sl KOMIIBIOTEPOB B JIOKAJIbHOW CETU MapUIpyTH3aTOPA.

£ oMz MAC-¢unbTp (|

PEskmm Mo YMONUSHAK

PaspeluTs -

CNNCOK NCKAYEHNIA +

He C0343H0 HIM OJHOTO NPaBuna AR MAC-pUALTROE

PucyHok 129. CmpaHuua Mexcemeeou 3kpaH / MAC-¢gbunbmp.

UtoObl HACTpOUTh (UIBTpAIMIO JUII BCEX YCTPOHCTB CETH MapUIpPyTHU3aTopa, BBIOEPHUTE
HEOOX0IUMOE JICUCTBHE B criicke PeXMUM no ymonyaHuio:

- PaspewmTb — paspemaer JOCTYyHn K CETH MapIipyTu3aropa ¥ K cetd MHTepHer mis
YCTPOMCTB JIOKAJIbHOM CETH (IaHHOE 3HAYEHHUE 33/I1aHO 110 YMOJYAHUIO);

+ 3anpeTUTb — 3ampemniaeT J0CTYIl K CETH MapIIPyTH3aTOpa JUIsl yCTPOMCTB JIOKAJIbHOM CETH.

' Bel MOXeTe HCHOJIL30BATH DEXHAM S3aMNPETUTb, TOJNBKO €CIHW HAa JAHHOW CTPAHUIE

= CYIICCTBYET XOTA OBl OJHO aKTUBHOE MPaBUJIO, pa3pelIaloliee JOCTYII K CETH YCTPOMCTRA.

UtoOw1 cozmath mpaBmwio (ykazath MAC-aapec yCTpOWCTBa, JJII KOTOPOTO OyIET MPUMEHSITHCS

pexuM orpanudenuii), Haxmute kHonky JJOBABUTD ( T ).

Jo6aeneHwe npaeuna X

@ scounts npasuno

PajpellnTs v

COXPAHWUTE

Pucyrok 130. OkHo OobaeneHus npasuna 0nsg MAC-gunbmpa.



B oTkpbIBIIEMCS OKHE BBl MOXKETE 33/1aTh CIEAYIOLIUE TapaMeTphl:

MapameTtp

Bknrountb npaBuno

YroObI aKTUBHPOBATH MPABHUIIO, CABHHETE MEPEKITIOUATEIh BIIPABO.

OnucaHue

YT10ObI OTKIIOYUTE paBHJIO, CABUHLTC IICPCKIIHOIATECIIb BJIICBO.

HewncTBHne

HeﬁCTBHe, KOTOPOC BBINIOJIHACT JaHHOC IIPABUJIO.

3anpeTuTb — 3anpeniaeT JOCTyI K ceTd VIHTepHeT /i ycTpoicTBa
¢ 3azaHHplIM MAC-anpecoM, naxe €ciau PeXUM 10 YMOJIYAaHHUIO
pasperaeT AOCTYI AJIs BCeX YCTPOUCTB.

PaspelunTb — pa3peinaet J0CTyI K CETH MapLIpyTH3aTopa U K CETH
WuTepHer g yctpoiictBa ¢ 3agaHHbiM MAC-anpecoM, naxe eciu
PEKHUM IO YMOTYAHUIO 3aMpeniaeT JOCTYII U BCEX YCTPOMCTB.

MAC-appec

MAC-aapec ycTpoicTBa U3 JOKaJIbHOM CeTH MapuipyTuszaropa. Bel
MOXXET€ BBIOpATh YCTPOWCTBO, MOJKIIOUYEHHOE K JIOKAJIHHOU CETH
MapuIpyTHU3aTopa B JaHHBIM MOMEHT. J{JIs1 5TOTO B pacKpBIBAIOIIEMCS
CIIUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (MPU TOM TIOJIE
3aI0JIHUTCS. aBTOMATUYECKH).

MUma yctponcrtea

HasBanue yctporictBa st ynoOHO#M uaeHTHGUKauH. MoxeT ObITh
MIPOU3BOJIHHBIM.

IMocne 3amanus HeoOxoaMMbIX apameTpoB Haxkmute KHOTKy COXPAHUTD.

UToOBI 3a7aTh Ipyrye apaMeTphl sl KAKOTO-JIM00 MpaBwiia, BRIOEPUTE COOTBETCTBYIONIYIO CTPOKY
B TaOmume. B OTKpbIBIIEMCS OKHE H3MEHHUTE HEOOXOIUMBIE TMapaMeTphl U HAXMUTE KHOIIKY

COXPAHUTD.

YT1o0OBI YAAIUTh HPaBUIIO, YCTAHOBUTC (bﬂa)KOK CJICBa OT COOTBGTCTByIOHIefI CTPpOKH Ta6.]'II/II_U>I u

F—1

Haxxmute kHOomky YAAJIUTD ( () ). BBl Takke MoxeTe yganuTh MPaBUIO B OKHE M3MEHEHHS

1apaMeTPOB.



URL-cunbtp

Ha crpanuinie MexceteBon 3kpaH / URL-buMnbTp Bbl MOkeTe 3a1aTh OrpaHMYCHHS Ha
MOCEIICHUE HEKOTOPhIX Web-CcaliToB, a TakKe OMNMpeAeIuTh YCTPOKMCTBA, IS KOTOPHIX OyayT
NPUMEHSTHCS 3aJJaHHbIC OTPAHUYCHUS.

£ MAC-punstp URL-¢W1 bTP

URL-punetp

Bbl MOMETE 334aTh OrPAHWUEHNA HE NOCEWEHWE HEKOTOPBIX Web-CalToB. [PaBMAa MOXHO NPUMEHWTE K YCTPOWCTBEM, KOTOpHIE JoGasneHsl B
CIACOK, UMW KO BCEM, KPOME YCTPOACTE M3 CNMCKAE.

® sxiounts

Agpeca KnuneHTs!
DUNLTPAUNA BJPECOE DANETPAUMA KIMEHTOR

BNOKUpOBaTH YKazaHHLIe aapeca - Bce, KpoMe YCTPOMCTE W3 CMcka -

URL-agpec CoBnajeHwe C WwabnoHom Vima MAC-agpec

PucyHok 131. Cmparuua Mexcemeeoli 3kpaH / URL-chunbmp.

Yrobsr Bkirounth URL-dunerp, capuHbTe nepekiroudarens BKMAOYUATL BpaBo, a 3aTeM BBIOSpHUTE PEXKUM B
crcke PUnbTpaLma agpecos:

- bBrnokupoBaTb yKasaHHble agpeca — npu BLIOOPE DTOr0 3HAYEHUS MAPUIPYTH3ATOP
6J'IOKI/IpyeT JOCTYII KO BCEM Web—caﬁTaM, 3a/IaHHbIM B paszciic Ap,peca;

- bnokupoBaTb Bce agpeca, KpoMe YyKa3aHHbIX — IMpH BBIOOpE 3TOrO 3HAYCHUS
MapIIpyTU3aTOp pa3pelraeT TOCTY TOJIbKO K web-calitam, 3aJaHHBIM B pa3zieie Agpeca, u
OJIOKHPYET JOCTYII KO BCEM OCTABHBIM CaiiTaM.

Uro6s! nob6aButh URL-anpeca, k KOTOpbIM OyleT MPUMEHSTHCS 3aJaHHBIN peXuM (UiIbTpaIiy, B

pasnene Agpeca naxmure knonky JJOBABUTD ( T ). B oTKpBIBIIIEMCS] OKHE BBI MOXKETE 33/1aTh
CIIE/TyFOIIIE TIapaMEeTPhI:

MapameTp OnucaHue

URL-agpec URL-anpec, yactb URL-anpeca uiam KIH04€BOE CIIOBO.

BLIGepI/ITC HCO6XOJII/IMOC 3HAUYCHUC B PACKPBIBAOIICMCA CITUCKE.

lNMonHoe — 3ampammBaeMblil axpec NODKEH TOYHO COBIAAATH CO
3HAYCHMEM, 3aJITaHHBIM B I10JIC BBIIIIC.

Hauyano — 3anpammBaeMslii afpec T0DKEH HAUWHATHCS CO 3HAYCHHS,
CoBnageHue ¢ WabnMoHOM | 3aJaHHOTIO B I0JIE BHIIIIE.

KOHeU, — 3aHpaI.HPIBaeMLII>i aaApeC NOJDKCH OKaHYMBATLCS 3HAYCHUCM,
3aJaHHBIM B I10JIC BBIIIIC.

YacTrnyHoe — 3anparnirBaeMblii apec TO/DKEH COIePIKaTh 3HAYCHHUE,
3aJJaHHOE B I10JI€ BEIIIE, B JIIOOOW CBOEH YacCTH.

Uto0bl ymanuTh Kakoi-nmubo aapec u3 cmucka URL-ampecoB, ycranoBute ¢uaxok cjieBa OT

r—N
COOTBETCTBYIOIICH CTpokH TaOnwibl n Haxmute kHonky YOAJIUTb (IEI ). BBl Takke Moxere
YAAJIUTh aPEC B OKHE U3MEHEHHS TTapaMETPOB.



B paszgene KnueHTbl Bbl MoxeTe ONpeNeiuTh YCTPOWCTBA, ISl KOTOPBIX OymyT NeiCTBOBaTh 3a/IaHHBIC
orpannucHus. Beibepute HeoOXoauMoe 3Ha4UeHHe B crincke PUNbTPaLUA KNMEHTOB:
+ YcTponcTBa U3 CMMUCKA — mpu BEIOOPE STOTO 3HAYCHUSI MApIIPYTH3ATOP MPUMEHSET OTPaHHYCHUS
TOJIBKO K YCTPOHCTBaM, 3aJjaHHbIM B paszerne KnueHTsi,;
+ Bce, Kpome yCTPOMCTB M3 CMUCKA — IIpH BHIOOPE ITOr0 3HAYCHHUSI MApLIPYTH3aTOP HE MPUMEHSET
OrpaHUYCHUS K YCTPOMCTBAM, 33 JaHHbBIM B pasieiic KNMMeHTbI, Ho IprMeHSET OrpaHHYEHHsI K OCTATbHBIM
yCTpOMCTBaM.

Yrobbl 100aBUTh KiIHWEHTa B CIOUCOK, B pasmesne KnueHTbl naxmure kuonky JOBABUTb (+ ). B
otkpeiBimemcs okue B moje MAC-agpec Beennte MAC-ampec ycTpoicTBa M3 JIOKadbHOM ceTr. BbI MoXkeTe
BBIOpaTh YCTPOMCTBO, MOAKIIOYCHHOE K JIOKAIBHOW CETH MaplIpyTH3aTopa B JaHHBIH MOMEHT. [[ns 3Toro B
PacKpBIBAIOIIEMCS CIIUCKE BEIOEPUTE COOTBETCTBYIOLIEE YCTPOMCTBO (IIPH STOM IOJIE 3aII0JTHUTCS aBTOMATHYECKN ).
3arem B moie WUMA 3anaiite Ha3BaHue sl YCTPOMCTBA AJs YOOOHOW HACGHTU(DHKAIMU W HAKMUTE KHOIKY

COXPAHUTDb.

YrtoObI YAQJIUTD KIIMCHTA U3 CIIUCKA, YCTAHOBUTE (I)J'IZDKOK CJIeBa OT COOTBCTCTBy}OHlefI CTPOKU Ta6J'II/IIILI " HAXKMUTC

F—N
kuonky YOAANUTD ( ) ). BBI Takke MOKETE yIaIUTh KJIMEHTA B OKHE M3MEHEHHUS TTapaMETPOB.

Iocune 3aBepiienus nactpoiiku URL-dunsrpa Haxxmure knonky MTPUMEHUTDb.



3auwumTa ot DoS

Ha ctpannne MexcereBon akpaH / 3awmTa ot DoS Bbl MoXkeTe HACTPOUTH 3aImuTy OT DOS-
arak pa3INYHOTO TUIIA.

DoS-araka (Denial of Service, omkaz 6 obcnyscusanuu) — 3T0 TUI CETEBOW aTaku, MPH KOTOPOM
3JIOYMBIIUICHHUKA MOTYT CYIIECTBEHHO CHHU3UTh IPOHM3BOIUTEIIEHOCTh MAapIIPYyTH3aTOpa H
MOAKJIFOYCHHBIX K HEMY YCTPOWCTB, a TaK)Xe BbI3BaTh COOM B HMX Pa0OTE, OTHPABISIs OOJBIIOE
KOJIMYECTBO OJHOTHITHBIX 3aIIPOCOB.

< Hauano 3awunTa oT DoS

® Briounts

@ Binrouerue DOS-UALTPA MOXET NPUBECTIA K HEIHAUNTENL HOM)

CHIAKEHNIO OOLYEH NPOR3BO4NTEABHOCTI YCTPOHCTES

,ﬂ,ﬂﬂ Ka>XAo0ro NCTo4yHWKa ,ﬂ,pyrme HaCTPOI:f'IKM
@ TCP/SYN )= TCP/UDP ckaHnpoBaHwWe noptos
TCP/SYN nopor (pps)* 7 1P Land
200
)= 1P Spoof
® T1cP/AN
)= 1P TearDrop
TCP/FIN nopor (pps)*®
200 ) TCPscan
. UDP J TCP/SYN € AaHHBIMW
UDP nopor (pps)* ) UDP Bomb

200
. Bnokupoeka atakywoulero IP

. ICMP Bpewms 6okMpoBKM (cek)

o - 120
ICMP nopor (pps)*

200

NPUMEHNTE

PucyHok 132. CmpaHuuya Mexxcemeeoli 3kpaH / 3aujuma om DoS.
Y100BI BKITFOYMTH 3amKUTy OT DoS-arak, cIBUHBTE nepekioyareis BknounTb sipaso. [Ipy 3T0M Ha cTpaHuLe

orobOpaxarotcs paszzaensl [ KaXAoro UCTOYHUKa u [lpyrne HaCTPOMKM.

B paznene [nAa Kaxaoro UCTOYHUKA Bel MOKeTe BKJIFOUMTH 3aIIUTy OT OCHOBHBIX BHI0B DoS-
arax.

MapameTp OnucaHune

Bxirouaer 3aluTy OT OOJIBIIIOr0  KOJIMYECTBA 3allpoCoOB Ha

TCP/SYN nozaxkmoueHue (TCP-nakeros ¢ gunarom SYN).

Bxmroyaer 3ammry OT OONBIIOTO KOJMYECTBA 3alpoCcOB Ha

TCP/FIN
CPI 3aBepuienne coequHenus (TCP-makeToB ¢ gmarom FIN).

UDP BrutrouaeT 3amuty ot 6omnbinoro konmmdectsa UDP-nakeToB.




MapameTp OnucaHue

ICMP Bxuttouaet 3amuty ot 6ombinoro konuyectsa ICMP-nakeToB.

CIBUHBTE COOTBETCTBYIOIIME IIEpPEKIIOUaTeNM BIpaBo. B mose MOPOF, COOTBETCTBYIOIIEM
NEPEKIIIOYaTeNIo, 3a1aliTe MaKCUMaJIbHOE KOJIMYECTBO MMaKETOB, OCTynaromux ¢ ogHoro [P-aapeca
B CEKYH/ly. 3HaU€HHE JAHHOTO TOJIsl JOJDKHO OBITH Oouibie Hys (Hampumep, 200). 3ateM B pazzerne
[pyrme HacTpomMKu ciasuHbTe Tepekiaouarens BrnokupoBka artakyrowero IP sopaso u B
otobOpasuBinemcs nosie BpeMsa 61OKMPOBKM 3aaiite nepuon 6;10kupoBKU [P-anpeca ucTouHnKa
B ceKyHAax (Hampumep, 120). [Ipu npeBbIlIeHUN TOPOTOBOTO 3HAYEHUSI HCTOYHUK MAKETOB OyneT
3a0JIOKMPOBAH Ha 3aJJaHHBIN NIEPUOJT BPEMEHH.

B paszaciic D‘perIe HaCTpOﬁ K1 Bel MoxeTe AKTUBUPOBATH JOIIOJHHUTCIIbHBIC CIIOCOOBI 3alllUThI.

MapameTtp OnucaHue

bnokupyer wucrounuk TCP- wmm UDP-nakeToB, npoBepsromux
COCTOSTHUE TIOPTOB, €CIM MapHIpyTH3arop moiydaet Oombmie 200
3alpoCoB B CEKYH/Iy C OMHOTO U Toro ke [P-anpeca. Mcrounuk Oynet
3a0JIOKMpOBaH Ha BpeMs, 3ajaHHOe B nojie Bpems GnokupoBku
TCP/UDP (monme  oToOpaxkaeTcsi, e€clU  Iepekiodaresir  BnokupoBka
cKaHupoBaHue noptos | atakywowero IP cisunyT Brpaso).
Ecnu nepexiirogarens CIBUHYT BIPABO, HA CTPAHUIE OTOOpaXkaeTcs
nepekiouarer BblCcOkasi 4yBCTBUTENbHOCTb. AKTUBUpYITE
HACTPOMKY, YTOOBI MapHIPyTU3aTOpP OJOKHPOBAI UCTOUYHUK, €CIIH OH
npucbutaeT 6ombine 10 3ampocoB B CEKyHY.

bnokupyer TCP-nakersl ¢ ¢marom SYN, B koropeix [P-ampec u
IP Land HOMEp TIOpTa OTIHpaBHTENs coBmagaer ¢ IP-aapecom m HOMEpom
MopTa MOJTyYaTes.

brokupyer makersl, B KOTOpbIX [P-agpec MCTOYHMKAa COBIALAET C

IP Spoof
P LAN IP-agpecoM MapipyTu3zatopa.
brnokupyer ¢pparmentupoBannbie [P-nakeTs, eciu nmpu cOOpKe ITHX
IP TearDrop PyeT ¢p P P P
MIaKEeTOB BO3MOXKHA OIINOKA.
TCP scan brokupyer TCP-nakeTsl ¢ HEIOMyCTUMBIMU (hIIaTaMHu.

TCP/SYN c gaHHbIMM brokupyer ~ TCP-makerst ¢ ¢marom  SYN, ecimm  oHH
(I)paFMeHTI/IpOBaHLI NIn COI[ep)KaT JAHHBIC.

binokupyer UDP-makeTsl, eciu OHM COAEpPKAT HEKOPPEKTHBIE

UDP Bomb
CJ'Iy>K66HBIe JAaHHBIC.
CaBuHBTE MEPEKIIOYaTeNlb BIPABO, YTOOBI OJIOKHPOBATh MCTOUHUKH
IIAKETOB, 3alyuTa IIPOTHB KOTOPHIX aKTHUBUPOBAHA B pa3aciic D, rme
BrnokupoBka ’ P P P P Py

HaCTPOWMKWN, Ha ONpeACICHHBI MEpHOa BpeMeHH. 3ajaiite
aTakyrouwero IP
HE0OX0IMMOE 3HaYCHHUE B CEKyH1aX B 0ToOpasuBiieMcs nose Bpems

ONOKMPOBKM.

[Tocne 3apanus HeoOXoaMMbIX TapameTpoB Haxxmute kHonky MTPUMEHUTDb.



CucremMma

B nannom paszgene MeHi0 Bbl MOXKETE BBITTOJIHUTD CAEAYIOIINE TEUCTBUS:

U3MEHHTH TapOJIh IS JOCTYIIA K HACTPOHKAM MapIIpyTH3aTopa,

BEPHYTh MapIIPyTHU3aTOP K 3aBOJICKUM HACTPOUKaM;

c/IeTIaTh Pe3epPBHYIO KOMUIO KOH(PUTYpaIH MapIIpyTH3aTOPa;

BOCCTaHOBHTH HACTPOUKH U3 KOH(PUTYPAITMOHHOTO (aiina;

COXpaHHTh TEKYIIHE HACTPOWKH B SJHEPTOHE3aBUCUMOM TTaAMSTH;

nepe3arpy3uTb MapIipyTU3aTop;

W3MEHHTH SA3bIK Web-untepdetica;

O0OHOBHTH MIPOTPaMMHOE 00ECTICYCHHE MapIIPYTH3ATOPA;

HACTPOUTH aBTOMATHYECKOE YBEIOMIICHHE O HaIW4IuK HOBO# Bepcuu [10;
POCMOTPETH JKypHAJI COOBITUI M HACTPOUTH Tepeiady KypHaja Ha yIaJIeHHBIN y3el;

MPOBEPUTHh JOCTYMHOCTh KaKOro-IHOO y3j1a CEeTH HEMOCPEICTBEHHO H3 web-uHTepdeiica
HACTPOMKU U YIIPABIICHUS;

OTpEeIeNIUTh MAPILPYT 10 KAKOro-Iubo y3ia;
pa3peluTh WIK 3aIPETUTh JOCTYI K Maplupytusaropy 1o nporokony TELNET;

HaCTPOUTh aBTOMAaTHUYECKYI0 CUHXPOHH3ALMIO CUCTEMHOIO BPEMEHHU WJIM BPYUYHYIO 3a/1aTh
JlaTy U BpeMs JJIs MapIIpyTH3aTopa.



KoHdurypauus

Ha ctpanuiie Cuctema / KoHdurypaumsa ol MoxkeTe H3MEHUTH MAPOIb YUECTHON 3aMUCH aMUHUCTPATOPa JUIs
Joctyma K web-uHTepdeiicy MaprmipyTusaTopa W sl JoCTyna K HacTpoiikam mno mnportokony TELNET,
BOCCTaHOBHUTP 3aBOIICKUE HACTPOUKH MapIIPyTH3aTOPa, CO3IaTh PE3CPBHYIO KOITHIO TEKYIIeH KOHOUTYpaIly I
BOCCTAaHOBUTH paHEe COXPAaHCHHYIO KOH(purypamwio w3 Qaiina, COXpPaHUTh W3MCHCHHBIC HACTPOMKH B
SHEPTOHE3aBUCHMON ITaMSATH, TIepe3arpy3uTh YCTPOHCTBO, a TaKXKe M3MEHUTD S3bIK wWeb-uHTepdeiica.

3aBOAICKME HACTPOMKMA

MNone3oBatens

Noruw PezepeHan konwa

admin
BoccTaHoBUTh
HoBwIiA Naponk L)

CoxpaHuTe

onuHa Bets o7 1 g0 31 ASCIT

MNepesarpy3auTb

Mooreep#aeHne napons L

Bpems GeagefcTEnA (8 MUHYTaX)™

L

Pyccrmia hd

PucyHok 133. Cmparuya Cucmema / KoHghuaypayusi.

Jluist TOro 4T0OBI U3MEHHUTH APOJTh YUESTHOM 3aMmicu aIMHHNUCTPATOpa, B pasneie MNonb3oBaTernb BBequTe HOBbI
mapons B nomst HoBbIM nmaponb u MoarBepxaeHwe napons. Mcnone3yiite UQPHI, JaTHHCKAE OYyKBBI
BEPXHETO M HMKHETO PErHCTpa M APYTHE CHMBOJBI, JOCTYMHBIE B aMEPUKAHCKOH pacKmajke KIaBHATYpPHI .
Haxmure Ha 3Ha40k [Mokasatb ( = ), yTo6s 0TO0OPA3UTH BBEICcHHbIE 3HAYEHMS1. 3aTeM HAXKMUTE
kaonnky COXPAHUTD.

3almoOMHUTE WJIM _3alUIIATE HOBBIA napoJib  aAMHUHHUCTPATOpPA. B ciydyac yTEpHd HOBOI'O Mmnapojsd

' aJMUHHCTPATOPA BBl CMOXKETE€ MOIYYHWTH JIOCTYN K HACTPOMKAM MapUIPYTH3aTOpa TOJBLKO MOCIHE
u BOCCTAHOBJICHUS 3aBOJACKUX HACTPOEK 10 yMoadaHuio npu noMomy anmnapatHor kHonkd RESET. Takas

OpoNESyPa YHUUTOXKHUT BCC 3aJJaHHBIC BAMU HACTPOMKH MApIIPYTU3aTOPA.

st Toro 94TOOBI U3MEHHTH SI3BIK Web-uHTepdelica, B packpriBaroleMcs criucke F13bIK BEIOEpUTE HEOOXOAMMOE
3HauCHHE.

Taxxe Ha JaHHOW CTPaHMIIE JOCTYITHBI CIEAYIOUIUE KHOMKU:

nemMeHT OnucaHue

Knomka gms cOpoca HACTPOEK MapIIPyTH3aToOpa K 3aBOACKMM
- CTaHOBKaM. THM BapHaHTOM cOpoca HACTPOEK SBIISIETCS
3aBoAcKMe HacTpPoOnKu Y Hpy P P p
ucnonb3oBanue kHonku RESET (cM. pa3nen 3annss u uvwknss naneny,

ctp. 14).

Knaomka st coxpaHeHwsi KoHQUTypamuu (BCEX IapaMeTpoOB
MapuIpyTH3aTopa) Ha JIOKAJbHOM JUCKE KOMIIbIoTepa. PesepBHas
PesepBHas konusa .
KOITHST HACTPOCK Oy/IeT HAXOMUTHCS B TAIKE 3arpyKeHHBIX (PailyioB

BaIero opaysepa.

°0-9, A-Z, a-z, ipoben, I"#$%&'()*+,-./:;<=>2@[\]"_"{[}~.



nemMmeHT OnucaHue

Knomka st BeIOOpa paHee COXpPaHEHHOW KoH(HTyparuu (Bcex

BoccTtaHoBUTL

napaMeTpoB MaplLIpyTHU3aTOpa) Ha JOKAJIbHOM JMCKE KOMIBIOTEPA U
ee 3arpy3ku. HaxmuTe KHONKY M cleaydTe HMHCTPYKLUSAM
JINAJIOTOBOTO OKHA.

CoxpaHuTtb

KHomnka nia coxpaHeHus HAaCTPOEK B SHEPTOHE3aBUCUMOM MTaMSITH.

MapuipyTuzaTop COXpaHseT U3MEHEHMsI HACTPOEK aBTOMAaTUYECKH.
Ecin u3MEHEHHblE HAaCTPOMKM HE COXPAHEHbl AaBTOMAaTUYECKH, B
IIPABOM BEPXHEM YIIIy CTPaHUIBI OTOOPA3UTCSI COOTBETCTBYIOLIEE
YBEJIOMJICHHUE.

Mepe3arpy3ntb

Kuonka mns mepesarpy3ku ycrpoucrtsa. Ilpu mepesarpyske Bce
HECOXpaHEHHBIE HACTPOUKHU OyIyT yTEpSHBI.

B mone Bpemsa 6e3pencTBUA 3amaiite BpeMsi IpOCTOsi (B MHHYTAx), MO0 MCTCYCHHU KOTOPOTO

MapIIpyTH3aTOp 3aBEPIIHUT ceaHc paboThl uHTepdeiica. [To ymoauaHuio 3a1aHo 3HadeHne 5. 3arem
nHaxxmute kHonky COXPAHUTD.




O6HoBNeHue MO

Ha crpannne Cuctema /| O6HoBneHne MO Bol MokeTe 0OHOBHTH BHYTPEHHEE IIPOrpaMMHOE ObecIleueHme

MaplIpyTU3aTopa.
' O6nognenne BHyTpeHHEro [10 MapmpyTH3aTopa peKOMEHIYETCS BBIIOIHATD TOJIBKO IIPH IPOBOIHOM
u HOJKITIOYEHUH MapIIpyTHU3aTopa K KOMOBIOTEPY.

Texymias Bepcust BHyTpenHero 10 ycrpoiicTBa otobpaskaercs B moje Tekywasa Bepcua MO.

Br1 moxxeTe 00HOBUTH BHyTpeHHEe [10 MapmpyTH3aTopa J0KIBHO (C )KECTKOTO AUCKA KOMITBIOTEPa) WK yIaIeHHO
(c cepBepa OOHOBIICHUH).



JlokanvHoe 00HO81ICHUE

' Bumnmanne! Bo Bpems 0OHOBIEHHs IIPOIPAMMHOIO 00€CIIEUEHMs] HE OTKIIOYAaWTE ITHTAHUE

u MaplIpyTA3aTOpa. ITO MOXKET ITOBIEYD 3a c000il BBIXOJ YCTPOMCTBA U3 CTPOSL.

Z[J'Iﬂ JIOKaJILHOTO 00HOBIIEHHS [10 MapuipyTu3aropa BbIIIOJIHUTE IICPCYNUCIICHHBIC HIXC JICHCTBHSL.

1. Ha crpanune Cucrema /| O6HoBneHue MO B paszene JIokanbHOe OGHOBEHME HAKMHTE KHOIKY
BbIEPATb ®AWN, utoGsr onpeenuTs MecTomnoIokenne (aiina ¢ Hooii Bepeueii I10.

2. Haxwmure xHonky OBHOBUTb MMO.
Joxaurecs nepezarpy3ku MapipyTu3aropa (ONTOPHI-BE MUHYTHI).
4. Benute uMs TIONb30BaTeNs aJAMUHACTparopa (admin) u TeKymmii mapoib s J0CTyna K web-
uHTepdeiicy.
Ecnu nocne ob6HoBneHust BHyTpeHHero I10 mapmipyTusarop He paboTaeT KOPPEKTHO, HEOOXOAUMO BOCCTAHOBUTh

3aBOJICKHE HACTPOWKH ycTpoiicTa. J[ms storo Ha crpanune Cuctema /| KoHdurypaumsa Haxmute KHOIKY
3aBoAcKkMe HaCTPOMKK. JIoKANTECH TIepe3arpy3Ki MapIIpyTH3aTopa.



XXypHan cobbiTum

Ha crpanuue Cuctema / XKypHan coGbITUIA Bbl MOXKETE HACTPOHUTH MapaMETPhl KypHaia COOBITHIA, a TaKkKe
HACTPOHTH Mepeady KypHaia Ha BHELTHUI y3ell.

Hactponkm
/c YKypHanuposaHvie
- Bbl MOXETE HACTPOWTE NAapaMETPLl XypHaNa cobbiTuin
® sxiounts
- P
TNoKansHLIA 1 YOaneHHsIA hd MHpOpMaLMOHHLIe coobLLeHnA -

PucyHok 135. Cmparuya Cucmema / XypHan cobbimull. Bknadka Hacmpolku.

Yrobbl paspeuinth (GopMUpOBaHHE >KypHana coObITHi, mepeliauTe Ha BKIagky HaCTPOWMKM u craBuHbTE
nepekiroyaress BKNWOYUTBL Brpaso. 3atem 3aaaiite HEOOXOIUMBIE TAPAMETPBIL.

MapameTp OnucaHue

B PaCKpbIBArOIIEMCs CITMCKE BBI6CpI/ITe HCOGXOZ[I/IMBII‘/'I THUII )KYpHAJIUPOBAHUAA.

* JlokanbHbIW — KypHan COOBITHA  XpPaHUTCS B  MaMSTH
mapipytusaropa. [Ipu Beibope storo 3uadenus nons Cepsep u MNopTt

HE 0TOOpaXKaroTCsl.
Twun . . .
* YpaneHHbIA — xypHan coOBITHI IepeqaeTcs Ha y3el, 3aJaHHbIi B

mone CepBep.

* JlokanbHbIN U yAaneHHbIN — XypHaJl COOBITHH XPaHUTCS B TAMSTH
MapIIpyTH3aTopa U TepeiaeTcst Ha y3ell, 3aJannsiii B moe CepBep.

Tun cooOlieHnid U TpexynpexaeHUA, KOTOpbIe OyIyT 3aHOCHTBHCS B JKypHAl

YpoBeHb 8
P COOBITHIA.

CepBep IP- mnmn URL-azgpec y3na U3 J0KadbHOW WM ITI0OANbHOM ceTH, Ha KOTOPBIil

OyZeT mepenaBarhCsl AKypHAI COOBITHH.

Iopr ysna, 3amanHoro B noine CepBep, Ha KOTOpbIA OyleT mepenaBaThes

MNopT o
P XKypHan coobITuil. [lo ymonuanuio 3anaHo 3HaueHue 514.

IMocne 3ananus HeobxomuMbIx 3Hauenuit naxmure knonky MPUMEHWUTD.

YTo0bI 3anpeTHTh GOPMUPOBaHKE )KypHasa COOBITHIA, CIBUHBTE IIEpeKIItouarenb BKNIOUYMTB BiieBo
u Haxkmute kHonky MPUMEHUTD.

YToObl MPOCMOTPETH JKypHaJ cOOBITHIL, TepeiinuTe Ha BKkiIaaky 2KypHan.



< Kongurypaus XKypHan cobbiTuia ™

XypHan

OEHOBUTE 3KCMOPT B ®AWAN

PucyHok 136. Cmparuya Cucmema / XypHan cobbimull. Bkrnadka XKypHan.
Jliis oToOpaXkeHus caMbIX ocaeaaux coobithii Haxxmute kHonky OBHOBUTD.

JInst 3anmcu KypHajia COOBITHI B (haill Ha JIOKaJbHOM [MCKE KOMIIBIOTEpa HAXXKMHUTE KHOIIKY
OKCIMOPT B ®AWJI. Daiin Oyaet HaXOIUTHCS B TMAIKe 3arpyxaeMbix (aiios Bamiero Opaysepa.



MuHr

Ha crpannne Cucrtema / TMUHr Bel MoXXeTe HPOBEPUTH AOCTYIHOCTb KAaKOrO-IHOO y3ia B JOKAIBHOW WM
m100aTBHOM CeTH C TIOMOIIBIO YTHWIIHTH Ping.

Yrunura Ping oTnpaBiseT 3X0-3apoChl YKa3aHHOMY Y3IIy CETH B (PUKCHPYET ITOCTYIAIOIIAE OTBETHI.

£ Koncurypauun TMHr =

Yncno naketos*

* 3 IPv6 BONbLUE HACTPOEK

PucyHok 137. Cmparuya Cucmema / lNure.

JI71st IpOBEPKH TOCTYMHOCTH Kakoro-1u0o0 y3na Beeaute [P-aapec wim ums 3toro y3ia B nosie XOCT
U 3aJlaliTeé KOJMYECTBO 3allpOCOB, KOTOPbIE OyIyT OTHPABIEHBI ISl IPOBEPKU JTOCTYITHOCTH, B MOJIE
UYucno naketoB. Ecim 11t mpoBepKH TOCTYITHOCTH HEOOXOJMMO HCIOJB30BaTh MPOTOKON PO,
caBuHbTE niepekitouaress IPv6 Bripago.

YrtoObl 3a/1aTh OTIOTHHUTENbHBIC HACTPOIKH, HaxkmuTe kHonky BOJIBLUE HACTPOEK.

Pazmep naketa (& Baftax)*

DAHYECTED BIAT AaMHEX, KOTOpoe GygeT

PucyHok 138. Cmpa+uua Cucmema / lNuHa. OKHO oronHUMeribHbIX Hacmpoex.

B otkpeiBmieMcst okHe B mosie Pa3mep naketa 3aziaiite 00beM IaHHBIX (B 0aliTax), mepenaBacMbIX
B 3ampoce. B noie BpeMsi oXXnaaHuAa oTBeTa yKaKuTe NEpuoj] OKUIaHUs OTBETAa Ha 3arpoc B
cekyHaax. YToObl BOCCTAHOBUTH 3HAYCHUS IOJICH, 33aJlaHHBIC 10 YMOJYAHUIO, HAXKMHUTE KHOIKY

HACTPOMKW MO YMONMYAHMUIO.
[Mocrne 3aaanus AOMOTHATENBHBIX MTapaMeTpoB HaxkmMuTe KHONKY OK.

Yto0bl 3amycTuth npoBepky, HaxxmuTe kHOmKy CTAPT. Uepe3 HekoTopoe Bpemsi Ha CTpaHUIC
0TOOpa3UTCs PE3yabTAT IPOBEPKH.



YrtoObl yoamuTh pe3yibTar npoBepku, Haxxmute kHonky OYUCTUTD.



TpaccupoBka MapuipyTa

Ha crpannune Cuctema / TpaccupoBKa MaplupyTa Bbl MOXETE ONPENCIUTh MapIipyT
CIIeIOBaHUS JJAHHBIX JI0 KAKOTO-TH00 y3J1a CEeTH C TIOMOMIBIO YTHIIMTHI traceroute.

£ Mur TpaccupoBKa MapLipyTa =2

IPv6 BOJNBLUE HACTPOEK

Pucyrok 139. CmpaHuya Cucmema / Tpaccupoeka Mapwpyma.
Jliist onipesiesieHnst MapiipyTa BBeauTe uMs win [P-aapec kakoro-mu6o y3ima B mosie XocT. Eciu st
OTIpeIeNIeHUs] MapIIpyTa HeoOXOAUMO HCIIONB30BaTh MPOTOKON [PVv6, cniBuHbTe nepekitouaress IPv6
BIIPaBO.



YroObl 3a/1aTh TOTOTHUTENIbHBIC HACTPOiKH, HaxkmuTe kHonky BOJIBLUE HACTPOEK.

MakcumansHoe sHadeHne TTL*

30

(D) MaKcuMansHoe KONHHECTEO MPOMENYTOSHELX
yanog

Konmqectso nonbirok®

TLITOK OOPALYEHHA K

MPOMEXYTAHHOMY Y3AY

BpemA OXMAEHIA (B CeKyHEax)*

3

(D) Bpewms axnganns 018e1a oT POMERYTONHOND yana

PucyHok 140. Cmpa+uya Cucmema / Tpaccupoeka mapuwipyma. OKHO O0rnosIHUMesIbHbIX HaCMpPOEK.

B OTKPBIBHICMCS OKHEC BE1 MoXkeTe 3aaaTh CJICAYIOMIUC MapaMETPhI:

MapameTp OnucaHue

MakcumanbHoe 3HavYeHue | 3aiaiiTe MakcumanbHOe 3HaueHue mapamerpa TTL (Time to live,
TTL epems dcusnu). 3HaUeHUe TI0 ymordanuio — 30.
KonuuyecTBO nonbIToK KonudecTBO MOMBITOK 0OpaIieHust K MPOMEKYTOUHOMY Y31y CETH.
Bpemsa oxuaaHus Ilepuon oxugaHus OTBETA OT MPOMEKYTOUHOTO y3J1a CETH.

YroObl BOCCTAHOBUTH 3HAYCHUS MOJIEH, 3aaHHbIe 10 yMordanuto, Haxmute knonky HACTPOUKA

MO YMOJTYAHMUIO.
[Mocrie 3aqanust AOTIOTHUTEIBHBIX TapaMeTpoB HakmuTe KHONKY OK.

Yrtobbl 3amycTuTh mpoBepky, Haxkmurte kHonky CTAPT. Yepe3 HekoTOpoe BpeMsi Ha CTpaHHUIIC
0TOOpPA3HUTCS PE3yABTAT IPOBEPKH.

YrtoObl yoamuTh pe3ynbTar npoBepku, Haxxmute kHonky OYUCTUTD.



TenHer

Ha crpanune Cucrema / Telnet ol MoxxeTe BKITIOUHTD HIIH BBIKIIOYUTE JOCTYI K HACTPOMKAM MapIIpyTu3aropa
o nporokony TELNET u3 nokansnoi cetu. ITo ymomyanuio goctyn no TELNET orxittouen.

( TpaccvpoBka MapLupyTa Telnet ™

@ BxouuTs Telnet

Mopt*
23

NPUMEHUTE

PucyHok 141. Cmpa+uuya Cucmema / Telnet.
YroOwl pazpemuth goctyn nmo TELNET, casunbTe nepekimtouarens Bknounts Telnet Bopaso. B
nosie MopT BBeauTEe HOMEP MOPTAa MapIIPYTU3ATOPa, Yepe3 KOTOPBIA OyneT paspemieH NocTyi (1o
ymourganuto 3aaan mopt 23). 3arem Haxxmurte knonky MPUMEHUTD.

YroOsl cHoBa 3anpetuth goctyn nmo TELNET, casunbre nepexirodarens Bkntountb Telnet Bieso
u Haxxmute kHonky MPUMEHUTD.



CucreMHoe BpeMsi

Ha crpanune Cuctema / CuctemMHoe BpeMS Bbl MOXETE BPYYHYIO YCTAHOBHUTH CHCTEMHOE BpeMs
MapIIpyTHU3aTopa WK HACTPOUTH AaBTOMATUYECKYIO0 CHHXPOHHU3AIMIO CUCTEMHOTO BPEMEHH C CEPBEPOM BpEMEHU M3

cetu MHTEpHET.

£ Telnet CucTeMHoe Bpems (=]

CuctemHoe Bpems

Bbl MOMETE HACTPOWTL BETOMATUYECKYHD CAHXPOHW3ALMID CUCTEMHOTO BPEMEHW C (EDBENOM BPEMEHW W3 CETW MHTEDHET.

@ sBwnounts NTP Hactpofikm NTP

CUCTEMHARA AaTa: 25.10.2018 ) Mepexop Ha neTHee Bpema

CucTeMHOe BpemMa: 14:16
Monyunte aapeca cepeepoe spemedn no DHCP

EBI'I)I'CTHTI:: B Ka4yeCTee Ccepeepa ana NOKANLHOW CeTK

CepBepkl BpeMeHu

pool.ntp.org * M3ameHWTE YacoBOR NOAC -

GMT+03:00 Baraag
KyseiT, 3p-Puag
Mockea, CankT-NetepBypr, Bonrorpag
Haitpobu
Terepax
BaxpeiiH, Typuwa, Vipak, Aemes, Katap, Kyseir,
CayA0BCKan APaBMA

OOBABWTL CEPBEP

ONPEOENATL YACOBOW NOAC

PucyHok 142. Cmpa+uya Cucmema / CucmemMHoe epemsi.

1 HacTpOMKK YacoB MaplIPyTHU3aTOPa BPYUHYIO BBIIIOJIHUTE IEPEUUCICHHBIE HUXKE JeCTBUS.

1.
2.

CuunbTe niepexirodaresis Bknounte NTP Bieso.

B pasnene HacTpoinku BpeMeHM 3anaiite HeoOXonuMble 3HaueHHs. UTOOBI 3a/1aTh BpeMms,
YCTAHOBJICHHOE Ha BallleM KOMIIBIOTEPE WJIM MOPTATUBHOM YCTPOWCTBE, HaKMHTE KHOIKY
CKOIMNMUPOBATDb JIOKAJIbHOE BPEMA.

Haxwmure kuonky NMPUMEHUTb. Ilpu stom mons CucteMHas pata u CuctemHoe Bpemsi

3aIllOJIHATCA aBTOMAaTUYCCKH.

I[J'Iﬂ aBTOMATUYECKOM CUHXPOHU3AIUN YaCOB MapHmipyTuzaropa C KaKHM-JIHOO CCPBECPOM BPEMCHH BBIIIOJIHUTE

MEPECYNCIICHHBIC HUKE JIeNCTBUSL.

1.
2.

4.

CnpunsTe nepexirodaresis Bkrnountbe NTP Brpaso.

B pasnene CepBepbl BpeMeHU 3aaaiite apyroii NTP-cepBep uiid O0CTaBbTe 3HA4Y€HHE, 3aJaHHOE IO
ymoyanuio. Eciiu HeoOXomuMo 3a/1aTh HECKOBKO cepBepoB, Haxxmute kHonky JJOBABUTb CEPBEP.

B pasnene Hactponku NTP BribepuTe Bam 9acoBoii mosic M3 pacKphIBAIOMIErOCs CHcKa. YToObI yKa3arh
4acOBOM I0SIC, COOTBETCTBYIOIIMM HAaCTpPOMKaM Ballero KOMIIBIOTEPAa WM MOPTATUBHOTO YCTPOMCTBA,

naxmute krornky ONMPEOENUTb YACOBOW MOSAC.

Haxxmute kuHonky NMPUMEHWUTb. TIpu stom nons CucteMHasa pata u CuctemHoe Bpemsi
3aTIOTHATCS ABTOMATHYECKH.

YT06BI HACTPOUTH ABTOMATHYECKHI MEPEXO] YaCOB MapIIpyTH3aTopa Ha JeTHee BpeMs, B pasnene HacTpomnkm
NTP casunsre nepexmouarens Nepexon Ha neTHee BpeMs Brpaso u Haxkmute knonky MPUMEHUTDb.

B HekoTOphIX ciydasx MpoBaijep caM IPEeIOoCTaBIsICT aapeca CEpBEpOB BpeMeHH. B 3ToMm ciydae B pasaene
Hactpounku NTP casunsre nepeximouarens Monyuntb agpeca cepsepoB BpeMmeHn no DHCP snpaso u
Hakmure kHonky MPUMEHWUTDL. Ytounurte y Bamero mposaiizepa, TpeOyeTcs M OaHHas HAcTpoiika. Ecimu
nepekmodarets [Monyuntb agpeca cepBepoB BpemMeHu no DHCP cuasunyT Bmpaso, pasmen CepBepbl
BpeMeHVI HC OTO6pa)Ka€TC$I.



YT0o0bI pa3pemuTh MOAKJIIYEHHBIM YCTPOHCTBAM HCHOJIHL30BATH B KadecTBe
cepBepa Bpemenn IP-agpec MmapmpyTrusaropa B JIOKAJbHOHW MOICETH, CIBUHbTE
IepeRJIrnYaTeJIb BaHYCTVITb B KayecCcTBe cepBepa Ans JNIOKanbHOM ceTu
BnpaBo u Haxmute kHonky MPUMEHUTD.

IIpu BLIKIIFOUEHUM DUTAHUA WIN Iepe3arpy3ke MapIIpyTH3aTopa IPOUCXOAUT cOpOC IaThl M BpEMEHH

ycTporcTBa. Eciu MapmipyTu3aTop HaCTPOSH HAa aBTOMAaTHUYECKYIO CHHXPOHHU3AILMI0 BPEMEHH, TO IIPU

YCTAaHOBKE COCJIMHEHHS C CceThl0 VIHTEepHET IOKa3aHHMs YacoB YCTPOMCTBA _aBTOMAaTHYECKHU

BOCCTaHOBATCS. Eciu dacel MapaipyTusaropa ObLIN HAaCTPOCHBI BPYYHYIO, HeO6XOI[I/IMO CHOBA 3aJ1aTb

ATy U BpeMsi (CM. BBIIIIE).




SAHaekc.DNS

B manHOM paszene Bbl MOXKETE HACTPOUTH paboTy ceppuca SHaekc. DNS.

SAnnexc.DNS — 370 cepBrC KOHTCHTHOH (pribTpariuu, KOTophlii odecreunBaet padboty DNS-cepsepa,
3aIUIIACT KOMITBIOTEP OT BPEIOHOCHBIX CAUTOB U OJIOKHPYET OCTYI K pecypcam, HeKeIaTeIbHbIM
JUTSL IPOCMOTPA JICTHMH.

HacTpoikmu

Ha crpanune AIHAeKC.DNS / HacTponkn Brr moxere Bkmounts cepsuc Sluaekc.DNS M HAaCTPOHTH
peXuM ero paboThlI.

£ Koudurypauna HaCTPOﬁKb‘I

AHgekc.DNS

ﬂ Hﬂe Kc EicTpbii DNS-cepenc oT AHASKCE C 4ONOAHMTENEHBIMM BYHKLUMAMK Be3onacHocTn

Y7o Takoe Angerc.DNS

® siounts

Pexum no ymonyaHuio
() Bee Hose

CTOACTES BYAYT NOAKAOHITECA B BEIGDAHHOM DEXHME

(O Bes zaumhI

(® BesonacHsiii

O Retcknia

ITAIOTCA YKPACTE Baluk Napoa, HanpuMep, 0T COURANLMEIX CETeH, 4 TAKKE (IHTEI, KOTOPLE MOTyT

AL UIMHETES 10ALI0BITEAEH

PucyHok 143. Cmpanruya sIHOekc.DNS / Hacmpoliku.

YroObl monmyuynts OoJiee TOXPOOHYI0 WH(OpPMALHUIO O CEepBHCE, HaXMHUTE CChUIKy YTO Takoe
Anpexc.DNS.
Yro0Os! BKItOUNTH cepBuc SAunexc.DNS, ciBunbTe nepexioyaresas BKNIOYNTL Bopaso.

ITpu BrmrouenHoM cepBuce Sumexc.DNS Ha crpanwmiie goctymen pasmen PeXum no ymonyaHuio. UroGs
HACTPOUTh (MIBTPALMIO UL BCEX YCTPOICTB JIOKAJIBHOM CETH MapUIpyTHU3aTopa, BBIOEPUTE HEOOXOAHMOE
3HaUCHHE B CITHCKE:
- be3 3awWmTbl — mpu BEIOOpE 3TOrO 3HAYCHHUS cepBHC oOecreunBaeT pabory DNS-cepsepa,
HO HE OTPAHUYMBAECT TOCTYII K OMMACHBIM CalTaMm;

+ Be3onacHbIN — rpu BEIOOpPE ITOTO 3HAYECHUS CEPBUC OJIOKUPYET AOCTYIT K BPEAOHOCHBIM H
MOIIIEHHHYECKUM web-caliTam;

« J[eTCKMN — mpu BIOOpPE ATOTO 3HAYCHHUS CEPBHUC OJOKHUPYET NOCTYH K BPEIOHOCHBIM U
MOIIIEHHUYECKUM Web-caiiTam, a Takke OJOKHPYeT TOCTYII K pecypcam, HeKeIaTeIbHbIM JIIs
MIpOCMOTpa AETbMH.

Br1OpanHbIif pesxuM QuiabTpanuu Takxke OyleT 1eHCTBOBATh Il BCEX BHOBb MOAKIIOYEHHBIX K CETH
MapIIpyTH3aTOpa YCTPOUCTB.

[Tocie 3amanus HeOOXOMMMBIX apameTpoB HaxkMuTe kHonky MPUMEHUTDb.



YroOsl otkinrounth cepBuc Sunexc.DNS, capunbTe nepekimouareab BKNHOYMTB BIeBO 1 HAKMUTE
kaonky MPUMEHUTD.



YcTpoiicTBa 1 npaBua

Ha crpanune AHpaekc.DNS / YcTponcTBa M npaBuia Bbl MOXKETE Ha3HAYUTh KaKOMY-JIHOO
YCTPOMCTBY JIOKAJIBHOM CETH OTACIBHBIN PEKUM (DHUIBTPALIUH.

£ Wndbopmaums o cucteme YcTponcTea v npasuna

N3BeCTHbIE KNMNEHTLI

P-agpec MAC-agpec Wma Mpasuno

192.168.0.2 00:13:46:62:2F:4C - Mo ymonuaHuio (Besonacbii) v

Mpasuna +
P-agpec MAC-agpec Wms Pemim

PucyHok 144. Cmparuya 5IHOekc.DNS / Yempolicmea u npaeuna.

B pasgene U3BECTHbIE KIMEHTbIl oTo0paxkaroTcss yCTpoilcTBa, MOAKIIOYEHHBIE K JIOKAIbHOH CeTH
MapIuIpyTH3aTopa B HACTOSIIMNA MOMEHT, U COOTBETCTBYIOIINN UM PEKUM (PHIBTPALHH.

Yro6bl co31aTh? HOBOE MPaBWIIO (GHIBTPALUHU [T KaKoro-mubo ycTpoiicTsa, B pasieie MpaBuna

Haxmute kHonky JJOBABUTD ( T ) wnn B pasznene N3BeCTHbIe KITMEHTbI IIEeNKHUTE JICBOM
KHOITKOHM MBIIIY Ha Ha3BaHUH peXXUMa (QUIBTPALUH B CTPOKE YCTPOICTBA, IS KOTOPOTO HEOOXOIUMO
CO3/IaTh MPABUIIO.

®[Ipu cosmannn HoBoOro MpaBmna (uasTpanuy Ha crpanune HacTponka coeguHernii /| LAN oto6Gpaxaercs cBsi3Ka
MAC-anpeca u [P-agpeca. Co3ganHas cBs3Ka yaJsieTCcsl BMECTE C COOTBETCTBYIOLUM IIPABUIIOM.



IP-agpec

OOBABHTHL

() Be3 sawwmTs
(® Bezonacslii
O Berckwin

COXPAHWTE

PucyHok 145. [JobaeneHue nipasuna 0ns cepsuca 5IHOekc.DNS.

B oTkpbIBIIEMCS] OKHE BBl MOXKETE 33aTh CIEAYIOIINE ITapaMeTphl:

MapameTp

OnucaHue

MAC-agpec

MAC-anpec ycTpoicTBa U3 JJOKaJIbHOM CETH MapUIpyTH3aTOpA.

IP-appec

[P-anpec ycTpolicTBa U3 JTOKaJIBHOW CETH MapUIPyTH3aTOPA.

Ecnu Bbl XoTWTE Ha3HAUMTh HECKOJIBKO NOCTOSIHHBIX IP-ampecos
yCcTpoucTBY ¢ ompeaeneHHbiM MAC-aapecoM, HaXXMHUTE KHOIKY
ONOBABUTb u B oto0Opasusiieiics crpoke BBeaute I[P-ampec.
YerpoiicTBO T0KaIBHON ceTH MO:KeT HMeTh ouH [Pv4-anpec n HeckoJIbKO

IPv6-anpecos.

YroObl yIanuTh aapec, HAKMUTE Ha 3HAY0K YAANUTbL (*) B CTPOKE
azapeca.

Nma

3amaiiTe Ha3BaHMe JJIsl YCTPOWCTBA B CeTH Ui YI00HOM
UleHTU(PUKALUU (Heoda3amenbHblIL napamemp).

Pexum

Bribepure pexxum pabotel cepuca Snaexc.DNS mis manHoro
YCTpPOMCTBA.

Be3 3awuTbl — pu BEIOOpE ITOTO 3HAYSHUS CEPBUC 00CCIIEUNBaCT
pabory DNS-cepBepa, HO HE OrpaHWYHMBAET JOCTYN K OMACHBIM
caiitam.

Be3onacHbIN — mpu BeIOOpE ITOTO 3HAYCHUS CEPBUC OJIOKHPYET
JOCTYTI K BPEJOHOCHBIM U MOLIICHHUYECKUM Web-caliTaMm.

HeTcKun — npu BEIOOpE ITOTO 3HAYCHHUS CEPBUC OIOKUPYET TOCTYII
K BPEJIOHOCHBIM M MOIIIEHHUYECKUM Web-caliTaM, a Takke OJIOKUPYET
JOCTYII K pecypcam, HeXKeIaTeIbHBIM JIJISl IIPOCMOTpPA JIEThMH.

[MTocne 3amanust HeoOXoaUMBIX mapameTpoB HaxkMute kHoky COXPAHUTD.

Urto0bl 3a1aTh JpyTryue napaMmeTpsl JIsi KAKOro-JInOo mpaBuiia, BBIOEPUTE COOTBETCTBYIOIIYIO CTPOKY
B Tabnuie, B OTKPBHIBIIEMCS OKHE H3MEHHUTE HEOOXOAMMbIE MapaMeTpbl W HaXMUTE KHOIKY

COXPAHUTD.



UrtoObl yaanuTh Kakoe-11u00 MpaBuiio (GUIBTPALNHU, YCTAHOBUTE (DIIaXKOK, PACIOJIOKEHHBIN ClieBa OT

F—9
COOTBETCTRBYIOIIETO TIpaBwia, n HaxxMmute kHonky YAAJINTb (IEI ). BBI Takke MOXKeTe yIaJIUTh
NPABUIIO B OKHE M3MEHEHUS TapaMeTpOB.

[Tocne 3aBepieHus: padboThl ¢ npaBuiamu Haxxmute kHonky MPUMEHUTD.



FMABA 5. PEKOMEHOALUMMN no
NCNOJIib3OBAHUIO MAPLWWPYTU3ATOPA

MpaBunna n ycnosuss 6eaonacHom 3Kkcnayaraymm

BuuMaTensHO TpouYMTaliTe NAaHHBIA pasjell mepell YCTAaHOBKOW W IMOIKIIOUEHHEM yCTpPOWCTBA. YOeauTech, 4To
YCTPOMCTBO, aJanTep NMUTAHUSA M KaOelln He WMEIOT MEXaHUYECKHX TOBPESKICHHUN. YCTPOMCTBO OKHO OBITH
WCITIOJIb30BAaHO TOJIBKO T10 HA3HAYEHUIO, B COOTBETCTBHUHU C JOKYMEHTAIUEH.

VYeTpolcTBO MpenHa3HayeHo AJIsl SKCIUTyaTallid B CYXOM, YHCTOM, HE3allbUIEHHOM M XOpOILIO NPOBETPHBAEMOM
MOMEIIEHUH ¢ HOPMaJIbHOW BIQXKHOCTbBIO, B CTOPOHE OT MOIIHBIX HCTOYHUKOB Terlla. He nucnomnp3yiite ero Ha ynuue
U B MecTax C TIOBBIIIEHHOM BIaXHOCTbIO. He pasmemaiite Ha YCTpOICTBE MOCTOPOHHHE HPEIAMETHI.
BeHTHIISIIMOHHBIE OTBEPCTHS YCTPOMCTBA JOMKHBI OBITh OTKPBITHIL. TeMIlepaTypa OKpyKarolield cpenbl B
HETIOCPENICTBEHHOM OJIM30CTH OT YCTPOMCTBA W BHYTPH €0 KopItyca JoJbKHa ObITh B penenax ot 0 °C go +40 °C.

I/ICHOHLSyﬁTe AanTep NUTAHUA TOJIBKO M3 KOMIUICKTA IMOCTaBKH yCTpOP’ICTBa. He Bxirouaiite alafnTep NUTaHusd,
€CJIn €r0 KOPIIyC WiIn kabenb MOBPEIKACHBI. Tlonkmrouaiite aanTep MUTAHUA TOJBKO K HCIOPAaBHBIM PO3C€TKaM C
napamMeTpamM, YKa3aHHbBIMU Ha aJaliTCpeC IMUTAHUA.

He BckpriBaiite kopmyc ycrpoiictBa! Ilepen odrcTkol yCTpOHCTBA OT 3arps3HEHUN M MMBUTH OTKITIOYUTE MTUTAHUE
yCTpoiicTBa. YIAISHTE IMBUTH C TTOMOIIBIO BIAXKHOH canderku. He ncnonb3yiTe KuIKre/adpo30IbHbIC OUUCTHTEN
WIM MarHUTHBIC/CTAaTUYECKUE YCTPONCTBA JUIS OUYMCTKHU. M30eraiiTe momajaHus BIard B YCTPOWCTBO U alamnTep
MUTaHUS.



PexkomeHgaunn  no yCTaHOBKe 6ecnpoBogHbIX
yCTPOMCTB

becnpoBonnoit mapmpyTtuzarop DIR-842 mo3BonseT momyduTh JOCTYH K BaIllei CETH C TTIOMOIMIBIO O€CIIPOBOIHOTO
COCAMHCHNS MTPAKTUUECKH U3 TI000M TOUKH B paaiyce AeHCTBUS OecripoBoaHON ceTH. OHAKO CIEAyeT YIUTHIBATH,
YTO KOJIMUECTBO CTEH W MEPEKPHITHH, KOTOPBIC OYAET MPeooIeBaTh CUTHAN, X TOJIIIHA U PACIIONOKEHHE MOTYT
YMEHBIIUTh Pajnyc ACUCTBUS ceTH. Pamnyc oxBarta ceTH B OONBIIOW CTENEHH 3aBUCHT OT THIIOB MaTepHalia U
YPOBHS CONMYTCTBYIOIIMX PaJHOYaCTOTHBIX IIYMOB B JoMe WiH oduce. UTOOB MakCHMajIbHO YBEIHYUTH PAJINYC
JeiicTBUA Bamiel OeCIpOBOJJHOM CEeTH, BHITOJHUTE NIEPEUUCIICHHBIE HIYKE PEKOMEHJAIIHH.

1. Pacnonokure MapmpyTH3aTop Tak, 4TOObI KOJUYECTBO MPEMSATCTBUMN (CTEH, MEPEKPHITHIL U T.I.) MEKIY
MapLIpyTH3aTOPOM M JAPYI'MM CETEBBIM 00OpyIOBaHHEM OBLIO MUHUMAJIBHBIM. Kakmoe mHpersiTcTBue
COKpaIlaeT paanyc AeicTBUSI OECIPOBOAHON CETH HAa HECKOIBKO MeTpoB (0T 1 10 30 m).

2. MBICIEHHO NPOBEIUTE JIMHUIO MEIy MapUIPyTH3aTOpOM H CETEBBIM YCTPOMCTBOM. Pekomenjyercs
PacCTIONOXUTh YCTPOWCTBa TakK, YTOOBI dTa IJHHASA MPOXONWIA NEPHCHIWKYISIPHO CTCHAM TN
MEePEKPBITUAM, HAXOMAIIMMCS MEXKIy MapIIpyTH3aTOPOM U CETEBBIM YCTPOWCTBOM (IUII CHTHANA,
MPOXOJSIIIETO MPETATCTBHE TIOJ YITIOM, TOJIIMHA IPETATCTBHS Topas31o OobIe).

3. OGparuTe BHUMaHUE HAa MaTepUal, U3 KOTOPOTO C/IEaHO MPENATCTBUE. MacCuBHAs KeJle3Has Bepb MM
IIOMUHHEBBIE OalK{, OKa3aBIIMECS B 30HE OECHpPOBOAHON CETH, YMEHBIIAIOT €€ paJuyc ACHCTBHI.
[TocTapaiiTech pacloNOXHUTH Balll MAPIIPYTH3aTOP, TOYKM AOCTYIA W KOMITBIOTEpPHI TaK, YTOOBI CHTHAI
IPOXOAMII Yepe3 TOHKHE CTEHBI WM JBEpPHbIE NMpoeMbl. Ha curHam HETaTHBHO BIHSAIOT CTEKIIO, CTalb,
METaJll, CTEeHBI C M30JIAIMEH, BoJa (aKBapHyMBbl), 3epKaiia, MKa(bl, KUPIHIHBIC 1 OCTOHHBIC CTCHEI.

4. Jepxute MapIupyTU3aTOp BAaIu (KaKk MUHMMYM, Ha PacCTOSIHUM 1-2 MeTpa) OT 3JIEKTPHYECKHX NPHOOPOB
WIIN YCTPOUCTB, CO3AAOUINX PAJHMOUYACTOTHBIE TOMEXHU.

5. Paguorenedonsl ¢ Hecymeil uactoroit 2,4 I'Tu mmu obGopynoBanue ctanmapra X-10 (6ecrnpoBonHbie
yCTpOﬁCTBa TUIIA TOTOJIOYHBIX BEHTHUIATOPOB, OCBECTUTCIILHBIX HpI/I60pOB nIIn HOMaHlHeﬁ CHCTCMBbI
0€301IacHOCTH) MOTYT OKa3aTh HETATHBHOE BIMSHHE HA Ballle OSCIPOBOTHOE COCUHEHHE. YOCIUTECh, YTO
0a3a Bamero paauorenedoHa ¢ Hecymed uwactorod 2,4 I'T'mn MakcMManbpHO ynaleHa OT BalluX
OecrpoBoHbIX yeTpoiicTB. OOparnTe BHUMaHUe, uTo 6a3a pajauoTenedoHa nepeaaeT CUrHal Aaxe TOra,
Korza teseoH He UCIONB3YETCsl.



FMABA 6. ABBPEBUATYPbI N COKPALLIEHUA

AC Access Category Kareropust noctyna
AES Advanced Encryption Standard ViyunieHHbIH CTaHaapT WUPPOBAHUS
ARP Address Resolution Protocol [Ipotokon pazpelieHus aapecon
. . . ba3oBblil npeHTHPUKATO
BSSID Basic Service Set Identifier a . ¢ p
OecIpoOBOTHOM CeTH
) [TpoBepka npu MOMOIIIH ITUKITUIECCKOTO
CRC Cyclic Redundancy Check POBEpKa fip i
N30BITOYHOTO KOJa
) ) MHAMUYECKAs CHCTeMa JOMEHHBIX
DDNS Dynamic Domain Name System A A
AMEH
- . . Pacnpenenennas araka tTumna oTkas B
DDoS Distributed Denial of Service b
o0CcITy>)KUBaHUH
. . [TpoTOKON AMHAMHYECKON HACTPOMUKHU
DHCP Dynamic Host Configuration Protocol P 8 P
y3na
DNS Domain Name System Cucrema TOMEHHBIX HMEH
. . Coob1ieHne ¢ yBeIOMIICHHEM O
DTIM Delivery Traffic Indication Message B e
nepenade Tpaduka
. . Cpennee Bpems 1o I puHBHYCKOM
GMT Greenwich Mean Time peAt P P o
MEpUIHaHy
«MHTepHET-TILTI03)», TPOTOKOJ
IGD Internet Gateway Device yIpaBJICHUS YCTPOUCTBAMH Yepe3
WHTEPHET-IILTI03
[IpoTokoun ynpasiieHUs rpyninaMu B
IGMP Internet Group Management Protocol P P by
cetu MHTEpHET
[IpoTokon MHTEpHETA, MEKCETEBOM
IP Internet Protocol
MIPOTOKOJT
[TpoTokos asist oOecTieYeHus 3aIIUThI
IPsec Internet Protocol Security JaHHBIX, IepeJaBacMBbIX 110
MEXKCETEBOMY IIPOTOKOITY [P
L2TP Layer 2 Tunneling Protocol TyHHENBHBIH TPOTOKOJI BTOPOTO YPOBHSI
LAN Local Area Network JlokanbHas ceTh
) [IpoTokon ynpaBieHus KaHaJIOM
LCP Link Control Protocol P yip
nepeaun JaHHbBIX
_ VYipasneHue 10CTyIIOM K Cpejie
MAC Media Access Control P AOCTY pea

(mepenayu TaHHBIX)




MaxkcuMalibHBIN pazmep

MTU Maximum Transmission Unit
nepenaBaeMoro rnakera
NAT Network Address Translation [IpeoOpa3oBaHne CETEBBIX aIPECOB
NTP Network Time Protocol CereBoil MPOTOKON CITYKOBI BPEMEHU
oL MyBTHIIEKCUPOBAHHE C
Orthogonal Frequency Division Y P
OFDM . . OPTOTOHAJIbHBIM YaCTOTHBIM
Multiplexing
pasleliecHHeM CUTHAJIOB
. Hacrpoiika ¢ moMompio HakaTus: Ha
PBC Push Button Configuration P -
KHOTIKY
PIN Personal Identification Number JInuHbIN UIEHTU()UKALMOHHBIA HOMED
) . [TpoToko:x THIa «TOYKa — TOYKa» I10
PPPoE Point-to-point protocol over Ethernet P
Ethernet
) . . TyHHETBHBIH NPOTOKOJ THIIA «TOYKA-
PPTP Point-to-point tunneling protocol 4 P
TOYKA»
PSK Pre-shared key OOmHii KoY
QoS Quality of Service KagectBo ycmyr
RADIUS Remote Authentication in Dial-In User |Ciyx0a ynaneHHON ayTeHTU(DUKATNN
Service MOJIH30BAaTENSI KOMMYTHPYEMO CETH
. . [Tporokon oOMeHa TaHHBIMHU JIJISI
RIP Routing Information Protocol P 8 8
MapIIpyTH3aLUH
RTS Request To Send 3anpoc Ha OTIIPaBKy
. . [TpoTokoy MOTOKOBOH TEepeauu B
RTSP Real Time Streaming Protocol P bt
PEXUME peabHOTO BPEMEHHU
SIP Session Initiation Protocol [IpoTokon ycTaHOBIICEHHS ceaHca
SSID Service Set Identifier Wnentudukarop 6eCripoBOIHON CETH
: [IpoToKos BpEMEHHOM LENOCTHOCTH
TKIP Temporal Key Integrity Protocol P - P 1
KJTFO4 e
[IpoToKOI MOJIB30BATENBCKUX
UDP User Datagram Protocol P
Jararpamm
. YHHUBEpCAJIbHBIN PEKUM «BKIIFOUU U
UPnP Universal Plug and Play pu P
pabotaii»
URL Uniform Resource Locator Enunelit ykazarens pecypcoB
VLAN Virtual Local Area Network BuptyanbHast J0KagbHAas CETh




VPN Virtual Private Network BupryanpHast yacTHas ceTh
WAN Wide Area Network I'mo6anbHas ceThb
) . . besomacHocTh, aHaJTOTHYHAas 3allUTE
WEP Wired Equivalent Privacy . o
MIPOBOJIHBIX CETEH
R ) - «becnpoBoaHas TOYHOCTEY», CTAaHAAPT
Wi-Fi Wireless Fidelity bOBOA . Aap
0eCcTpOBOIHOMN CBS3H
WLAN Wireless Local Area Network becnpoBogHas 10kanbHast CETh
N ) ) Ilepenaya MyIbTHMEIMHHBIX JaHHBIX
WMM Wi-Fi Multimedia P H . Y A A
no Wi-Fi-cetn
o 3amunIeHHBIN JOCTYII 110
WPA Wi-Fi Protected Access H UH Y
0OeCIpOBOIHOM CETH
— Bbe3onacHas HacTpolika OecipoBOIHOMI
WPS Wi-Fi Protected Setup P POBOL

CE€TH




